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Agenda

1. Trends and Observations on STR submission

2. Money Laundering Trend



Trends of STR Submission

JFIU received a total of 190,636 STRs. Of
which, 164,844 STRs and 12,261 STRs were
submitted by banks and SVFs
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No. of STR Submissions

2020 2021 2022 2023 2024 2025

131,379

7,446 3,603 1,919 795 95 12 2,411

164,844

12,261 7,291 1,469 1,283 286 27 3,175

Breakdown of STR filed by different sectors 
in 2024-2025



Observations on STR 
Good Quality
(Clearly indicating LEA reference)

(1) STR triggered by 
internal monitoring

[E.g. STR 2025000001]

[E.g. ESPS 24/2025]

[E.g. MK RN 25000001]

[E.g. DIT 1  MKDIST]

[E.g. ISR 2025001000]

[E.g. TMCC 1234/2025]

[E.g. FMLIT 1/2026]

(2) STR triggered by 
LEA intelligence



Observations on STR 
Good Quality
(Showing all accounts belonging to the Subject)



Observations on STR 
Good Quality
(Clearly indicating the Suspected Crime Type)

1) National Security

2) Fraud

a) Email Scam

b) Telephone Deception, etc

3) Other Crimes

a) Corruption

b) Insider Trading and Market Misconduct, etc

4) Illicit Trade, e.g.

• Weapon related

• UMSO

• TBML, etc



Observations on STR 
Good Quality
(Clearly indicating the Suspicious Indicator)

Suspected Indicator:

- Fund Movement Pattern

- Accounts

- Customer Background / 

Behavior

- National Security Related

- Other Suspicious Indicator

- Narrative Comment
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(Clearly indicating the Suspicious Indicator)

Suspected Indicator:

- Fund Movement Pattern

- Accounts

- Customer Background / 

Behavior

- National Security Related

- Other Suspicious Indicator

- Narrative Comment



Observations on STR 
Good Quality
(Clear report in respective fields)

• Offence (Fraud, Corruption, Sanction, Terrorist Financing,
National Security, etc.)

• Suspicious Transaction Patterns (Substantial Cash Deposits,
Temporary Repository of Funds, etc.)

• Intelligence / Enquiry from LEAs (e.g. JFIU, CSTCB, ADCC)

• Publicly available information (Adverse News, ICAC Press
Release, Sanction, etc.)

• Receipt of Search Warrant / Court Order

• Upstream Scam Intervention (Customer is victim)



Observations on STR 
Good Quality
(Clear report in respective fields)

• Nationality, age, gender

• Type of ID document - HKID Holder, China Passport Holder,
China ID and Exit-Entry Permit (C2P) etc.

• Occupation / business nature, source of wealth, source of
income – include the date of last KYC

• Family background, if known - e.g. wife/husband/daughter of the customer
also maintained banking relationship with the bank and displayed similar suspicion.

• Date of commencing banking relationship; also include
account closing date if applicable



Observations on STR 
Good Quality
(Clear report in respective fields) • Review Period

• Transactions and linkage with suspicious counterparts / third party, if
any

• KYC / RFI result

• Open source information / details of the adverse news / sanction list
with website links

• Findings on the digital footprints, if any

• Refrain from negative declarations of absence, e.g. no PEP match, no
search warrant, no sanction match

• Further review

Exit relationship



Observations on STR 
Good Quality
(Timely and detailed reporting with supporting attachment)

Transaction Records 

in Excel Format

Records of Digital 
Footprints

Relevant Documents 

obtained during CDD 

Process

Diagram of network 

relationships of 

wallet addresses

Digital Footprint



Observations on STR 
Good Quality
(Include virtual asset related accounts)

• Transaction Platform
• Wallet Address
• Token Type
• Token Amount
• Equivalent Value in HKD

Virtual Assets Related
Accounts



Observations on STR

Blank content / Narrative only in enclosure

Entities with limited nexus in one STR

Confusing Date of Account Opening

“Streamlined STR”

Misc. (e.g. difficult to comprehend, important data hidden, etc)
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Blank content/Narrative only in enclosure 

15

Only a consolidated Excel of 

some accounts available (but 

number of accounts different 

from STR)

No description of 

the Subject(s) / 

Account(s)

Observations on STR



16

Entities with limited nexus in one STR

Observations on STR

Source: Guidance Paper – Transaction Monitoring, Screening and Suspicious Transaction 

Reporting, published by the Hong Kong Monetary Authority (revised in February 2023)



Observations on STR

Confusing Date of Account Opening



Observations on STR

Initiative 2 – Real-Time Fraud Monitoring

“Streamlined STR”
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Misc. (e.g. Misc. (e.g. difficult to comprehend, important data hidden, etc)

Observations on STR



Agenda

1. Trends and Observations on STR submission

2. Money Laundering Trend



Money Laundering Trend
- General Situation

Recruitment of 

Mainlanders as Mules

Use of Advanced 

Technologies

Cross-sector 

Money Laundering

Predicate Offence 

in Overseas

1 2 3 4



Money Laundering Trend
- 3) Use of Advanced Technologies

Stolen / Lost HKID AI-powered facial synthesis
employed to blend the
features of criminals with
photos from reported lost ID

Criminals upload the altered ID 
documents and selfies to bypass 
the bank's account opening 
identity verification process

Apply for bank accounts, loans 
and credit card

Mules
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Money Laundering Trend

Mobile applications 
automatically 

downloaded to phone 
without consent

Hacker controlling the 
mobile phone 

Hacker accessing victim’s 
bank account via mobile 
app and requesting to 

change credential

Hacker using the two-
factor authentication to 

change the security 
credential 

Bank

- 3) Use of Advanced Technologies



Money Laundering Trend
- 3) Use of Advanced Technologies

Two aspects of risks:
1) Installation by financial institution
2) Usage by customers



Money Laundering Trend
- 4) Cross-sector Money Laundering

(Exploiting Securities Firm’s Bank Account for ML)

Money mules’ bank account of Bank A 
received scam proceeds from victims (first 
layer account)

Funds were transferred from bank account 
to same-name brokerage house account 
(second layer account)

Funds withdrawn from brokerage house 
account to same-name bank account of 
Bank B (third layer account)



THANK YOU
FOR YOUR ATTENTION

More Information: 

Financial Intelligence and Investigation Bureau 
Hong Kong Police Force

www.jfiu.gov.hk


