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Venue of presentation:	Hong Kong Monetary Authority, Quarry Bay Office


		16/F, Hong Kong Telecom Tower, 979 King’s Road.


		(Near to MTR Quarry Bay Station, next to Taikoo Place)
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Date and time of the session for your institution:





Date�
Time�
�
17 April 1997�
10:00 a.m. - 12:00 noon�
�
�
Annex 2


Introduction to 


Return Submission Through Computer Network





1	Overview





v	Enhancement to the existing Submission Through Electronic Media system (STEM)


ç	submission of return through private computer network instead of by diskette


ç	highly secure using strong encryption


ç	using digital signatures to authenticate the return





v	Feasibility study and system design completed, ready for implementation








2	Change in procedures





v	Similar to existing procedures


v	Replace hand-written signature by digital signature


v	No need to submit hard copy


v	Submission via electronic mail








3	Security features





v	Public key cryptography based (using private-public key pair)


v	Strongest security strength available





�
STEM�
Exportable products from USA �
�
Secret key size�
112 bits�
40 bits�
�
RSA key size �
1024 bits�
512 bits�
�
Time to break the keys�
Decades�
days�
�



v	Smart card technology for encryption key protection


v	Encryption


ç	returns encrypted at AI's office once ready for submission


ç	information stay encrypted up to STEM operation unit of HKMA


ç	HKMA staff members need smart card and password to decrypt





v	Digital signature


ç	two signatures required per return, all digital signatures have to be registered in HKMA


ç	each signer needs to use his/her own smart card (or key diskette) and password to sign


ç	alternation of data during transmission will be detected by HKMA








4	Benefits of using the new system





v	Reduce risk of information leakage


v	Shorten submission time


v	Efficient authentication by digital signature


v	Can deploy the network and the technology for other applications


ç	information dissemination from HKMA to AIs


ç	secure messaging between HKMA and AIs


Workflow of the new system
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same as existing procedure, but better control























similar to existing procedure, but more secure


smart card + password


no data change after signature


tempering detected by signature verification














two digital signatures
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