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The Chief Executive
All authorized institutions

Dear SirlMadam,

Amendments to Guideline on Prevention of Money Laundering and
Supplement to the Guideline on Prevention of Money Laundering

I am writing to inform you that, following the consultation with the
industry, the HK has amended the Guideline on Prevention of Money
Laundering (Guideline) and the Supplement to the Guideline on
Prevention of Money Laundering (Supplement) to address the issues
raised in the Financial Action Task Force (FATF)'s Mutual Evaluation
Report and to better reflect international standards. The major
amendments are discussed below.

Supplement

Address verifcation

The HKs current Supplement includes address as an integral
component of an individual's identity for verification purposes. As a
result, Als need to verify the address of the direct customer as well as all
connected parties (i.e. account signatories, directors, principal
shareholders, etc) which is unnecessarily onerous.

After considering the FATF's requirements and the international practices,
we have decided that Als should record and verify the address of direct
customer. F or connected parties and transactions undertaken by

non-account holders, Als should record the address of these parities and
determine the need to verify their addresses on the basis of risk and
materiality. Paragraph 3.3 and IN 5 have been amended accordingly.
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Non-account holder transactions

The existing Supplement does not spell out the requirements on

conducting transactions for non-account holders. To provide a clear

guidance, we have inserted paragraphs 3.9 to 3.16 to spell out the
requirements on conducting non-account holders' transactions in particular
on wire transfers and currency exchange transactions.

Verifcation of identity of directors

The existing Supplement requires the identification of all directors and
verification of at least two. The FATF requires identification of directors
and reasonable measures to verify the identity of beneficial owners and
controllers.

After careful consideration, we have amended paragraph 4.5 of the
Supplement to require Als to verify one director and consider the need to
verify the identity of additional directors on the basis of risk and
materiality.

Reliance on intermediaries

The FATF requires reliance on intermediaries that are supervised and
regulated for AM/CFT purposes. Taking into account Hong Kong's
situation and the proposals in the consultation document on the new
legislation, the Supplement has been amended to allow reliance on a
domestic lawyer, auditor, accountant, trst company or chartered secretary
if Als are satisfied that the domestic intermediary has appropriate customer
due dilgence systems in place. F or overseas intermediaries, reliance is
allowed on those that are from an equivalent jurisdiction and are regulated
and supervised for compliance with FATF requirements.

Guideline

We have taken this opportnity to update the Guideline mainly to delete
those sections that have been superseded by the Supplement.

Please refer to Annex 1 and Annex 2 for the revised Guideline and
Supplement respectively. They were published in the Governent
Gazette today and wil be effective on i November 2010.



- 3 -

If there are any questions relating to this letter, please feel free to contact
Mr Andrew Clayton on 2878-1095 or Ms Sophia Lam on 2878-8281.

Yours faithfully,

Trevo een
Acting Executive Director (Banking Conduct)

c.c. The Chairman, The Hong Kong Association of Banks

The Chairman, The DTC Association
FSTB (Attn: Angelina Kwan)

EneL.
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PART I

OVERVIEW

1. Introduction

1.1 Ths Guideline incorporates, and hence supersedes, the Guideline issued by the
Monetar Authority in July 1993 on the prevention of criminal use of the bang system for
the puroses of money laundering. Ths Guideline has been updated to tae account of the
enactment of the Organzed and Serious Crimes Ordinance, the subsequent amendments to
the money laundering provisions in that Ordinance and the Drug Trafficking (Recovery of
Proceeds) Ordinance, the stocktng review of the anti-money launderig measures

underten by the Financial Action Task Force and the UK Money Laundering Guidance

Notes for bans and building societies. It has also included other refinements and additional
examples of suspicious transactions.

1.2 Ths Guideline applies directly to all bang and deposit tang activities in
Hong Kong cared out by authorized institutions. However, institutions are expected to
ensure that their subsidiares in Hong Kong also have effective controls in place to combat
money laundering. Where Hong Kong incorporated institutions have branches or subsidiares
overseas, steps should be taen to alert management of such overseas offces to Group policy
in relation to money laundering. Where a local jurisdiction has a money launderig law,
branches and subsidiares of Hong Kong incorporated institutions operating within that
jursdiction should, as a minimum, act in accordance with the requirements of the local law.
Where the local law and the Guideline are in confict, the foreign branch or subsidiar should
comply with the local law and inform the Head Office immediately of any depare from
Group policy.

1.3 It is recognzed that the relevance and usefulness of ths Guideline will need to

be kept under review as the methods of money laundering are constatly evolving. It may be
necessar to issue amendments to this Guideline from time to time to incorporate measures to
combat new money launderig theats, including those inherent in new or developing
technologies that might favour anonymity.



2. What is money laundering?

2.1 The phrase "money laundering" covers all procedures to change the identity of

ilegally obtained money so that it appears to have originated from a legitim~te source.

2.2 Cash lends anonymity to many forms of crial activity and is the normal

medium of exchange in the world of drg traffcking. Ths gives rise to three common factors

(a) criminals need to conceal the tre ownership and origin of the money;

(b) they need to control the money; and

(c) they need to change the form of the money.

2.3 One of the most common means of money laundering that institutions will

encounter on a day-to-day basis taes the form of accumulated cash transactions which will

be deposited in the banng system or exchanged for value items. These simple transactions
may be just one par of the sophisticated web of complex transactions which are set out and
ilustrated below. Nevertheless, the basic fact remains that the key stage for the detection of
money launderig operations is where the cash first enters the financial system.

Stages of money launderig

2.4 There are thee stages of money laundering durng which there may be
numerous transactions made by launderers that could alert an institution to criminal activity -

(a) Placement - the physical disposal of cash proceeds derived from ilegal

activity.

(b) Layering - separating illcit proceeds from their source by creating complex
layers of financial transactions designed to disguise the audit trail and provide
anonymity.

(c) Integration - the provision of apparent legitimacy to crimially derived wealth.
If the layering process has succeeded, integration schemes place the laundered
proceeds back into the economy in such a way that they re-enter the financial
system appearing to be normal business fuds.

2.5 The following char ilustrates the launderig stages in more detaiL.
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3. The legislation on money laundering in Hong Kong

3.1 Legislation has been developed in Hong Kong to address the problems

associated with the laundering of proceeds from drg trafckig and serious crimes. The

Drug Traffcking (Recovery of Proceeds) Ordinance (DTROP) came into force in September
1989. It provides for the tracing, freezing and confscation of the proceeds of drg trafcking
and creates a criminal offence of money laundering in relation to such proceeds.

3.2 The Organzed and Serious Cries Ordinance (OSCO), which was modelled

on the DTROP, was brought into operation in December 1994. It extends the money
laundering offence to cover the proceeds of indictable offences in addition to drg traffickig.

3.3 Amendments to both Ordinances were made and came into effect on 1
September 1995. These amendments have tightened the money laundering provisions in both
Ordinances and have a signficant bearng on the duty to report suspicious transactions. In
paricular, there is now a clear statutory obligation to disclose knowledge or suspicion of
money laundering transactions.

3.4 The key money laundering provisions in the two Ordinances are sumarzed

below. Ths does not constitute a legal interpretation of the provisions of the legislation
referred to, for which appropriate legal advice should be sought where necessar.

3.5 Section 25(1) of DTROP and OSCO creates the offence of dealing with any

propert, knowing or having reasonable grounds to believe it in whole or in par directly or
indirectly represents the proceeds of drg traffcking or of an indictable offence respectively.

The offence caries a maximum sentence of 14 years' imprisonment and a maximum fine of
HK$5 millon.

3.6 It is a defence under section 25(2) of both Ordinances for a person to prove

that he intended to disclose as soon as is reasonable such knowledge, suspicion or matter to
an authorized offcer! or has a reasonable excuse for his failure to make a disclosure in
accordance with section 25A(2) of the Ordinances.

3.7 Section 25A(I) imposes a statutory duty on a person, who knows or suspects

that any propert in whole or in par directly or indirectly represents the proceeds of drg
traffcking or of an indictable offence, or was or is intended to be used in that connection, to

make a disclosure to an authorized offcer. Section 25A(7) makes it an offence for a person
to fail to make such disclosure. The offence cares a maximum penalty of a fine at level 5 (at
present $25,001 to $50,000) and imprisonment for 3 months.

As defined in section 2 of both the DTROP and OSCO, authorized offcer means:

(a) any police offcer;

(b) any member of the Customs and Excise Service established by section 3 of the Customs and Excise
Service Ordinance (Cap. 342); and

(c) any other person authorized in writing by the Secretar for Justice for the puroses of this Ordinance.

HøngKon



3.8 It should be noted that section 25(4) of OSCO provides that references to an

indictable offence in section 25 and 25A include a reference to conduct which would
constitute an indictable offence if it had occured in Hong Kong. That is to say it shall be an
offence for a person to deal with the proceeds of crime or fail to make the necessar
disclosure under section 25A(1) even if the principal crime is not committed in Hong Kong
provided that it would constitute an indictable offence if it had occured in Hong Kong.

3.9 Section 25A(2) provides that if a person who has made the necessar

disclosure does any act in contravention of section 25(1) and the disclosure relates to that act
he does not commit an offence if -

(a) the disclosure is made before he does that act and the act is done with the

consent of an authorized officer; or

(b) the disclosure is made after the person does the act and the disclosure is made

on the person's own initiative and as soon as it is reasonable for him to make it.

3.10 Section 25A(3) provides that disclosure made under section 25A(I) shall not

be treated as breach of contract or of any enactment restricting disclosure of information and
shall not render the person makng the disclosure liable in damages for any loss arsing out of
disclosure. Therefore, institutions need not fear breaching their duty of confdentiality owed
to customers when making a disclosure under the Ordinances.

3.11 Section 25A(4) extends the provisions of section 25A to disclosures made by

an employee to an appropriate person in accordance with the procedures established by his
employer for the makg of such disclosure in the same way as it applies to disclosures to an
authorized officer. This provides protection to employees of authorized institutions against
the risk of prosecution where they have reported knowledge or suspicion of money laundering
transactions to the person designated by their employers.

3.12 A "tipping-off' offence is created under section 25A(5) of both Ordinances,
under which a person commits an offence if knowing or suspecting that a disclosure has been
made, he discloses to any other person any matter which is likely to prejudice an investigation
into money laundering activities. The "tipping-off' offence cares a maximum penalty of
thee years' imprisonment and a fine ofHK$500,000.

3.13 The Organized and Serious Crimes (Amendment) Ordinance 2000 ("OSCAO")

came into operation on 1 June 2000. Among other things, OSCAO requires remittce agents
and money changers to keep records of customers' identity and pariculars of remittce and

exchange transactions of HK$2G~,OOO or more or of an equivalent amount in any other

curency. Although authorized institutions are exempted from the requirements of OSCAO,
similar customer identification and record keeping requirements should be adopted to ensure
that the anti-money laundering stadards of the banng sector are in line with the overall
Governent policy to combat money launderig activities.

~ Hong KongMo 



4. Basic policies and principles to combat money laundering

4.1 The Monetar Authority fully subscribes to the basic policies and principles to
combat money launderig as embodied in the Statement of Principles issued by the Basle
Committee in December 1988. The Statement seeks to deny use of the banng system to
those involved in money laundering by application of the following principles-

(a) Know your customer: bans should make reasonable efforts to determine the
customer's tre identity, and have effective procedures for verifying the bona
fides of new customers.

(b) Compliance with laws: ban management should ensure that business is
conducted in conformity with high ethical stadards, that laws and regulations
are adhered to and that a service is not provided where there is good reason to
suppose that transactions are associated with laundering activities2 .

(c) Co-operation with law enforcement agencies: within any constraints imposed

by rules relating to customer confdentiality, bans should co-operate fully

with national law enforcement agencies including, where there are reasonable
grounds for suspecting money laundering, tang appropriate measures which
are consistent with the law.

(d) Policies, procedures and training: all bans should formally adopt policies

consistent with the principles set out in the Statement, and should ensure that
all members of their staff concerned, wherever located, are informed of the
ban's policy. Attention should be given to staff training in matters covered by
the statement. To promote adherence to these principles, bans should
implement specific procedures for customer identification and for retaining
internal records of transactions. Arangements for internal audit may need to
be extended in order to establish an effective means for general compliance
with the Statement.

4.2 The principles laid down by the Basle Committee have subsequently been

developed by the Financial Action Task Force (FATF). In Februar 1990, FATF put forward
fort recommendations aimed at improving national legal systems, enhancing the role of
financial systems, and strengthening international co-operation against money laundering.
Hong Kong, China is a member of the F ATF and fully. complies with the fort
recommendations.

4.3 The Moneta Authority considers that institutions should follow the basic
policies and principles as embodied in the Statement of Principles of the Basle Commttee
and the F ATF recommendations. Specifically the Moneta Authority expects that
institutions should have in place the following policies, procedures and controls -

(a) Institutions should issue a clear statement of policies in relation to money

laundering, adopting curent regulatory requirements. Ths statement should
be communcated in wrting to all management and relevant staff whether in
branches, deparments or subsidiares and be reviewed on a regular basis.

2 Paragraph 9.9 describes the actual application ofthis priciple to an authorized institution.



(b) Instrction manuals should set out institutions' procedures for:

- account opening;

- identification of applicants for business;

- record-keeping;

- reporting of suspicious transactions.

based on the recommendations in the following sections of this Guideline.

( c) Institutions should seek actively to promote close co-operation with law
enforcement authorities, and should identifY a single reference point within
their organzation (usually a compliance offcer) to which staff are instrcted
to report suspected money laundering transactions promptly. This reference
point should have a means of liaison with the Joint Financial Intellgence Unit
which will ensure prompt referral of suspected money-launderig transactions
associated with drg trafcking or other indictable offences. The role and

responsibilities of this reference point in the reporting procedures should be
clearly defined.

(d) Measures should be underten to ensure that sta are educated and trained on
matters contaned in this Guideline both as par of their induction procedures
and at regular futue intervals. The aim is to generate and maintan a level of
awareness and vigilance among staf to enable a report to be made if

suspicions are aroused.

(e) Institutions should instrct their internal audit/inspection deparments to verifY,

on a regular basis, compliance with policies, procedures, and controls against
money laundering activities.

(f) Whlst appreciating the sensitive natue of extra-terrtorial regulations, and
recognzing that their overseas operations must be conducted in accordance
with local laws and regulations, institutions should ensure that their overseas
branches and subsidiares are aware of group policies concernng money
laundering and, where appropriate, have been instructed as to the local
reporting point for their suspicions.



PART II

DETAILED GUIDELINES

5. Verifcation of identity of applicants for business

5.1 Institutions should not keep anonymous accounts or accounts in obviously

fictitious names. They should obtan satisfactory evidence of the identity and legal existence
of persons applying to do business with the institution (such as opening a deposit account) on
the basis of reliable documents or other resources, and record that identity and other relevant
information regarding the applicant in their files. They should establish that any applicant
claiming to act on behalf of another person is authorized to do so.

5.2 For the puroses of this guideline, evidence of identity can be regarded as

satisfactory if -

(a) it is reasonably capable of establishing that the applicant for business is whom

he claims to be; and

(b) the institution which obtans the evidence is satisfied, in accordance with the

procedures established by the institution, that it does establish that fact.

5.3 NeVi or modified requireents for verification of identity introdued by ths

Guideline shal apply onl to business relationships entered into afr 17 October

+9Repealed. (See section 12 of the Supplement to the Guideline on Prevention of Money
Lalmdering ("'the AML Supplemenf'))

Individua applicants

5.4 Institutions should institute effective procedures for obtaining satisfactory

evidence of the identity of applicants for business including obtaining information about

name, permanent address, date of birth and occupation.

5.5 Positive identification should be obtained from documents issued by official or

other reputable sources e.g. passports or identity cards. For Hong Kong residents, the prime
source of identification will be the identity cards which they are required by law to car with
them. File copies of identity documents should be kept.

5.6 However, it must be appreciated that no form of identification can be fully

guaranteed as genuine or representing correct identity. The Imgration Deparment operates
a Hotline (TeL. 2824 1551) to which enquiries can be made concernng the validity of an
identity card. If there is doubt whether an identification document is genuine, contact should
be made with this Hotline immediately.



5.7 Institutions are advised to check the address of the applicant by appropriate

means, e.g. by requesting sight of a recent utility or rates bil or checking the Voters Roll
maitaned by th Registration & Electora Offce.

5.8 Where institutions require applicants for personal bang services to provide
in the application forms for such services the names and pariculars of persons who have
agreed to act as referees for the applicants, they should follow the practices and procedures as
set out in the section on personal referees of the Code of Banng Practice jointly issued by
the Hong Kong Association of Bans and the Deposit-tang Companes Association.

Corporate applicants

5.9 Company accounts are one of the more likely vehicles for money laundering,
even where the company is also being used for legitimate trading puroses. It is therefore
importt to obtan satisfactory evidence of the identity of the pricipal shareholders3,
directors and authorized signatories and of the natue of the business. The guiding principle
should be to establish that it is safe to enter into a business relationship with the company
concerned.

5.10 Before a business relationship is established, measures should be taen by way

of a company search andïor other commercial enquiries to ensure that the applicant company
has not been, or is not in the process of being, dissolved, strck off, wound-up or terminated.
In addition, if institutions become aware of subsequent changes to the company strctue or
ownership, or suspicions are aroused by a change in the profile of payments though a
company account, fuer checks should be made.

5.11 The following documents or information should be obtained in respect of
corporate applicants for business which are registered in Hong Kong (comparable documents,
preferably certified by qualified persons such as lawyers or accountats in the countr of
registration, should be obtaned for those applicants which are not registered in Hong Kong) -

(a) Certificate of Incorporation and Business Registration Certificate;

(b) Memorandum and aricles of association;

(c) resolution of the board of directors to open an account and confer authority on
those who will operate it; and

(d) a search of the file at Company Registr.

5.12
concered is

(a)

Repealed. (See section 4 of the AML Supplement) Wher th company

a finanial insttion autorized an regulated by the Mone A:uthori, the
Secuies an Futues Commission or the Insurce Authori in respect of its
business in Hong Kong or is knVlI to be a subsidiar of such an insttution;

3 It is recommended that "principal shareholders" should include those entitled to exercise, or control the
exercise of, 10% or more of the voting rights of the company.

gKong MònetaryAuthori .



(b) a finatial instion not authoriioed to car on business in Hong Kong, but
which is incorporated in a countr which is a member of FATF-l an which is
reguated by bodies carrying out equi'lalent futions to those mentioned in the
precedin sub parph;

(c) listed on The Stock EKchane of Hong Kong, or is knOVlf to be a subsidiar of

such a company;

(d) listed on the stock f.ket of a COUltr which is a member of FATF !! which
is a stock mar recognsed by the Secuties and Futus Commission for th
puroses of section 65A(2)(a) of the Secues Ordinancé-;

(e) a non listed company, '.'lhose principal shaeholders an the directors

(includg the managing director) are akeady knOVlf to the insttion;.. .. .. ..
fur enques about the identity of individu directors an authriioed signatories.
Howe"ler, evidence that any individual representng th company ha th necessar authori
to do so should be sought and rened. In th case of financial institutions, it should be
estlished that the instittion coneered is on the rele¥at regulator's list of reguated
institons.
5.13 For companes other than those listed in parph 5.12, in adition to
obtning the documents specified in parh 5.11, institions should obtan satisfacory
evidence of the identi of th principal sheholders, at least 1\\'0 directrs (including th
maning dictor) and all authriioed signatories in line with th requreents for individual
applicants, an of the natue of the business.Repealed. (See section 4 of the AM
Supplement)

Clubs, societies and charties

5.14 In the case of accounts to be opened for clubs, societies and charties, an
institution should satisfy itself as to the legitimate purose of the organsation by, e.g.
requesting sight of the constitution. Satisfactory evidence should be obtained of the identity
of the authorized signatories who are not already known to the institution in line with the
requirements for individua applicants.

Unincorporated businesses

5;15 In the case of parnerships and other unncorporated businesses whose parners
are not known to the ban, satisfactory evidence should be obtaned of the identity of at least
two parners and all authorized signatories in line with the requirements for individual
applicants. In cases where a formal parnership arangement exists, a mandate from the

parership authorizing the opening of an account and conferrng authority on those. who will
operate it should be obtaned.

Shell companies

I :
See list of FATF Members in Aflle* 1.

See list in Anne* 2.



5.16 Shell companies are legal entities through which financial transactions may be
conducted but which have no business substace in their own right. Whle shell companes
may be used for legitimate puroses, the F ATF has expressed concern about the increasing

use of such companes to conduct money laundering (through providing the means to operate
what are in effect anonymous accounts). Institutions should tae notice of the potential for
abuse by money launderers of shell companes and should therefore be cautious in their
dealings with them. In keeping with the "know your customer" principle, institutions should
obtain satisfactory evidence of the identity of beneficial owners, directors and authorized
signatories of shell companes. Where the shell company is introduced to the institution by a
professional intermediar acting on its behalf, institutions should follow the gudelines in
paragraphs 5.17 to 5.22 below.

Where the applicant for business is acting on behalf of another person

5.17 Trust, nominee and fiduciar accounts are a popular vehicle for criminals
wishing to avoid identification procedures and mask the origin of the criminal money they
wish to launder. Accordingly, institutions should always establish, by confiration from an
applicant for business, whether the applicant is acting on behalf of another person as trstee,
nominee or agent.

5.18 Any application to open an account or underte a transaction on behalf of
another person without applicants identifying their trst or nominee capacity should be
regarded as suspicious and should lead to fuher enquiries as to the underlying principals and
the natue of the business to be transacted.

5.19 Institutions should obtain satisfactory evidence of the identity of trstees,
nominees and authorized signatories and of the natue of their trstee or nominee capacity and
duties by, for example, obtaining a copy of the trst deed. Enquies should also be made of
the extent to which the applicant for business is subject to offcial reguation (e.g. by a body
equivalent to the Moneta Authority).

5.20 Paricular care should be taen in relation to trsts created in jursdictions
without equivalent money laundering legislation to Hong Kong.

5.21 Repealed. (See section 6 of the AML SupplementlWher the applicant for

busiaess 'llho is acng on behalf of another person is one of the following

(a a finacial institon authori:led an regulated by the Monet Authori, th
Securties and Futus Commission or the Insurce Authority in respect of its
business in Hong Kong or is known to be a susidiar of such an instituion;

(b) a financial inittion not authri:led to car on business in Hong Kong, but
which is incorporated in a countr 'Nhich is a memer of FiAJF an 'Nhich is
regulated by bodies caring out equvalent fictions to those mentioned in the

preceding sub parph; or

~



(c) an intermediar which does not fall into the abo"le two categories but is one
vlÌth '-Yhich the instittion has an estalished business relationship3 and 'Nhere
th instittion is fully satisfied as to its reputation, condut an good fai;

tht evidence of th underlying principals ha been obtaned, recorded and retaned, and tht
th applicant is satisfied as to the source of fuds. For ths purose, it is recommended that
th institution should obtan a vÆItten sttement from the applicant fur business (i.e. the
intermediar) along the following lines:
5.22 Whre the applicant for business who is ac on behf of anther person
does not fall into any of the categories in pargrh 5.21, the instition should obtan
satisfactory 07iidence of th identity of the unerling prncipals and the source of fus. Th
use of a stdar format for obtaining the rele"lan inormation is recommended. A sugested
iltermediæy Intrduction Certficate is at Anne), 3. If satisfacory 07/idence car..ot be

obted, instittions should give very carful consideration as to whetr they should

proceed vlÌth the business, bearing in mind the "know your customer" principle. If they
decide to proceed, they should record any misgivings and gi"le eJ attention to moniori

th account in queston. Suspicious transacions should be reortd in accordance vlIth the
procedus in section 9 below. Repealed. (See section 6 of the AM Supplement)

Client accounts

5.23 Th gudelines in pamphs 5. i 7 to 5.22 apply to client accounts opened by
intermediares. Hovie"ler, where th intermediar is a firm of solicitors or accountats, their
professional codes of condct may preclude th firms from divulging information to
institions concernng thir underlying clients. It may therefore not be possible for an

institution to establish the identity of the person(s) for whom a solicitor or accountat is
acting. il such cases, the instition should obtan th writt sttement about th unerying
priipals an soure of fuds mentioned in parph 5.21. il additon, the inston

should not be preclued from makng reasonable enquiries about trsactions passing thoug

client accounts tht give cause for concer or frm reortng those transactions if any
suspicions ar arused.Repealed. (See section 7 of the AML Supplement)

Avoidance of account opening by post

5.24 Whnever possible, applicans for business should be inteiewed personally.
AB mechsm vihich avoids face to face contact between institutions an applicants
inevitably poses difficulties for custmer identification and produes a useful loophole that
money launderers may wish to exploit.Repealed. (See section 8 of the AML Supplement)

5.25 Care should be tan ..vlien dealing with accounts opened by post, or from
coupon applications, to ensure that the identities of th applicants ar obtaned as muh as
possible. For local applicants, account opening by post should not be permitd. Institutions

should requst the applicants to call on one of thir brahes for accoun opening. For
overseas applicans in a countr 'Nhere the instion does not ha'/e a presence, th

3
AR estalisheè àusIHess relatisRshÍf meaRS ¡m argemeHt betVleeR a perSR aHè the IHstitaisR, the

pllsse sfwlich is ts facilitate the carin sm sftrsactisRS bet'eeR the paries SR a regular basis aiè

'""here the iRStiMisR has sbtaiReè satisfactsry evièeRce sf the ièeRtity sf that perssß.



applicaton should be submitted through a correspondent ban in that coun or a ban '.vmch
can be relied upon to undertak effeetve identification procedus on behalf of the
institution. Repealed. (See section 8 of the AM Supplement)

Transactions underten for non-account holders (occasional customers)

5.26 Where transactions are underten by an institution for non-account holders of
that institution e.g. requests for telegraphic transfers, or where fuds are deposited into an
existing account by persons whose names do not appear on the mandate of that account, care
and vigilance are required. Where the tranaction involves large sums of cash, or is unusual,
the applicant should be asked to produce positive evidence of identity from the sources set out
above and in the case of a foreign national, the nationality recorded. Copies of the
identification documents should be kept on file.

5.27 .An instittioR should Rot oodere for a noR aecount holder an remitte Of
money ching trsaetion that is HK$20,OOO or more or of an equivalent amount in any

oth curen uness th pariculars of the trsacon as set out at Anæf 8 ar recorded. In
ths contæct, th non accooot holder in respect of an imvar remIte trsacon refers to
the recipient of the fids. A:s regars an out\var reitie trsacion, the non aecount
holder is th remiter of the fids.Repealed. (See paragraphs 3.12 3.16 of the AM
Supplement)

Provision of safe custody and safety deposit boxes

5.28 Precautions need to be taen in relation to requests to hold boxes, parcels and
sealed envelopes in safe custody. Where such facilities are made available to non-account
holders, the identification procedures set out above should be followed.



6. Remittance

6.1 At the request of FATF, the Societ for Worldwide Inrban Finacial
Telecommcation (S\VIFT) made a global broadcast on 30 July 1992 to its user
organz;ations requestng them to include the names, addresses anor accoimt nubers of
thir customers in MT 100 messages. Th objectve is to assist the la'tv enrcement
autorities in their investgations of suspected money laundering made thug electonic
message systems. A copy of SWIFT's message is at Ail1O* 4. Ths message should be

brougt to th arteRtion of st '.vli deal vlI remitce mattrs '.vitn the
insttion. Repealed. (See section 9 of the AML Supplement)

6.2 Whle it is recognz;ed that thre may be techcal and pratical diffculties for
institutions to include ful detls of their customers in SWIT MT 100 messages, auiloriz;ed
insttutions ar encourged, to the maimu e~ctent possible, to comply vlIh th S'NIFT
requst.Repealed. (See section 9 of the AM Supplement)

6.3 SWIT implemeted a neVi optional format (MT103) on 18 November 2000.
Therefore, th corrsponding field Rumers referred to iR th SWIFT broadcast of 30 July

1992 in AnO* 4 should be 50a and 59a in MT103 relacing 50 an 59 iR MTI00 format.
Although SWIFT memers are allow:ed to use either the MTI00 or MTI03 format lHtil
Novemer 2003, authoriz;ed instittions should in th meantime make EweFy effrt to comply
vlIth the neVi format's requements regarding the provision of customer
inrmation.Repealed. (See section 9 of the AM Supplement)

QnetaryA



7. Record keeping

7.1 The DTROP and the OSCO entitle the Cour to examine all relevant past
transactions to assess whether the defendant has benefitted from drg traffcking or other
indictable offences.

7.2 The investigating authorities need to ensure a satisfactory audit trail for
suspected money launderig transactions and to be able to establish a fmancial profile of the
suspect account. For example, to satisfY these requirements the followig inormation may
be sought-

(a) the beneficial owner of the account (for accounts opened on behalf of a third

par, please see paragraphs 5.1 7 to 5.23 );

(b) the volume of fuds flowing through the account;

(c) for selected transactions:

the origin of the fuds (ifknown);

the form in which the fuds were offered or withdrawn i.e. cash,
cheques etc.;

the identity of the person undertakng the transaction;

the destination of the fuds;

the form of instruction and authority.

7.3 An importt objective is for institutions at all stages in a transaction to be
able to retrieve relevant inormation, to the extent that it is available, without undue delay.

7.4 When setting document retention policy, institutions must weigh the statutory
requirements and the needs of the investigating authorities against normal commercial
considerations. However, wherever practicable the following document retention times
should be followed -

(a) account opening records - copies of identification documents should be kept in
file for six years 4 following the closing of an account;

(b) account ledger records - six years4 from entering the transaction into the ledger;

and

(c) records in support of entres in the accounts in whatever form they are used e.g.

credit/debit slips and cheques and other forms of vouchers - six years4 from
when the records were created.

4
Six years being the statutory limitation period for certin classes of claims under the Limitation Ordinance.



(d) records in support of reittcewire transfer and money changing transactions

for non-account holders - six years4 from when the records were created.

7.5 Retention may be by way of original documents, stored on microfilm, or in

computerized form, provided that such forms are accepted as evidence under sections 20 to
22 of the Evidence Ordinance. In situations where the records relate to on-going
investigations, or transactions which have been the subject of a disclosure, they should be
retained until it is confrmed that the case has been closed.



8. Recognition of suspicious transactions

8.1 As the tyes of transactions which may be used by a money launderer are

almost unimted, it is diffcult to define a suspicious transaction. However, a suspicious
transaction will often be one which is inconsistent with a customer's known, legitimate

business or personal activities or with the normal business for that tye of account. Therefore,
the first key to recogntion is knowing enough about the customer's business to recognze that
a transaction, or series of transactions, is unusuaL.

8.2 Examples of what might constitute suspicious transactions are given in Anex

5. These are not intended to be exhaustive and only provide examples of the most basic ways
in which money may be laundered. However, identification of any of the tyes of
transactions listed in Anex 5 should prompt fuher investigations and be a catalyst towards
makng at least initial enquiries about the source of fuds.

.KongMoiieta,ry Authority .



9. Reporting of suspicious transactions

9.1 The reception point for disclosures under the DTROP and the OSCO is the

Joint Financial Intelligence Unit, which is operated by the Police and Customs and Excise
Deparment.

9.2 In addition to acting as the point for receipt of disclosures made by any

organization or individual, the unit also acts as domestic and international advisors on money
laundering generally and offers practical gudance and assistace to the fInancial sector on the
subject of money laundering.

9.3 The obligation to report is on the individual who becomes suspicious of a

money laundering transaction. Each institution should appoint a designated offcer or offcers
(Compliance Officer(s)) who should be responsible for reporting to the Joint Financial
Intellgence Unit where necessar in accordance with section 25A of both the DTROP and the
OS CO and to whom all internal reports should be made.

9.4 Compliance Officers should keep a register of all reports made to the Joint

Financial Intellgence Unit and all reports made to them by employees. Compliance Offcers
should provide-employees with a written acknowledgement of reports made to them, which
will form par of the evidence that the reports were made in compliance with the internal
procedures.

9.5 All cases where an employee of an institution knows that a customer has

engaged in drg-trafficking or other indictable offences and where the customer deposits,

transfers or seeks to invest fuds or obtains credit against the security of such fuds, or where
the institution holds fuds on behalf of such customer, must promptly be reported to the
Compliance Officer who, in tu, must immediately report the details to the Joint Financial
Intellgence Unit.

9.6 All cases, where an employee of an institution suspects or has reasonable

grounds to believe that a customer might have cared on drg trafficking or might have been
engaged in indictable offences and where the customer deposits, transfers or seeks to invest
fuds or obtains credit against the securty of such fuds, or where the institution holds fuds
on behalf of such customer, must promptly be reported to the Compliance Officer. The
Compliance Offcer must promptly evaluate whether there are reasonable grounds for such
belief and must then immediately report the case to the Joint Financial Intellgence Unit
uness he considers, and records his opinion, that such reasonable grounds do not exist.

9.7 Institutions must tae steps to ensure that all employees concerned with the

holding, receipt, transmission or investment of fuds (whether in cash or otherwse) or the
making of loans against the securty of such fuds are aware of these procedures and that it is
a criminal offence to fail to report either knowledge or circumstaces which give rise to a
reasonable belief in the existence of an offending act.

9.8 Institutions should make reports of suspicious transactions to the Joint

Financial Intellgence Unit as soon as it is reasonable for them to do so. The use of a standard
format as set out in Anex 6 or use of the e-chanel "STREAMS' by registered users for
reporting is encouraged (see Anex 6 'vYhich sets out a reporting format acceptable to the Joint
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Financial Intelligence Unt). In the event that urgent disclosure is required, paricularly when
the account concerned is par of an on-going investigation, an initial notification should be
made by telephone.

9.9 Institutions should refrain from caring out transactions which they know or

suspect to be related to money laundering until they have informed the Joint Financial
Intelligence Unit which consents to the institution carng out the transactions. Where it is
impossible to refrain or if ths is likely to frstrate efforts to pursue the beneficiares of a
suspected money launderig operation, institutions may car out the transactions and notify
the Joint Financial Intellgence Unit on their own intiative and as soon as it is reasonable for
them to do so.

9.10 Cases do occur when an institution declines to open an account for an

applicant for business, or refuses to deal with a request made by a non-account holder because
òf serious doubts about the good faith of the individual and concern about potential criinal

activity. Institutions must base their decisions on normal commercial criteria and internal
policy. However, to guard against money laundering, it is importt to establish an audit trail
for suspicious fuds. Thus, where practicable, institutions are requested to seek and retan
copies of relevant identification documents which they may obtan and to report the offer of
suspicious fuds to the Joint Financial Intellgence Unit.

9.11 Where it is known or suspected that a report has already been disclosed to the
Joint Financial Intellgence Unit and it becomes necessar to make fuher enquiries of the
customer, great care should be taen to ensure that the customer does not become aware that
his name has been brought to the attention of the. law enforcement agencies.

9.12 Following receipt of a disclosure and research by the Joint Financial
Intellgence Unit, the information disclosed is allocated to. trained financial investigation
officers in the Police and Customs and Excise Deparment for fuer investigation including
seeking supplementa information from the institution makng the disclosure, and from other
sources. Discreet enquiries are then made to confrm the basis for suspicion.

9.13 Access to the disclosed inormation is restricted to financial investigating
offcers withn the Police and Customs and Excise Deparent. In the event of a prosecution,
production orders are obtained to produce the material for cour. Section 26 of both the

DTROP and the OSCO places strct restrctions on revealing the identity of the person
makg disclosure under section 25A. Maintaning the integrity of the relationship which has
been established between law enforcement agencies and institutions is considered to be of
paramount importce.



10. Feedback from the investigating authorities

10.1 The Joint Financial Intellgence Unit will acknowledge receipt of a disclosure
made by an institution under section 25A of both the DTROP and the OSCO, and section 12
of the United Nations (Anti-Terrorism Measures) Ordinance (UNATMO). If there is no
imment need for action e.g. the issue of a restraint order on an account, consent will usually
be given for the institution to operate the account under the provisions of section 25A(2) of
both the DTROP and the OSCO. An example of such a letter is given at Anex 7 to ths
Guideline. For disclosure submitted via e-chanel "STREAM", e-receipt will be issued via
the same e-chanel.

10.2 Whlst there are no statutory requirements to provide feedback arsing from
investigations, the Police and Customs and Excise Deparent recognze the importce of
having effective feedback procedures in place. The Joint Financial Intellgence Unit presently

provides a service, on request, to a disclosing institution in relation to the curent status of an .
investigation.



11. Staff education and training

11.1 Staff must be aware of their own personal legal obligations under the DTROP ~

and the OS CO and UNATMO that they can be personally liable for failure to report
information to the authorities. They must be encouraged to co-operate fully with the law
enforcement agencies and promptly to report suspicious transactions. They should be advised
to report suspicious transactions to their institution's Compliance Offcer even if they do not
know precisely what the underlying criminal activity is or whether ilegal activities have
occured.

11.2 It is, therefore, imperative that institutions introduce comprehensive measures
to ensure that sta are fully aware of their responsibilities.

11.3 Institutions should therefore provide proper anti-money laundering training to
their local as well as overseas sta. The timing and content of training packages for varous
sectors of staf will need to be adapted by individual institutions for their own needs.
However, it is recommended that the following might be appropriate -

(a) New Employees

A general appreciation of the background to money laundering, the consequent
need to be able to identify suspicious transactions and report such transactions
to the appropriate designated point withi the institution, and the offence of
"tipping off' should be provided to all new employees who will be dealing
with customers or their transactions, irrespective of the level of seniority.
They should be made aware of the legal requirement to report suspicious
transactions relating to drg trafficking or other indictable offences, and that

there is also a personal statutory obligation in this respect.

(b) Cashiers/Tellers/F oreign Exchange Operators/Advisory Staff

Members of staff who are dealing directly with the public are the first point of
contact with potential money launderers and their efforts are therefore vital to
the institution's strategy in the fight against money laundering. They should be
made aware of their legal responsibilities and the institution's reporting system .
for such transactions.

Trainig should be provided on factors that may give rise to suspicions and on
the procedures to be adopted when a transaction is deemed to be suspicious. It
is vital that "front-line" staff are made aware of the institution's policy for
dealing with non-regular customers paricularly where large cash transactions
are involved, and the need for extra vigilance in these cases.

(c) Account Openig/ew Client Personnel

Those members of staff who are in a position to deal with account openig, or
to accept applicants for business, must receive the training given to cashiers

etc. in (b) above. In addition, the need to verify the identity of the applicant
must be understood, and training should be given in the institution's account



openig and customer/client verification procedures. Such staff should be
aware that the offer of suspicious fuds or the request to underte a
suspicious transaction need to be reported to the relevant authorities whether
or not the fuds are accepted or the transactions proceeded with and they must
know what procedures to follow in this respect.

(d) Adminstration/Operations Supervisors and Managers

A higher level of instrction covering all aspects of money launderig
procedures should be provided to those with the responsibility for supervising
or managing sta. Ths will include the offences and penalties arsing from
the DTROP and the OSCO; procedures relating to service of production and
restraint orders; and the requirements for retention of records.

(e) On-going Traing

It will also be necessar to make arangements for refresher traig at regular
intervals to ensure that sta do not forget their responsibilties.

(f) Trainig Package

Institutions should acquie sufcient copies of the training ¥imaterialsan
booklet produced by the Hong Kong Association of Bans for the purose of

trainng front line sta. All front line staff who deal directly with customers

should have a copy of the booklet and all new front line staf should view the
video upon joinig the institution.
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Anex 5

EXAPLES OF suspicious TRASACTIONS

1. Money Laundering Using Cash Transactions

a) Unusually large cash deposits made by an individual or company whose ostensible

business activities would normally be generated by cheques and other instrents.

b) Substatial increases in cash deposits of any individua or business without apparent

cause, especially if such deposits are subsequently transferred with a short period
out of the account and/or to a destination not normally associated with the customer.

c) Customers who deposit cash by means of numerous credit slips so that the total of
each deposit is unemarkable, but the total of all the credits is signficant.

d) Company accounts whose transaction, both deposits and withdrawals, are
denominated in cash rather than the forms of debit and credit normally associated with
commercial operations (e.g. cheques, Letters of Credit, Bils of Exchange, etc.).

e) Customers who constatly pay-in or deposit cash to cover requests for baners drafts,
money transfers or other negotiable and readily marketable money instrents.

f) Customers who seek to exchange large quatities of low denomination notes for those
of higher denomination.

g) Frequent exchange of cash into other curencies.

h) Branches that have a great deal more cash transactions than usuaL. (Head Office

statistics should detect aberrations in cash transactions.)

i) Customers whose deposits contain counterfeit notes or forged instrents.

j) Customers transferring large sums of money to or from overseas locations with
instructions for payment in cash.

k) Large cash deposits using night safe facilities, thereby avoiding direct contact with the
institution.

I) Purchasing or sellng of foreign curencies in substatial amounts by cash settlement

despite the customer having an account with the institution.

m) Customers makng large and frequent cash deposits but cheques drawn on the.
accounts are mostly to individuals and firms not normally associated with their retail
business.

2. Money Laundering Using Bank Accounts

~ . ong Kong Mo



a) Customers who wish to maintain a number of trstee or clients' accounts which do not
appear consistent with their tye of business, including transactions which involve

nomInee names.

b) Customers who have numerous accounts and pay in amounts of cash to each of them

in circumstaces in which the tota of credits would be a large amount.

c) Any individual or company whose account shows virtlly no normal personal
bang or business related activities, but is used to receive or disburse large sums
which have no obvious purose or relationship to the account holder and/or his
business (e.g. a substatial increase in tuover on an account).

d) Reluctace to provide normal information when opening an account, providing

minimal or fictitious information or, when applying to open an account, providing
inormation that is diffcult or expensive for the institution to verify.

e) Customers who appear to have accounts with several institutions within the same
locality, especially when the institution is aware of a regular consolidation process
from such accounts prior to a request for onward transmission of the fuds.

f) Matching of payments out with credits paid in by cash on the same or previous day.

g) Paying in large thrd par cheques endorsed in favour of the customer.

h) Large cash withdrawals from a previously dormant/inactive account, or from an

account which has just received an unexpected large credit from abroad.

i) Customers who together, and simultaeously, use separate tellers to conduct large
cash transactions or foreign exchange transactions.

j) Greater use of safe deposit facilties by individuals. The use of sealed packets
deposited and withdrawn.

k) Companes' representatives avoiding contact with the branch.

I) Substatial increases in deposits of cash or negotiable instrents by a professional

firm or company, using client accounts or in-house company or trst accounts,

especially if the deposits are promptly transferred between other client company and
trst accounts.

m) Customers who decline to provide information that in normal circumstaces would
make the customer eligible for credit or for other bang services that would be
regarded as valuable.

n) Large number of individuals makng payments into the same account without an

adequate explanation.



0) Customers who maintan an unusually large number of accounts for the tye of
business they are purortedly conducting and/or use inordinately large number of fud
transfers among these accounts.

p) High velocity of fuds through an account, i.e., low beginnng and ending daily
balances, which do not reflect the large volume of dollars 'flowing through an account.

q) Multiple depositors using a single ban account.

r) An account opened in the name of a money changer that receives structued deposits.

s) An account operated in the name of an off-shore company with strctued movement

of fuds.

3. Money Laundering Using Investment Related Transactions

a) Purchasing of securties to be held by the institution in safe custody, where ths does

not appear appropriate given the customer's apparent stading.

b) Back to back deposit/loan transactions with subsidiares of, or afliates of, overseas
financial institutions in known drg trafcking areas.

c) Requests by customers for investment management services (either foreign curency

or securties) where the source of the fuds is unclear or not consistent with the
customer's apparent stading.

d) Larger or unusual settlements of securties transactions in cash form.

e) Buying and sellng of a securty with no discernble purose or in circumstaces

which appear unusual.

4. Money Launderig Involving Off-Shore International Activity

a) Customers introduced by an overseas branch, affliate or other ban based in countres

where production of drgs or drg traffickig may be prevalent.

b) Use of Letters of Credit and other methods of trade finance to move money between

countres where such trade is not consistent with the customer's usual business.

c) Customers who make regular and large payments, including wie transactions, that
canot be clearly identified as bona fide transactions to, or receive regular and large
payments from, countres which are commonly associated with the production,
processing or marketing of drgs.

d) Building up of large balances, not consistent with the known tuover of the

customer's business, and subsequent transfer to account(s) held overseas.

e) Unexplained electronic fud transfers by customers on an in and out basis or without
passing through an account.

..~.......



f) Frequent requests for travellers cheques, foreign curency drafs or other negotiable

instruents to be issued.

g) Frequent paying in of travellers cheques, foreign curency drafs paricularly if
originating from overseas.

h) Numerous wire transfers received in an account but each transfer is below the
reporting requirement in the remitting countr.

i) Customers sending and receiving wie transfer to/from fmancial haven countres,

paricularly if there are no apparent business reasons for such transfers or such

transfers are not consistent with the customers' business or history.

5. Money Laundering Involving Authorized Institution Employees and Agents

a) Changes in employee characteristics, e.g. lavish life styles.

b) Any dealing with an agent where the identity of the ultimate beneficiar or
counterpar is undisclosed, contrar to normal procedure for the tye of business
concerned.

6. Money Laundering by Secured and Unsecured Lending

a) Customers who repay problem loans unexpectedly.

b) Request to borrow against assets held by the institution or a thrd par, where the

origin of the assets is not known or the assets are inconsistent with the customer's

stading.

c) Request by a customer for an institution to provide or arange finance where the

source of the customer's financial contrbution to a deal is unclear, paricularly where
propert is involved.

d) A customer who is reluctat or refuses to state a purose of a loan or the source of
repayment, or provides a questionable purose and/or source.



Anex 6

Report made under Section 25A of the Drug Trafficking (Recovery of Proceeds) Ordinance and
the Organized and Serious Crimes Ordinance to the Joint Financial Intellgence Unit

(A) SOURCE
ID~:

Ref. No.:

Name of Institution:

Reporting Offcer: TeL. No.:

Signature: Fax No.:

(B) SUSPICION
(Please provide details of transaction arousing suspicion and any other relevant information.
Please also enclose copy of the transaction for reference. Particulars of account holder or person
conducting the transaction are to be given in page 2.)

.

(C) OTHER INFORMATION

This is a new disclosure: Yes/No JFIU No.:

This disclosure relates to a previous JFIU No.: Bank Ref. No.:
disclosure:

.~
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(D) SUBJECT (1)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:

Position Held: Company Address:

SUBJECT (2)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:

Position Held: Company Address:

SUBJECT (3)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:

Position Held: Gompany Address:

(E) RELATED BANK ACCOUNT(s)

(1) (2)
Account No.:
Type of Account:
Date of OpeninQ:
Account Balance:
Account Holder(s):

(3) (4)
Account No.:
Type of Account:
Date of ODenina:
Account Balance:
Account Holder(s):



Anex 7

Example of Acknowledgement of Receipt by JFIU

Date:
The Compliance Officer
( ) Bank Ltd.

fFaxNo. : 1

Dear Sir/Madam,

Drug Trafcking (Recovery of Proceeds) Ordinance!
Organzed and Serious Crimes OrdifianeAcknowledgement of Receipt of

Suspicions Transaction Report(s) ("STR")

I refe to your disclosure made to the JFIU Ofi (date) ufider the above

refeences.

I acknowledge receipt of the attched STR made in accordance with the
provisions of section 25A(1) of the Drug Trafficking (Recovery of Proceeds) Ordinance (Cap
405) / Organized and Serious Crimes Ordinance (Cap 455) and section 12(1) of the United
Nations (Anti-Terrorism Measures) Ordinance(Cap 575). infrmaton supplied by you \:er

th provisions of Section 25A of the Drug Trckng (Reco"lery of Prceeds) Ordinafice I
Organzed and Serious Crimes Ordinance. The informion cOfitained in your disclosure has
beefi indexed and no fuher ifivestigation viIll be taken at ths stage. I Your disclosure is
uner our investigation*.

Based upon the information curently in hand. consent is given under the
provisions of section 25A(2) & (3) of Cap 405 and 455 and section 12(2) & (3) of Cap 575.
Consent is givefi for you to continue to operate the accoUi(s) in accordane with normal
baning pratice under the provisions of Section 25A(2) & (3) of the said Ordinances.

If you have any queries. please feel free to contact the undersigned on
telephone number (852)xxxxxxxx. Th you for your co operation.

Yours faithflly,



( )
Joint Financial Intelligence Unit

I -Delete as afprepriate

~ Hong Kong Monetary Authority P.



Anex 8

Repealed

Pariculars to be recorded for an remitane or money chaning transaction undertn
for a non account holder

for an amount ofHK$20,000 or more or of
an equivalen amount in an other curency

Outwar reittce to a place outside Hong Kong

(1 )Trsacion reference ller

(2)Trsaetion tye, curcy, amount an value date of th remittance

(3)Date ofremItr's instrutions

(4)Instction detils (including nae, addrss an acco1: numer ofbeneficiar,
nae and adess of beneficiar ban, an remiter's message to beneficiar, ifany)

(5~¡ame, identity card numer (or BÐS other document of identi or trlel documt

numer with place of issue of remitter or his reesentative must be "lerfied ifhe
appears in person

(6)Telephone numer and address of remittr

hP.vard remittce from a place outside Hong Kong

(I)Trsacion reference nuber
(2)Trsaetion tye, curency, amount and value date of the remittance

(3)Date ofremItr's insttions

(4 )Instction detals (including name an addrss of beneficiar, name and address of
remitter# and remitting ban, an reit's message to beneficiar, ifany)

(5)Name an identity card numer (or any other docuent of identity or travel
document numer with place of issue) of benficiar which must be verified whee the

beneficiar appears in person

Money chaning trsactions

(1 )Trsaction refence nuer
(2)Date and time of trsaction

(3)Curencies and amoun exchaned
(4)E~(chae rate

(5)Name, identty card nuer (or aI' oth document of identit or travel document

ller with place of issue) of customer which must be 'lerified

Telephone numer and address of customer

#
The H.'O Feeegnizes that eertaiH iHfermatieH, iH Ilarielilar, the Femittr's aElEIfess iH aR iHy/arEi femittanee anEi the beHeBeiaF's
adEiFeSS aREi aGeeliHt Hlimbef iH an elitwarEi FemittaRee may Het be available te the Feeei'liHg baRk IIEi femittiHg baRk FeSlleeth'elY.

HeWe"ef, AIs shelilEl, eH a best effrt basis, ebtaiH aREi feeeFE slieh iHfermatieH as far as Ilessible.

Hong Kong Monetary Au
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PART I

OVERVIEW

1. Introduction

1.1 Ths Guideline incorporates, and hence supersedes, the Guideline issued by the
Moneta Authority in July 1993 on the prevention of criinal use of the bang system for
the puroses of money laundering. This Guideline has been updated to tae account of the
enactment of the Organzed and Serious Cries Ordinance, the subsequent amendments to

the money laundering provisions in that Ordinance and the Drug Traffickig (Recovery of
Proceeds) Ordinance, the stockting review of the anti-money launderig measures

underten by the Financial Action Task Force and the UK Money Laundering Guidance

Notes for bans and building societies. It has also included other refinements and additional
examples of suspicious transactions.

1.2 Ths Guideline applies directly to all banng and deposit tag activities in
Hong Kong cared out by authorized institutions. However, institutions are expected to
ensure that their sunsidiares in Hong Kong also have effective controls in place to combat
money laundering. Where Hong Kong incorporated institutions have branches or subsidiaries
overseas, steps should be taen to alert management of such overseas offices to Group policy
in relation to money laundering. Where a local jursdiction has a money launderig law,
branches and subsidiares of Hong Kong incorporated institutions operating within that
jursdiction should, as a minmum, act in accordance with the requirements of the local law.
Where the local law and the Guideline are in confict, the foreign branch or subsidiar should
comply with the local law and inform the Head Offce immediately of any depare from
Group policy.

1.3 It is recognzed that the relevance and usefulness of ths Guideline will need to

be kept under review as the methods of money laundering are constatly evolving. It may be
necessar to issue amendments to ths Guideline from time to time to incorporate measures to
combat new money laundering threats, including those inherent in new or developing
technologies that might favour anonymity.

~.



2. . What is money laundering?

2.1 The phrase "money laundering" covers all procedures to change the identity of

ilegally obtaned money so that it appears to have originated from a legitimate source.

2.2 Cash lends anonymity to many forms of criminal activity and is the normal

medium of exchange in the world of drg trafcking. Ths gives rise to three common factors

(a) criminals need to conceal the tre ownership and origin of 
the money;

(b) they need to control the money; and

(c) they need to change the form of 
the money.

2.3 One of the most common means of money laundering that institutions will

encounter on a day-to-day basis taes the form of accumulated cash transactions which will

be deposited in the banng system or exchanged for value items. These simple transactions
may be just one par of the sophisticated web of complex transactions which are set out and
ilustrated below. Neverteless, the basic fact remains that the key stage for the detection of
money laundering operations is where the cash first enters the financial system.

Stages of money laundering

2.4 There are three stages of money laundering durng which there may be

numerous transactions made by launderers that could alert an institution to criminal activity -

(a) Placement - the physical disposal of cash proceeds derived from ilegal

activity.

(b) Layering - separating ilicit proceeds from their source by creating complex
layers of financial transactions designed to disguise the audit trail and provide
anonymity.

(c) Integration - the provision of apparent legitimacy to criminally derived wealth.
If the layering process has succeeded, integration schemes place the laundered
proceeds back into the economy in such a way that they re-enter the financial
system appearng to be normal business fuds.

2.5 The followig char ilustrates the laundering stages in more detaiL.



PROCESS OF MONEY LAUNDERIG

Illcit Activity Placement

. Drug Production and Disposal of Bulk Cash:

Trafficking ..,
. Smuggling Bulk Curency

. Other Criminal Activities
. Mix Illicit Proceeds with

Legitimate Deposits

. Deposit Amounts in Small
Denominations

. Subdivide Bank or Commercial
Transactions

,

v
Integration Layering

Use Layered Funds to
Purchase "Clean, Legitimate"
Assets:

Disguise Origin of Initial Deposit
Through:

~..............................................

. Multiple Transfers

. Money Assets

. Multiple Transactions

. Fixed Assets

. Businesses

High Risk Transfer )

Low Risk Transfer ........................................................7



3. The legislation on money laundering in Hong Kong

3.1 Legislation has been developed in Hong Kong to address the problems

associated with the laundering of proceeds from drg trafficking and serious crimes. The
Drug Traffcking (Recovery of Proceeds) Ordinance (DTROP) came into force in September
1989. It provides for the tracing, freezing and confscation of the proceeds of drg trafckig

and creates a criminal offence of money laundering in relation to such proceeds.

3.2 The Organzed and Serious Crimes Ordinance (OSCO), which was modelled

on the DTROP, was brought into operation in December 1994. It extends the money
laundering offence to cover the proceeds of indictable offences in addition to drg traffckig.

3.3 Amendments to both Ordinances were made and came into effect on 1
September .1995. These amendments have tightened the money laundering provisions in both
Ordinances and have a signficant bearng on the duty to report suspicious transactions. In
paricular, there is now a clear statutory obligation to disclose knowledge or suspicion of
money laundering transactions.

3.4 The key money laundering provisions in the two Ordinances are sumarized

below. This does not constitute a legal interpretation of the provisions of the legislation
referred to, for which appropriate legal advice should be sought where necessar.

3.5 Section 25(1) of DTROP and OSCO creates the offence of dealing with any

propert, knowing or having reasonable grounds to believe it in whole or in par directly or
indirectly represents the proceeds of drg trafcking or of an indictable offence respectively.
The offence cares a maximum sentence of 14 years' imprisonment and a maximum fine of
HK$5 milion.

3.6 It is a defence under section 25(2) of both Ordinances for a person to prove

that he intended to disclose as soon as is reasonable such knowledge, suspicion or matter to
an authorized offcer! or has a reasonable excuse for his failure to make a disclosure in
accordance with section 25A(2) of the Ordinances.

3.7 Section 25A(1) imposes a statutory duty on a person, who knows or suspects

that any propert in whole or in par directly or indirectly represents the proceeds of drg
trafficking or of an indictable offence, or was or is intended to be used in that connection, to
make a disclosure to an authorized offcer. Section 25A(7) makes it an offence for a person
to fail to make such disclosure. The offence caries a maximum penalty of a fine at level 5 (at
present $25,001 to $50,000) and imprisonment for 3 months.

As defied in section 2 of both the DTROP and OSCO, authorized offcer means:

(a) any police offcer;

(b) any member of the Customs and Excise Service established by section 3 of the Customs and Excise
Service Ordinance (Cap. 342); and

(c) any other person authorized in writing by the Secretary for Justice for the puroses of this Ordinance.



3.8 It should be noted that section 25(4) of OSCO provides that references to an

indictable offence in section 25 and 25A include a reference to conduct which would
constitute an indictable offence if it had occured in Hong Kong. That is to say it shall be an
offence for a person to deal with the proceeds of crie or fail to make the necessar

disclosure under section 25A(1) even if the principal crime is not commtted in Hong Kong
provided that it would constitute an indictable offence if it had occured in Hong Kong.

3.9 Section 25A(2) provides that if a person who has made the necessar
disclosure does any act in contravention of section 25(1) and the disclosure relates to that act
he does not commit an offence if -

(a) the disclosure is made before he does that act and the act is done with the

consent of an authorized officer; or

(b) the disclosure is made after the person does the act and the disclosure is made

on the person's own initiative and as soon as it is reasonable for him to make it.

3.10 Section 25A(3) provides that disclosure made under section 25A(1) shall not

be treated as breach of contract or of any enactment restrcting disclosure of information and
shall not render the person makng the disclosure liable in damages for any loss arsing out of
disclosure. Therefore, institutions need not fear breaching their duty of confdentiality owed
to customers when makng a disclosure under the Ordinances.

3.11 Section 25A(4) extends the provisions of section 25A to disclosures made by

an employee to an appropriate person in accordance with the procedures established by his
employer for the makg of such disclosure in the same way as it applies to disclosures to an
authorized offcer. Ths provides protection to employees of authorized institutions against
the risk of prosecution where they have reported knowledge or suspicion of money laundering
transactions to the person designated by their employers.

3.12 A "tipping-off' offence is created under section 25A(5) of both Ordinances,
under which a person commits an offence if knowing or suspecting that a disclosure has been
made, he discloses to any other person any matter which is likely to prejudice an investigation
into money laundering activities. The "tipping-off' offence cares a maximum penalty of
thee years' imprisonment and a fine ofHK$500,000.

3.13 The Organzed and Serious Crimes (Amendment) Ordinance 2000 ("OSCAO")

came into operation on 1 June 2000. Among other thngs, OSCAO requies remittce agents
and money changers to keep records of customers' identity and pariculars of remittce and

exchange transactions ofHK$8,000 or more or of an equivalent amount in any other curency.
Although authorized institutions are exempted from the requirements of OSCAO, similar
customer identification and record keeping requirements should be adopted to ensure that the
anti-money laundering stadards of the banng sector are in line with the overall
Governent policy to combat money laundering activities.

onetary Anthori



4. Basic policies and principles to combat money laundering

4.1 The Moneta Authority fully subscribes to the basic policies and principles to
combat money laundering as embodied in the Statement of Principles issued by the Basle
Committee in December 1988. The Statement seeks to deny use of the banng system to
those involved in money laundering by application of the following principles -

(a) Know your customer: bans should make reasonable efforts to determine the
customer's tre identity, and have effective procedures for verifying the bona
fides of new customers.

(b) Compliance with laws: ban management should ensure that business is
conducted in conformity with high ethical stadards, that laws and regulations
are adhered to and that a service is not provided where there is good reason to
suppose that transactions are associated with laundering activities2 .

(c) Co-operation with law enforcement agencies: within any constraints imposed

by rules relating to customer confdentiality, bans should co-operate fully

with national law enforcement agencies including, where there are reasonable
grounds for suspecting money laundering, tang appropriate measures which
are consistent with the law.

(d) Policies, procedures and trainig: all bans should formally adopt policies
consistent with the principles set out in the Statement, and should ensure that
all members of their staff concerned, wherever located, are informed of the
ban's policy. Attention should be given to staff trainig in matters covered by
the statement. To promote adherence to these principles, bans should
implement specific procedures for customer identification and for retaining
internal records of transactions. Arangements for internal audit may need to
be extended in order to establish an effective means for general compliance
with the Statement.

4.2 The principles laid down by the Basle Committee have subsequently been

developed by the Financial Action Task Force (FATF). In Febru 1990, FATF put forward
fort recommendations aimed at improving national legal systems, enhancing the role of
financial systems, and strengtening international co-operation against money launderig.
Hong Kong, China is a member of the F ATF and fuly complies with the fort
recommend¡itions.

4.3 The Moneta Authority considers that institutions should follow the basic
policies and principles as embodied in the Statement of Principles of the Basle Committee
and the F ATF recommendations. Specifically the Moneta Authority expects that
institutions should have in place the following policies, procedures and controls -

(a) Institutions should issue a clear statement of policies in relation to money

laundering, adopting curent reguatory requirements. This statement should

be communcated in wrting to all management and relevant staff whether in
branches, deparments or subsidiares and be reviewed on a regular basis.

2
Paragraph 9.9 describes the actual application of this principle to an authorized instituion.



(b) Instrction manuals should set out institutions' procedures for:

- account opening;

- identification of applicants for business;

- record-keeping;

- reporting of suspicious transactions.

based on the recommendations in the following sections of ths Guideline.

( c) Institutions should seek actively to promote close co-operation with law
enforcement authorities, and should identify a single reference point within
their organzation (usually a compliance offcer) to which sta are instrcted

to report suspected money laundering transactions promptly. This reference
point should have a means of liaison with the Joint Financial Intellgence Unit
which will ensure prompt referral of suspected money-laundering transactions
associated with drg trafficking or other indictable offences. The role and
responsibilties of ths reference point in the reporting procedures should be

clearly defined.

(d) Measures should be underten to ensure that sta are educated and trained on
matters contained in this Guideline both as par of their induction procedures

and at regular futue intervals. The aim is to generate and maintan a level of
awareness and vigilance among sta to enable a report to be made if

suspicions are aroused.

( e) Institutions should instrct their internal audit/inspection deparments to verify,

on a regular basis, compliance with policies, procedures, and controls against
money laundering activities.

(f) Whlst appreciating the sensitive natue of extra-terrtorial regulations, and
recognizing that their overseas operations must be conducted in accordance
with local laws and regulations, institutions should ensure that their overseas
branches and subsidiares are aware of group policies concernng money
laundering and, where appropriate, have been instrcted as to the local

reporting point for their suspicions.

.~....



PART II

DETAILED GUIDELINES

5. Verification of identity of applicants for business

5.1 Institutions should not keep anonymous accounts or accounts in obviously

fictitious names. They should obtan satisfactory evidence of the identity and legal existence
of persons applying to do business with the institution (such as opening a deposit account) on
the basis of reliable documents or other resources, and record that identity and other relevant
information regarding the applicant in their files. They should establish that any applicant
claiming to act on behalf of another person is authorized to do so.

5.2 For the puroses of ths guideline, evidence of identity can be regarded as

satisfactory if -

(a) it is reasonably capable of establishing that 
the applicant for business is whom

he claims to be; and

(b) the institution which obtains the evidence is satisfied, in accordance with the

procedures established by the institution, that it does establish that fact. .

5.3 Repealed. (See section 12 of the Supplement to the Guideline on Prevention

of Money Laundering ("the AML Supplement") J

Individual applicants

5.4 Institutions should institute. effective procedures for obtaining satisfactory
evidence of the identity of applicants for business including obtaining information about

name, permanent address, date of birth and occupation.

5.5 Positive identification should be obtained from documents issued by official or

other reputable sources e.g. passports or identity cards. For Hong Kong residents, the prie
source of identification will be the identity cards which they are required by law to car with
them. File copies of identity documents should be kept.

5.6 However, it must be appreciated that no form of identification can be fuly

guaanteed as genuine or representing correct identity. The Imigration Deparent operates
a Hotline (TeL. 2824 1551) to which enquiries can be made concerning the validity of an
identity card. If there is doubt whether an identification document is genuine, contact should
be made with ths Hotline immediately.



5.7 Institutions are advised to check the address of the applicant by appropriate

means, e.g. by requesting sight of a recent utility or rates bil.

5.8 Where institutions require applicants for personal bang services to provide
in the application forms for such services the names and pariculars of persons who have
agreed to act as referees for the applicants, they should follow the practices and procedures as
set out in the section on personal referees of the Code of Banng Practice jointly issued by
the Hong Kong Association of Bans and the Deposit-tag Companes Association.

Corporate aimlicants

5.9 Company accounts are one of the more likely vehicles for money laundering,
even where the company is also being used for legitimate trading puroses. It is therefore
importt to obtan satisfactory evidence of the identity of the principal shareholders3,
directors and authorized signatories and of the natue of the business. The guding principle
should be to establish that it is safe to enter into a business relationship with the company
concerned.

5.10 Before a business relationship is established, measures should be taen by way

of a company search and/or other commercial enquiries to ensure that the applicant company
has not been, or is not in the process of being, dissolved, strck off, wound-up or terminated.
In addition, if institutions become aware of subsequent changes to the company strcture or
ownership, or suspicions are aroused by a change in the profile of payments though a
company account, fuer checks should be made.

5.11 The following documents or information should be obtained in respect of
corporate applicants for business which are registered in Hong Kong (comparable documents,
preferably certified by quaified persons such as lawyers or accountats in the countr of
registration, should be obtained for those applicants which are not registered in Hong Kong) -

(a) Certificate of Incorporation and Business Registration Certificate;

(b) Memorandum and aricles of association;

(c) resolution of the board of directors to open an account and confer authority on
those who will operate it; and

(d) a search of the file at Company Registry.

5.12 Repealed. (See section 4 of the AML Supplement)

5.13 Repealed. (See section 4 of the AM Supplement)

3 It is recommended that "pricipal shareholders" should include those entitled to exercise, or control the
exercise of, 10% or more of the voting rights of the company.

. 
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Clubs, societies and charties

5.14 In the case of accounts to be opened for clubs, societies and charties, an
institution should satisfy itself as to the legitimate purose of the organsation by, e.g.
requesting sight of the constitution. Satisfactory evidence should be obtained of the identity
of the authorized signatories who are not already known to the institution in line with the
requirements for individual applicants.

Unincorporated businesses

5.15 In the case of parnerships and other unncorporated businesses whose parners
are not known to the ban, satisfactory evidence should be obtaed of the identity of at least
two parers and all authorized signatories in line with the requirements for individual
applicants. In cases where a formal parnership arangement exists, a mandate from the
parership authorizing the opening of an account and conferrng authority on those who will

operate it should be obtaned.

Shell companes

5.16 Shell companes are legal entities though which financial transactions may be

conducted but which have no business substace in their own right. Whle shell companes
may be used for legitimate puroses, the F ATF has expressed concern about the increasing

use of such companes to conduct money laundering (through providing the means to operate
what are in effect anonymous accounts). Instituions should tae notice of the potential for
abuse by money launderers of shell companes and should therefore be cautious in their
dealings with them. In keeping with the "know your customer" principle, institutions should
obtain satisfactory evidence of the identity of beneficial owners, directors and authorized
signatories of shell companes. Where the shell company is introduced to the institution by a
professional intermediar acting on its behalf, institutions should follow the gudelines in
paragraphs 5.17 to 5.22 below.

Where the aimlicant for business is acting on behalf of another person

5.17 Trust, nominee and fiduciar accounts are a popular vehicle for criminals
wishig to avoid identification procedures and mask the origin of the criminal money they

wish to launder. Accordingly, institutions should always establish, by confrmation from an
applicant for business, whether the applicant is acting on behalf of another person as trstee,
nominee or agent.

5.18 Any application to open an account or underte a transaction on behalf of
another person without applicants identifying their trust or nominee capacity should be
regarded as suspicious and should lead to fuher enquiries as to the underlying principals and
the natue of the business to be transacted.

5.19 Institutions should obtain satisfactory evidence of the identity of trstees,
nominees and authorized signatories and of the natue of their trstee or nominee capacity and
duties by, for example, obtaining a copy of the trst deed. Enquires should also be made of

the extent to which the applicant for business is subject to official regulation (e.g. by a body
equivalent to the Moneta Authority).



5.20 Paricular care should be taen in relation to trsts created in jursdictions
without equivalent money laundering legislation to Hong Kong.

5.21 Repealed. (See section 6 of the AML Supplement)

5.22 Repealed. (See section 6 of the AML Supplement)

Client accounts

5.23 Repealed. (See section 7 of the AML Supplement)

Avoidance of account opening by post

5.24 Repealed. (See section 8 of the AML Supplement)

5.25 Repealed. (See section 8 of the AML Supplement)

Transactions underten for non-account holders (occasional customers)

5.26 Where transactions are underten by an institution for non-account holders of
that institution e.g. requests for telegraphic transfers, or where fuds are deposited into an
existing account by persons whose names do not appear on the mandate of that account, care
and vigilance are required. Where the transaction involves large sums of cash, or is unusual,
the applicant should be asked to produce positive evidence of identity from the sources set out
above and in the case of a foreign national, the nationality recorded. Copies of the
identification documents should be kept on fie.

5.27 Repealed. (See paragraphs 3.12 - 3.16 ofthe AML Supplement)

Provision of safe custody and safety deposit boxes

5.28 Precautions need to be taen in relation to requests to hold boxes, parcels and
sealed envelopes in safe custody. Where such facilties are made available to non-account
holders, the identification procedures set out above should be followed.



6. Remittance

6.1 Repealed. (See section 9 ofthe AML Supplement)

6.2 Repealed. (See section 9 of the AML Supplement)

6.3 Repealed. (See section 9 of the AM Supplement)



7. Record keeping

7.1 The DTROP and the OSCO entitle the Cour to examine all relevant past
transactions to assess whether the defendant has benefitted from drg traffcking or other

indictable offences.

7.2 The investigating authorities need to ensure a satisfactory audit trail for
suspected money laundering transactions and to be able to establish a fmancial profile of the
suspect account. For example, to satisfy these requirements the following inormation may
be sought-

(a) the beneficial owner of the account (for accounts opened on behalf of a thrd

par, please see paragraphs 5.17 to 5.23 );

(b) the volume of fuds flowing through the account;

(c) for selected transactions:

the origin of the fuds (ifknown);

the form in which the fuds were offered or withdrawn i.e. cash,
cheques etc.;

the identity of the person undertakng the transaction;

the destination of the fuds;

the form of instrction and authority.

7.3 An importt objective is for institutions at all stages in a transaction to be
able to retreve relevant information, to the extent that it is available, without undue delay.

7.4 When setting document retention policy, institutions must weigh the statutory
requirements and the needs of the investigating authorities against normal commercial
considerations. However, wherever practicable the following document retention times
should be followed -

(a) account opening records - copies of identification documents should be kept in
file for six years 4 following the closing of an account;

(b) account ledger records - six years 4 from entering the transaction into the ledger;
and

(c) records in support of entres in the accounts in whatever form they are used e.g.

credit/debit slips and cheques and other forms of vouchers - six years4 from
when the records were created.

4
Six years being the statutory limitation period for certain classes of claims under the Limitation Ordinance.



(d) records in support of wire transfer and money changing transactions for non-

account holders - six years4 from when the records were created.

7.5 Retention may be by way of original documents, stored on microfilm, or in

computerized form, provided that such forms are accepted as evidence under sections 20 to
22 of the Evidence Ordinance. In situations where the records relate to on-going
investigations, or transactions which have been the subject of a disclosure, they should be
retained until it is confrmed that the case has been closed.



8. Recognition of suspicious transactions

8.1 As the tyes of transactions which may be used by a money launderer are

almost unimited, it is diffcult to define a suspicious transaction. However, a suspicious

transaction will often be one which is inconsistent with a customer's known, legitimate

business or personal activities or with the normal business for that tye of account. Therefore,
the first key to recogntion is knowing enough about the customer's business to recognze that
a transaction, or series of transactions, is unusua.

8.2 Examples of what might constitute suspicious transactions are given in Anex

5. These are not intended to be exhaustive and only provide examples of the most basic ways
in which money may be laundered. However, identification of any of the tyes of
transactions listed in Anex 5 should prompt fuer investigations and be a catalyst towards
makng at least initial enquires about the source of fuds.



9. Reporting of suspicious transactions

9.1 The reception point for disclosures under the DTROP and the OSCO is the

Joint Financial Intellgence Unit, which is operated by the Police and Customs and Excise
Deparent.

9.2 In addition to acting as the point for receipt of disclosures made by any

organzation or individual, the unit also acts as domestic and international advisors on money
laundering generally and offers practical guidance and assistace to the financial sector on the
subject of money laundering.

9.3 The obligation to report is on the individua who becomes suspicious of a

money launderig tranaction. Each institution should appoint a designated offcer or offcers

(Compliance Offcer(s)) who should be responsible for reporting to the Joint Financial
Intellgence Unit where necessar in accordance with section 25A of both the DTROP and the
OSCO and to whom all internal reports should be made.

9.4 Compliance Offcers should keep a register of all reports made to the Joint

Financial Intellgence Unit and all reports made to them by employees. Compliance Offcers
should provide employees with a wrtten acknowledgement of reports made to them, which
will form par of the evidence that the reports were made in compliance with the internal
procedures.

9.5 All cases where an employee of an institution knows that a customer has

engaged in drg-traffcking or other indictable offences and where the customer deposits,

transfers or seeks to invest fuds or obtains credit against the securty of such fuds, or where
the institution holds fuds on behalf of such customer, must promptly be reported to the
Compliance Officer who, in tu, must immediately report the details to the Joint Financial
Intellgence Unit.

9.6 All cases, where an employee of an institution suspects or has reasonable

grounds to believe that a customer might have cared on drg traffickig or might have been
engaged in indictable offences and where the customer deposits, transfers or seeks to invest
fuds or obtains credit against the securty of such fuds, or where the institution holds fuds
on behalf of such customer, must promptly be reported to the Compliance Offcer. The
Compliance Offcer must promptly evaluate whether there are reasonable grounds for such
belief and must then immediately report the case to the Joint Financial Intellgence Unit
uness he considers, and records his opinion, that such reasonable grounds do not exist.

9.7 Institutions must tae steps to ensure that all employees concerned with the

holding, receipt, transmission or investment of fuds (whether in cash or otherwse) or the

makng of loans against the security of such fuds are aware of these procedures and that it is
a criminal offence to fail to report either knowledge or circumstaces which give rise to a
reasonable belief in the existence of an offending act.

9.8 Institutions should make reports of suspicious transactions to the Joint

Financial Intellgence Unit as soon as it is reasonable for them to do so. The use of a stadard
format as set out in Anex 6 or use of the e-chanel "STREAMS' by registered users for
reporting is encouraged. In the event that urgent disclosure is required, paricularly when the
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account concerned is par of an on-going investigation, an initial notification should be made
by telephone.

9.9 Institutions should refrain from caring out transactions which they know or

suspect to be related to money laundering until they have informed the Joint Financial
Intelligence Unit which consents to the institution carng out the tranactions. Where it is
impossible to refrai or if this is likely to frstrate efforts to pursue the beneficiares of a
suspected money laundering operation, institutions may car out the transactions and notify

the Joint Financial Intellgence Unit on their own initiative and as soon as it is reasonable for
them to do so.

9.10 Cases do occur when an institution declines to open an account for an

applicant for business, or refuses to deal with a request made by a non-account holder because
of serious doubts about the good faith of the individual and concern about potential criminal
activity. Institutions must base their decisions on normal commercial criteria and internal
policy. However, to guard against money laundering, it is importt to establish an audit trail
for suspicious fuds. Thus, where practicable, institutions are requested to seek and retain
copies of relevant identification documents which they may obtain and to report the offer of
suspicious fuds to the Joint Financial Intellgence Unit.

9.11 Where it is known or suspected that a report has already been disclosed to the
Joint Financial Intelligence Unit and it becomes necessar to make fuher enquiries of the
customer, great care should be taen to ensure that the customer does not become aware that
his name has been brought to the attention of the law enforcement agencies.

9.12 Following receipt of a .disclosure and research by the Joint Financial
Intellgence Unit, the information disclosed is allocated to trained financial investigation
offcers in the Police and Customs and Excise Deparent for fuer investigation including

seeking supplementa information from the institution makng the disclosure, and from other
sources. Discreet enquiries are then made to confrm the basis for suspicion.

9.13 Access to the disclosed information is restricted to financial investigating
offcers within the Police and Customs and Excise Deparment. In the event of a prosecution,
production orders are obtained to produce the material for cour. Section 26 of both the

DTROP and the OS CO places strct restrctions on revealing the identity of the person
makng disclosure under section 25A. Maintaning the integrity of the relationship which has
been established between law enforcement agencies and institutions is considered to be of
paramount importce.



10. Feedback from the investigating authorities

10.1 The Joint Financial Intellgence Unit will acknowledge receipt of a disclosure
made by an institution under section 25A of both the DTROP and the OSCO, and section 12
of the United Nations (Anti-Terrorism Measures) Ordinance (UATMO). If there is no
imminent need for action e.g. the issue of a restraint order on an account, consent will usually
be given for the institution to operate the account under the provisions of section 25A(2) of
both the DTROP and the OSCO. An example of such a letter is given at Anex 7 to ths
Guideline. For disclosure submitted via e-chanel "STREAM", e-receipt will be issued via
the same e-chanel.

10.2 Whlst there are no statutory requiements to provide feedback arsing from
investigations, the Police and Customs and Excise Deparent recognze the importce of
having effective feedback procedures in place. The Joint Financial Intellgence Unit presently
provides a service, on request, to a disclosing institution in relation to the curent status of an
investigation.



11. Staff education and training

11.1 Sta must be aware of their own personal legal obligations under the DTROP,

OS CO and UNATMO that they can be personally liable for failure to report information to
the authorities. They must be encouraged to co-operate fully with the law enforcement

agencies and promptly to report suspicious transactions. They should be advised to report
suspicious transactions to their institution's Compliance Offcer even if they do not know
precisely what the underlying crial activity is or whether ilegal activities have occured.

11.2 It is, therefore, imperative that institutions introduce comprehensive measures
to ensure that sta are fuly aware of their responsibilities.

11.3 Institutions should therefore provide proper anti-money laundering training to
their local as well as overseas staff. The timing and content of training packages for varous
sectors of sta will need to be adapted by individual institutions for their own needs.
However, it is recommended that the followig might be appropriate -

(a) New Employees

A general appreciation of the background to money laundering, the consequent
need to be able to identify suspicious transactions and report such transactions
to the appropriate designated point with the institution, and the offence of
"tipping off' should be provided to all new employees who will be dealing
with customers or their transactions, irespective of the level of seniority.
They should be made aware of the legal requirement to report suspicious
transactions relating to drg trafficking or other indictable offences, and that

there is also a personal statutory obligation in this respect.

(b) Cashiers/Tellers/F oreign Exchange Operators/Advisory Staff

Members of staff who are dealing directly with the public are the first point of
contact with potential money launderers and their efforts are therefore vital to
the institution's strategy in the fight against money laundering. They should be
made aware of their legal responsibilities and the institution's reporting system
for such transactions.

Training should be provided on factors that may give rise to suspicions and on
the procedures to be adopted when a transaction is deemed to be suspicious. It
is vital that "front-line" staff are made aware of the institution's policy for
dealing with non-regular customers paricularly where large cash transactions
are involved, and the need for extra vigilance in these cases.

(c) Account Opening/ew Client Personnel

Those members of staff who are in a position to deal with account opening, or
to accept applicants for business, must receive the training given to cashiers

etc. in (b) above. In addition, the need to verify the identity of the applicant
must be understood, and training should be given in the institution's account
opening and customer/client verification procedures. Such staff should be



aware that the offer of suspicious fuds or the request to undertake a

suspicious transaction need to be reported to the relevant authorities whether
or not the fuds are accepted or the transactions proceeded with and they must
know what procedures to follow in this respect.

(d) Admnistration/Operations Supervisors and Managers

A higher level of instrction coverig all aspects of money laundering

procedures should be provided to those with the responsibility for supervising
or managing sta. This will include the offences and penalties arsing from
the DTROP and the OSCO; procedures relating to service of production and
restraint orders; and the requirements for retention of records.

(e) On-going Trainig

It will also be necessar to make arangements for refresher training at regular
intervals to ensure that staf do not forget their responsibilities.

(f) Training Package

Institutions should acquire suffcient copies of the trainig materials produced
by the Hong Kong Association of Bans for the purose of training front line
staff. All front line sta who deal directly with customers should have a copy
of the booklet and all new front line staff should view the video upon joining
the institution.
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Anex 5

EXAMPLES OF suspicious TRASACTIONS

1. Money Laundering Using Cash Transactions

a) Unusually large cash deposits made by an individua or company whose ostensible

business activities would normally be generated by cheques and other instrents.

b) Substatial increases in cash deposits of any individual or business without apparent

cause, especially if such deposits are subsequently transferred within a short period
out of the account and/or to a destination not normally associated with the customer.

c) Customers who deposit cash by means of numerous credit slips so that the total of
each deposit is unemarkable, but the tota of all the credits is signficant.

d) Company accounts whose transaction, both deposits and withdrawals, are
denominated in cash rather than the forms of debit and credit normally associated with
commercial operations (e.g. cheques, Letters of Credit, Bils of Exchange, etc.).

e) Customers who constatly pay-in or deposit cash to cover requests for baners drafts,
money transfers or other negotiable and readily marketable money instrents.

f) Customers who seek to exchange large quatities of low denomination notes for those
of higher denomination.

g) Frequent exchange of cash into other curencies.

h) Branches that have a great deal more cash transactions than usuaL. (Head Offce

statistics should detect aberrations in cash transactions.)

i) Customers whose deposits contain counterfeit notes or forged instrents.

j) Customers transferrng large sums of money to or from overseas locations with
instructions for payment in cash.

k) Large cash deposits using night safe facilities, thereby avoiding direct contact with the
institution.

l) Purchasing or sellng of foreign curencies in substatial amounts by cash settlement

despite the customer having an account with the institution.

m) Customers makng large and frequent cash deposits but cheques drawn on the
accounts are mostly to individuas and firms not normally associated with their retail
business.

2. Money Laundering Using Bank Accounts



a) Customers who wish to maintan a number of trstee or clients' accounts which do not
appear consistent with their tye of business, including transactions which involve

nomInee names.

b) Customers who have numerous accounts and pay in amounts of cash to each of them

in circumstances in which the total of credits would be a large amount.

c) Any individual or company whose account shows virtlly no normal personal

banng or business related activities, but is used to receive or disburse large sums
which have no obvious purose or relationship to the account holder and/or his
business (e.g. a substatial increase in tuover on an account).

d) Reluctace to provide normal inormation when opening an account, providing

minimal or fictitious information or, when applyig to open an account, providing
inormation that is diffcult or expensive for the institution to verify.

e) Customers who appear to have accounts with several institutions withn the same
locality, especially when the institution is aware of a regular consolidation process
from such accounts prior to a request for onward transmission of the fuds.

f) Matchig of payments out with credits paid in by cash on the same or previous day.

g) Paying in large thrd par cheques endorsed in favour of the customer.

h) Large cash withdrawals from a previously dormant/inactive account, or from an

account which has just received an unexpected large credit from abroad.

i) Customers who together, and simultaeously, use separate tellers to conduct large
cash transactions or foreign exchange transactions.

j) Greater use of safe deposit facilties by individuals. The use of sealed packets
deposited and withdrawn.

k) Companes' representatives avoiding contact with the branch.

1) Substatial increases in deposits of cash or negotiable instrents by a professional

firm or company, using client accounts or in-house company or trst accounts,

especially if the deposits are promptly transferred between other client company and
trst accounts.

m) Customers who decline to provide inormation that in normal circumstaces would
make the customer eligible for credit or for other banng services that would be
regarded as valuable.

n) Large number of individuals makg payments into the same account without an

adequate explanation.



0) Customers who maintain an unusually large number of accounts for the tye of
business they are purortedly conducting and/or use inordinately large number of fud
transfers among these accounts.

p) High velocity of fuds through an account, i.e., low beginnng and ending daily
balances, which do not reflect the large volume of dollars flowing though an account.

q) Multiple depositors using a single ban account.

r) An account opened in the name of a money changer that receives strctued deposits.

s) An account operated in the name of an off-shore company with strctued movement

of fuds.

3. Money Laundering Using Investment Related Transactions

a) Purchasing of securties to be held by the institution in safe custody, where ths does

not appear appropriate given the customer's apparent stading.

b) Back to back depositloan transactions with subsidiares of, or afliates of, overseas
fInancial institutions in known drg trafcking areas.

c) Requests by customers for investment management services (either foreign curency

or securties) where the source of the fuds is unclear or not consistent with the
customer's apparent stading.

d) Larger or unusua settlements of securties transactions in cash form.

e) Buying and sellng of a security with no discernble purose or in circumstaces

which appear unusua.

4. Money Laundering Involving Off-Shore International Activity

a) Customers introduced by an overseas branch, affiliate or other ban based in countres
where production of drgs or drg traffcking may be prevalent.

b) Use of Letters of Credit and other methods of trade fInance to move money between

countries where such trade is not consistent with the customer's usual business.

c) Customers who make regular and large payments, including wie transactions, that
canot be clearly identified as bona fide transactions to, or receive reguar and large
payments from, countres which are commonly associated with the production,
processing or marketing of drgs.

d) Building up of large balances, not consistent with the known tuover of the

customer's business, and subsequent transfer to account(s) held overseas.

e) Unexplained electronic fud transfers by customers on an in and out basis or without
passing though an account.



f) Frequent requests for travellers cheques, foreign curency drafts or other negotiable

instrents to be issued.

g) Frequent paying in of travellers cheques, foreign curency drafts paricularly if
originating from overseas.

h) Numerous wire transfers received in an account but each transfer is below the
reporting requirement in the remitting countr.

i) Customers sending and receiving wie transfer to/from financial haven countres,

paricularly if there are no apparent business reasons for such transfers or such

transfers are not consistent with the customers' business or history.

5. Money Launderig Involving Authoried Institution Employees and Agents

a) Changes in employee characteristics, e.g. lavish life styles.

b) Any dealing with an agent where the identity of the ultimate beneficiar or
counterpar is undisclosed, contrar to normal procedure for the tye of business
concerned.

6. Money Laundering by Secured and Unsecured Lending

a) Customers who repay problem loans unexpectedly.

b) Request to borrow against assets held by the institution or a third par, where the
origin of the assets is not known or the assets are inconsistent with the customer's

stading.

c) Request by a customer for an institution to provide or arange finance where the

source of the customer's fmancial contrbution to a deal is unclear, paricularly where
propert is involved.

d) A customer who is reluctant or refuses to state a purose of a loan or the source of
repayment, or provides a questionable purose and/or source.



Anex 6

Report made under Section 25A of the Drug Traffcking (Recovery of Proceeds) Ordinance and
the Organized and Serious Crimes Ordinance to the Joint Financial Intellgence Unit

(A) SOURCE
I Dm.

Ref. No.:

Name of Institution:

Reporting Offcer: TeL. No.:

Signature: Fax No.:

(B) SUSPICION
(Please provide details of transaction arousing suspicion and any other relevant information.
Please also enclose copy of the transaction for reference. Particulars of account holder or person
conducting the transaction are to be given in page 2.)

(C) OTHER INFORMATION

This is a new disclosure: Yes/No JFIU No.:

This disclosure relates to a previous JFIU No.: Bank Ref. No.:
disclosure:

..~



- 2 -

(D) SUBJECT (1)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:

Position Held: Company Address:

SUBJECT (2)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:
.

Position Held: Company Address:

SUBJECT (3)

Name: C.C.C.: Date of Birth:

HKIC/PPT No.: Sex: M/F Nationality:

Address:

Occupation: Company:

Position Held: Company Address:

(E) RELATED BANK ACCOUNT(s)

(1) (2)
Account No.:
Tvee of Account:
Date of Openinçi:
Account Balance:
Account Holder(s):

(3) (4)
Account No.:
Type of Accunt:
Date of OeeninQ:
Account Balance:
Account Holder(s):



Anex 7

Example of Acknowledgement of Receipt by JFIU

Date:
The Compliance Offcer

( ) Ban Ltd.

Fax No. :

Dear Sir/Madam,

Acknowledgement of Receipt of
Suspicions Transaction Report(s) ("STR")

I acknowledge receipt of the attched STR made in accordance with the
provisions of section 25A(I) of the Drug Trafcking (Recovery of Proceeds) Ordinance (Cap
405) / Organzed and Serious Crimes Ordinance (Cap 455) and section 12(1) of the United
Nations (Anti-Terrorism Measures) Ordinance(Cap 575).

Based upon the information curently in hand, consent is given under the
provisions of section 25A(2) & (3) of Cap 405 and 455 and section 12(2) & (3) of Cap 575.

If you have any queries, please feel free to contact the undersigned on
telephone number (852)xxxxxxxx.

Yours faithlly,

( )
Joint Financial Intellgence Unit
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SUPPLEMENT TO THE GUIDELINE

ON PREVENTION OF
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I 1.8

1. Introduction

1.1 The curent HKM Guideline on Prevention of Money Laundering (Guideline)
was issued in 1997. Amendments were made in 2000, mainly to tae into
account the provisions of the Organzed and Serious Crimes (Amendment)
Ordinance 2000.

1.2 A number of signficant developments have taen place since then, which call
for enhanced stadards in the effective prevention of money laundering. These
include, in paricular, the issuance by the Basel Committee on Banng
Supervision of the paper "Customer Due Diligence for Bans" in October 2001
and the revised Fort Recommendations issued by the Financial Action Task
Force on Money Laundering (FATF) in June 2003. Moreover, the 9/11 event
has expanded the scope of the effort on prevention of money laundering to
include the fight against terrorist financing.

1.3 The HK considers it necessar to revise its regulatory requirements to tae
into account recent developments and the intiatives undertaken by
international bodies. It is considered appropriate to reflect the changes, for the

time being, in a Supplement to the Guideline pending revision of the Guideline
to consolidate all changes issued since 2000 and achieve greater haronisation
with the requirements of the other financial regulators.

1.4 Ths Supplement mainly reflects the regulatory stadards recommended in the
Basel Committee paper on customer due diligence and taes into account the
relevant requirements in the F ATF revised Fort Recommendations. The
Supplement also incorporates additional guidance issued by the HKM since
2000 and recommendations related to terrorist financing, including the recently
enacted anti-terrorism legislation in Hong Kong.

1.5 Unless indicated otherwse, provisions in ths Supplement should be read or
interpreted in conjunction with the relevant pars of the Guideline

(DecemerJuly 20 l 0 version as curently posted in the HKMA website -
(htt//www.info.gov.hk/kma/eng/guide/indexhtm at Guideline 3.3) and the
accompanying interpretative notes (IN).

1.6 1ft geaeralUnless otherwse stated, the requirements in ths Supplement apply to
all new customers, and existing customers when they are due for review in
accordance with section 12 of this Supplement. excep wher it is clear frm

-th COftte~ct ila! iley also apply to e~dstag customers.

1.7 For Hong Kong incorporated authorized institutions (AIs), the requirements
also apply to their overseas branches or subsidiaries (IN 1). Where the local
requirements differ from these requirements, the overseas operations should

apply the higher standard to the extent that local laws permit. Where an
overseas branch or subsidiar is unable to observe group stadards, the HKM
should be informed.

Ths revised Supplement will supersede the last version issued on H
Novemberl? July 200+2 with effect from 24 Juiy 20091 November 2010.
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2. Customer acceptance policy

2.1 This is a new section not curently covered in the Guideline.

2.2 An AI should develop customer acceptace policies and procedures that aim to
identify the tyes of customer that are likely to pose a higher than average risk

of money laundering (see risk-based approach under the General Guidance
Section of IN). A more extensive customer dlle diligence process should be
adopted for higher risk customers. There should also be clear internal
gudelines on which level of management is able to approve a business
relationship with such customers.

2.3 In determinig the risk profie of a paricular customer or tye of customer, an
AI should take into account factors such as the following:

(a) the customer's nationality, citizenship and resident status (in the case of

a corporate customer, the customer's place of incorporation), the place
where its business is established, the location of the counterparies with
whom it conducts business, and whether the customer is otherwse
connected with higher risk jursdictions or jursdictions which do not or

insufciently apply the FATF Recommendations (see section 14 below),
or which are known to the AI to lack proper stadards in the prevention
of money laundering or customer due diligence process (IN 3);

.

(b) background or profile of the customer such as being, or lined to, a
politically exposed person (see section 10 below an IN 34) or
otherwse being an individual with high net wort whose source of
fuds to be credited to an account (both initially and thereafter) is
unclear;

(c) natue of the customer's business, which may be paricularly
susceptible to money launderig risk, such as money changers or
casinos that handle large amounts of cash;

(d) for a corporate customer, unduly complex strctue of ownership for no
good reason; and

(e) any other information that may suggest that the customer is of higher
risk (e.g. knowledge that the customer has been refused a banng
relationship by another institution).

2.4 Following the initial acceptace of the customer, a pattern of account activity
that does not fit in with the AI's knowledge of the customer may lead the AI to
reclassify the customer as higher risk.

3. Customer due dilgence

3.1 Ths section reinforces paragraphs 5.1 and 5.2 of the Guideline and introduces
new requirements.

2



3.2 The customer due diligence process should comprise the following:

(a) identify the direct customer, i.e. know who the individual or legal entity

is;

(b) verify the customer's identity using reliable, independent source
documents, data or information (IN 4);

(c) identify beneficial ownership and control, i.e. determine which
individual(s) ultimately own(s) or control(s) the direct customer, and/or
the person on whose behalf a transaction is being conducted;

(d) tae reasonable measures to verify the identity of the beneficial owner

of the customer and/or the person on whose behalf a transaction is being
conducted, corroborating the information provided in relation to (c);

(da) obtain inormation on the purose and reason for openig the account or
establishing the relationship, uness it is self-evident; and

(e) conduct on-going due dilgence and scrutiny i.e. pedorm on-going
scrutiny of the transactions and account thoughout the course of the
business relationship to ensure that the transactions being conducted are
consistent with the AI's knowledge of the customer, its business and
risk profie, including, where necessar, identifying the source of fuds.

3.3 The identity of an individual (IN 5) includes the individual's name (including
former or other name(s)), resideBtial address (and peraneBt address if
differeBt) (IN 6), date of birth~ aanationality and Hong Kong identity card
number (IN 5). To facilitate on-going due dilgence and scrutiny, information
on the individual's occupation (IN 7) or business should also be obtained. AIs
should also record and verify the address (IN 6) of a direct customer with

whom it establishes business relations. For connected paries (i.e. account
signatories, directors, principal shareholders, etc.) and transactions undertaken
by non-account holders, AIs should determine the need to verify the address of
these paries on the basis of risk and materiality.

3.4 Unwillngness of the customer, for no good reason, to provide the information
requested and to cooperate with the AI's customer due diligence process may
itself be a factor that should trgger suspicion.

3.5 Where an AI allows confdential numbered accounts (i.e. where the name of
the account holder is known to the AI but is substituted by an account number
or code name in subsequent documentation) the same customer due dilgence
process should apply even if this is conducted by selected staff. The identity of
the account holder should be known to a suffcient number of staff to operate
proper due dilgence. Such accounts should in no circumstaces be used to

hide the customer identity from an AI's compliance fuction or from the
HKM.
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3.6 An AI should not in general establish a business relationship with a new
customer until the due diligence process is satisfactorily completed. However,
it may be acceptable to allow an account to be opened pending completion of
the verification of identity provided that the necessar evidence of identity is
promptly obtained. In such a case an AI should not allow fuds to be paid out

of the account to a thrd par before the identity of the customer is

satisfactorily verified (IN 8).

3.7 If an account has been opened but the process of verification of identity canot

be successfully completed, the AI should close the account and retu any
fuds to the source from which they were received (IN 9). Consideration

should also be given to whether a report should be made to the Joint Financial
Intellgence Unit (JFIU). The retu of fuds should be subject to any request

from the JFIU to freeze the relevant fuds.

3.8 After a business relationship is established, an AI should underte reguar

reviews of the existing records relating to the customer to ensure that they
remain up-to-date and relevant. As indicated in paragraph 12.3 an appropriate
time to do so is upon certn trgger events.

Transactions undertaken by non-account holders

3.9 Ths section supplements paragraph 5.26 of the Guideline.

3.10 An AI should also conduct the following when carying out transactions (IN 9a)
exceeding HK$120,OOO on behalf of a customer who has not otherwse

established a business relationship with the AI (i.e. a non-account holder)

regardless of whether the transaction is carred out in a single or multiple

operations between which there is an obvious connection:

(i) identify and verify the direct customer;

(ii) identify and verify any natual persons representing the customer,
including the authority such persons have to act;

(iii) enquire if any beneficial owner exists and tae reasonable measures to
verify the identity of any such beneficial owner;

(iv) tae reasonable measures to understad the ownership strctue if the
customer is a corporate; and

(v) ascertin the intended natue and puose of the transaction, unless
obvious.

3.11 If there is any suspicion of money launderig or terrorist financing, an AI
should pedorm the measures detailed in paragraph 3.10 0) to (v) when caring
out any transaction for a non-account holder regardless of the $120,000

theshold.

Additional requirements for wire transfer & currency exchange transactions
perfòrmed by non-account holders

3.12 This section supersedes paragraph 5.27 of the Guideline.
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3.13 Irrespective of the theshold mentioned in paragraph 3.10 above, the following
requirements apply for wire transfer and curency exchange transactions:

Wire transfërs

3.14 When acting as the ordering institution for a wire transfer of any value the AI
should record the identity and address of the originator. For wire transfers
equal to or exceeding HK$8,000, an AI should verify the originator's identity
by reference to his identity card or travel document (IN 9b L

3.15 When acting as the beneficiar institution for a wire transfer of any value for a
beneficiar who is not an account holder, the AI should record the identity and
address of the recipient. For wie transfers equal to or exceeding HK$8,000, an
AI should verify the recipient's identity by reference to his identity card or
travel document (IN 9bl).

Currency exchange transactions

3.16 When pedorming a curency exchange transaction equivalent to HK$8,000 or
more on behalf of a non-account holder, the AI must record the identity and
address of the individual and verify his identity by reference to his identity card
or travel document (IN 9b L

4. Corporate customers

4.1 This section supersedes paragraphs 5.12 and 5.13 of the Guideline and does not
apply to customers that are bans (covered in section 11 below).

4.2 Where a customer is a company which is listed on a recognised stock exchange
(IN 10) (or is a subsidiar of such a listed compan or is a state-owned
enterprise (IN 11) or is a subsidiar of a listed company or state-owned

enterprise, the customer itself can be regarded as the person whose identity is to
be verified. It will therefore generally be sufficient for an AI to obtain and

retain suffcient information to effectively identify and verify the identity of the
customer (which will include proof of its listed status on a recognised stock
exchange), the natual persons appointed to act on behalf of the customer and
their authority to do so (IN 11). th docUIeats specified ia pargraph 5.11 (IN
12) of the Guidelin vlÎthout th Heed to mak furter eaquiries about th
ideBtty of the priacipal sharholders (IN 13), iooividua directors or account

sigaatories. Ho',:'ewer, evideace tlat an iooividu reresemiag th company
has tle Becessary authority to do so should be sougt and retaaed.

4.3 Where a listed company is effectively controlled by an individual or a small
group of individuals, an AI should consider whether it is necessar to verify the
identity of such individual(s).

4.4 Where a non-ban financial institution is authorized and supervised by the
Securties and Futues Commission ("SFC"), Insurance Authority ("OCI") or
an equivalent authority in a jurisdiction that is a F ATF member or an
comparableequivalent jursdiction (IN 14), it will generally be sufficient for an
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AI to verify that the institution is on the list of authorized (and supervised)

financial institutions in the jursdiction concerned. Evidence that any
individual representing the institution has the necessar authority to do so
should be sought and retained.

4.5 In relation to a company which is not listed (IN 15) on a recognsed stock

exchange (or is not a subsidiar of such a listed company) or not a state-owned
enterprise or is a non-ban fmancial institution other than those mentioned

above in paragniph 4.4, an AI should look behind the company (IN 16) to
identify the beneficial owners and those who have control over the fuds. Ths
means that, in addition to obtaning the documents specified in paragraph 5.11
of the Guideline (IN 12), the AI should verify the identity (IN 17) of all the
principal shareholders (IN 13), at least one two (IN 18) directors (inluin tl

mangia directr) of the company and all its account signatories (IN 19). AIs
should consider the need to verify the identity of additional directors on the
basis of risk and materiality.

4.6 Where the direct customer of an AI is a non-listed company which has a
number of layers of companes in its ownership strctue, the AI is not required,
as a matter of course, to check the details of each of the intermediate companes
(including their directors) in the ownership chain. The objective should be to
follow the chain of ownership to the individuals who are the ultimate principal
beneficial owners of the direct customer of the AI and to verify the identity of
those individuals (IN 20). Where a customer has in its ia the ownership chain
an entity which is
Ú!a company listed on a recognised stock exchange tor isa subsidiar of such

a listed companyj,;
(b) a state-owned enterprise or a subsidiar of a state-owned enterprise;

(c) a financial institution regulated by the HK, SFC or OCI; or
(d) a fmancial institution supervised and regulated by an authority that

pedorms fuctions equivalent to those of the HKM, SFC or OCI for anti-
money laundering and counter terrorist financing (AML/CFT) puroses in
a jurisdiction that is a F ATF member or an equivalent jursdiction,

it should generally be sufficient for the AI to stop at that poIBt an to verify the
identity of that custmerentity in liaccordance with tl recommeadatioas iH
paragraph,S 4.2 and 4.4 above. However, AIs should stil verify the identity of
the beneficial owners in the ownership chain that are not connected with the
above entity.

4.7 An AI should understad the ownership strctue of non-listed corporate
customers and determine the source of fuds (IN 21). As indicated in

paragraph 2.3( d), an unduly complex ownership structue for no good reason is
a risk factor to be taen into account.

4.8 An AI should exercise special care in initiating business transactions with
companes that have nominee shareholders. Satisfactory evidence of the
identity of beneficial owners of such companes should be obtained.

4.9 An AI should also exercise special care in dealing with companes which have
a significant proportion of capital in the form of bearer shares. The AI should
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have procedures to monitor the identity of all principal shareholders. This may
require the AI to consider whether to immobilize the shares, such as by holding
the bearer shares in custody (IN 22).

5. Trust and nominee accounts

5.1 This section should be read in conjunction with paragraph 5.1 7 to 5.20 of the

Guideline.

5.2 An AI should understad the relationship among the relevant paries in
handling a trst or nominee account. There should be satisfactory evidence (IN

23) of the identity of the trstees or nominees, and the persons on whose behalf
they are acting, as well as the details of the natue of the trst or other similar
arangements in place.

5.3 Specifically, in relation to trsts, an AI should obtain satisfactory evidence of
the identity of trstees, protectors (IN 24), settlors/grantors (IN 25) and

beneficiares. Beneficiares should be identified as far as possible where
defined (IN 26 & 27).

5.4 As with other tyes of customer, an AI should adopt a risk-based approach in

relation to trsts and the persons connected with them. The extent of the due
dilgence process should therefore depend on such factors as the natue and
complexity of the trst arangement.

6. Reliance on intermediaries for customer due dilgence

6.1 This section supersedes paragraphs 5.21 and 5.22 of the Guideline. It refers to
intermediares which introduce customers to an AI. Ths however does not
cover outsourcing or agency relationships (i.e. where the agent is acting under a
contractual arangement to car out customer due dilgence. for the AI) and
business relationships, accounts or transactions between financial institutions
(as defined by F ATF) for their clients.

6.1a For the purose ofthis section. intermediar is defined as:

(i) a financial institution regulated by the HKMA, SFC or OCI;

(ii) a person who is professionally or legally registered in Hong Kong as a
lawyer, auditor, accountant, trst company or charered secreta and
who cares on business in Hong Kong as such; or

(iii) a person who cares on business in an equivalent jursdiction being

(A) a financial institution, lawyer, nota public, auditor, accountant,
tax advisor, trst company or charered secretary;

(B) subject _ to mandatory professional registration, licensing or
regulation recognised by law;

(C) subject to requirements consistent with the F ATF stadards; and

(D) supervised for compliance with those requirements.
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6.2 An AI may rely on such intermediares to perform customer due diligence
procedures. However, the ultimate responsibility for knowing the customer
always remains with the AI.

6.3 An AI should assess whether the intermediares they use are "fit and proper"
and are exercising adequate due diligence procedures. In this regard the
following cnteria should be used to identify whether an intermediar can be
relied upon (IN 28):

(a) the customer due dilgence procedures of the intermediar should be as

rigorous as those which the AI would have conducted itself for the
customer;

(b) the AI must satisfy itself as to the reliability of the systems put in place
by the intermediar to verify the identity of the customer; and

(c) the AI must reach agreement with the intermediar that it will be
permtted to verify the due dilgence undertaken by the intermediar at
any stage.

6.4 Repealed.To provide addioBa assmace tlt these crteria can be met, it is
advisable fur an AI to rely, to tl exteat possible, oa iateediares which are
iBCorporated ia, or operatiag from, a jmsdietoa tlat is a PATP member or a
comparblejmisdietoa (IN 14) an:

(a)reguated by tle HK14A, Securties and PeMes Commission or Insmace
Aethrity or by an aetlority tlt performs fwoas eql:Tlaeat to these;
er

(b) if not so regelated, are able to demoastrate that they have adeqtate

procedmes to preveat moaey launderag.

6.5 An AI should conduct periodic reviews to ensure that an intermediar upon
which it relies continues to conform to the criteria set out above. Ths may
involve review of the relevant policies and procedures of the intermediar and
sample checks of the due dilgence conducted.

6.6 An Intermediar Certificate (see Anex) duly signed by the intermediar
should be obtaed by AIs, together with all relevant identification data and
other documentation pertning to the customer's identity (IN 29). Relevant
documentation should consist of either the original documentation (which is
preferable) or copies that have been certified by a suitable certifier.

6.7 The purose of obtaning the underlying documentation is to ensure that it is
imediately available on fie for reference puroses by the AI or relevant
authorities such as the HKM and the JFIU, and for on-going monitoring of
the customer. It will also enable the AI to verify that the intermediar is doing
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its job properly. It is not the intention that the AI should use the documentation,
as a matter of course, to repeat the due dilgence conducted by the intermediar.

Non face-to-face Document Verification

6.8 A suitable certifier will certify that he has seen the original documentation and
that the copy document which has been certified is a complete and accurate
copy of that originaL. The signatue and offcial stamp of the certifier should be
placed on the first page of the copy document and the number of pages should
be recorded. A suitable certifier will either be the intermediar itself or:

(a) an embassy, consulate or high commission of the countr of issue of the
documentar evidence of identity;

(b) a member of the judiciar, a senior civil servant or serving police or
customs offcer in a jursdiction that is a F ATP member or an
comparbleequivalent jurisdiction;

(c) a lawyer, nota public, actu~ eraccountat or a charered secretar
in a jursdiction that is a F ATF member or an comparbleequivalent
jursdiction; or

(ca) a member of th Hoag Koag lastite of Chared Secretares; or

(d) a director, officer or manager of a regulated financial institution
incorporated in, or operating from, a jursdiction that is a F ATF member
or an comparbleeguivalent jursdiction.

7. Client accounts

7.1 This section supersedes paragraph 5.23 of the Guideline. It refers to accounts

opened in the name of a professional intermediar (IN 30) or of a unt trust,
mutual fud, or any other investment scheme (including sta provident fud

and retirement scheme). managed or administered by a professional
intermediar as an agent.

7.2 If a client account is opened on behalf of a single client or there are sub-

accounts for each individual client where fuds are not co-mingled at the AI,
the AI should establish the identity of the underlying client(s) in addition to that
of the intermediar opening the account.

7.3 For a client account in which fuds for individual clients are co-mingled (IN

31), the AI is not required, as a matter of course, to identify the individual

clients. Ths is however subject to the followig (see also paragraph 6.4la

above):

(a) the AI is satisfied that the intermediar has put in place reliable systems

to verify customer identity; and
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(b) the AI is satisfied that the intermediar has proper systems and controls

to allocate fuds in the pooled account to the individual underlying

clients.

7.4 Where an intermediar canot satisfy the above conditions and refuses to
provide information about the identity of underlying clients by claimng, for
example, reliance on professional secrecy, an AI should not permit the
intermediar to open a client account.

7.5 An AI should not be precluded from makng reasonable enquies about
transactions passing through client accounts that give cause for concern or from
reporting those transactions if any suspicion is aroused.

8. Non-face-to-face customers

8.1 Ths section supersedes paragraphs 5.24 and 5.25 of the Guideline.

8.2 An AI should whenever possible conduct a face-to-face intervew with a new
customer to ascert the latter's identity and background information, as par
of the due diligence process. Ths can be pedormed either by the AI itself or
by an intermediar that can be relied upon to conduct proper customer due

dilgence (see section 6 above).

8.3 Ths is paricularly importt for higher risk customers. For the latter, the AI
should ask the customer to make himself available for a face-to-face interview.

8.4 Where face-to-face interview is not conducted, for example where the account
is opened via the internet, an AI should apply equally effective customer

identification procedures and on-going monitoring stadards as for face-to-face
customers.

8.5 Examples of specific measures that AIs can use to mitigate the risk posed by
.such.non",face-to-face.customers include:

(a) certification of identity documents presented by suitable certifiers (see

paragraph 6.8 above);

(b) requisition of additional documents to complement those required for
face-to-face customers;

(c) completion of on-line questionnaires for account opening applications
that require a wide range of information capable of independent

verification (such as confiration with a governent deparent);

(d) independent contact with the customer by the AI;

(e) third par introduction through an intermediar which satisfies the
criteria in paragraphs 6.1a and 6.3 and 6.4 above;
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(f) requiring the first payment from the account to be made through an
account in the customer's name with another AI or foreign ban which
the AI is satisfied has similar customer due diligence stadards to its
own;

(g) more frequent update of 
the information on non-face-to-face customers;

or

(h) in the extreme, refusal of business relationship without face-to-face
contact for higher risk customers.

9. RemittaBeeWire transfer messages

9.1 This section supersedes paragraphs 6.1 to 6.3 of the Guideline. The

requirements are based on the F ATF Special Recommendation on Terrorist
Financing (see paragraph 15.3) that relates to remItcewire transfer and the
associated Interpretative Note.

9.2 An ordering AI must ensure that any wie transfer ofHK$8.000 or more (or its
foreign curency equivalent) is accompaned by the following information: the
originator's name, account number (or unque reference number if no account
exists) and (i) address (IN 32a); or (ii) national identity number (IN32bb); or
(iii) date and place of birt. AIs should ensure that only verified information
accompanes such transfers An orderiag AI IB a reittance trsaetioa ffst

al..vays iaelude ia the remite message the aae of the origiaating customer
an where an aecoUft exists tle aumer of tht aecoUf. The message should
also coataia tle addrss (IN 32a) oftle origiaatiag custmer or, failiag ths, tl

customer's date of birt or the fter of a gOVert issued ideati
doclHeat tle customer holds (e.g. ideatit car, passport) (IN 32b).

9.3 An ordering AI may choose not to include all the above information in the
remitcewire transfer message accompanying a remcewie transfer of

less than HK$8,000 or its equivalent in foreign curencies (IN 32c). The
relevant information about the originator should neverteless (and

notwthstanding paragraph 5.27 of the Guideline (IN 33)) be recorded and

retained by the ordering AI and should be made available withn 3 business
days upon request from either the beneficiar financial institution or
appropriate authorities.

9.4 An ordering AI should adopt a risk-based approach to check whether certin
remittcewire transfers may be suspicious tang into account such factors as
the name of the beneficiar, the destination and amount of the reittcewire

transfer etc.

9.5 In paricular, an ordering AI should exercise care if there is suspicion that a

customer may be effecting a remitancewire transfer transaction on behalf of a
third par. If a remItcewire transfer cares the name of a thrd par as the

ordering person or otherwse does not appear to be consistent with the usual
business / activity of the customer, the customer should be asked to provide
fuher explanation of the natue of the remittancewire transfer.
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19.7

I 9.8

10.3

10.4

9.6 An AI acting as an intermediar in a chain of remitanewire transfers should
ensure that the information in paragraph 9.2 remains with the remittcewire
transfer message throughout the payment chain.

An AI handling incoming remicewire transfers for a beneficiar should
conduct enhanced scrutiny of, and monitor for, remittcewire transfer
messages which do not contain complete originator inormation. Ths can be
done though risk-based methods tang into account factors that may arouse
suspicion (e.g. country of origin of the remItcewire transfer). If necessar,
this may be done after effecting the transaction paricularly for items handled
by straight-through processing.

The beneficiar AI should consider whether unusual remittcewire transfer
transactions should be reported to the JFIU. It may also need to consider
restrcting or terminating its business with a remitting ban that fails to meet
the F ATF stadards.

10. Politically exposed persons

10.1 Ths is a new section not curently covered in the Guideline.

10.2 Business relationships with individuals holding important public positions as
well as persons or companes clearly related to them (i.e. famlies, close
associates etc) expose an AI to paricularly signficant reputation or legal risks.
There should be enhanced due diligence in respect of such politically exposed
persons (PEPs). Whle ths is paricularly relevant to private bang business,
the same enhanced due diligence should apply to PEPsin all business areas.

PEPs are defined as individuals being, or who have been, entrusted with
prominent public fuctions, such as heads of state or of governent, senior
politicians, senior governent, judicial or milita offcials, senior executives
of public organsations and senior political par offcials. The concern is that

there is a possibility, especially in countres where corrption is widespread,
that such PEPs may abuse their public powers for their own ilicit enrchment
through the receipt of bribes etc.

An AI should gathr suffcieat infrmatioa from a He'l Ctstomer, an check
publicly available informatioa to estblish whether or Bot tle eustomer is a PEP
(IN 34). An AI coasideriag to establish a relatioash vlI a persoa suspectd
to be a PEP should ideatify tlat persoa fully, as v/ell as people an companies
tht are clearly related to him. An AI should have appropriate systems and
controls in place to determine, as far as practicable, whether a potential

customer, customer or a connected part of a potential customer or direct
customer (IN 34a) is a PEP. This could be achieved for example, by screenig
the name of the customer and connected paries - against publicly available
inormation or a commercial electronic database to determe whether the
customer or connected paries are politically exposed, before establishing a
business relationship, or performing anyone off transaction equivalent to
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HK$120,000 or more for a non account holder, and on a periodic basis
thereafter.

10.5 An AI should also ascertaia the SOUrce offuds (IN 21) before acceptin a PEP
as customer. Th decisioa to opea an accormt for a PEP should be taa at a

seaior managemeat level.AIs must obta senior management approval before

establishing a business relationship with a customer or a beneficial owner
identified as a PEP. An AI must also obtain senior management approval to
continue the relationship as soon as practicable after an existing customer or a
beneficial owner is identified as a PEP.

1O.5a An AI should tae reasonable measures to identify the source of wealth and
fuds of a customer identified as a PEP (IN 34b); and ensure increased ongoing

monitoring of the customer and his business with the AI throughout the

relationship. This will include a periodic review on at least an anual basis of
the relationship (and account activities).

10.6 Risk factors an AI should consider in handling a business relationship (or
potential relationship) with a PEP include:

(a) any paricular concern over the country where the PEP holds his public
offce or has been entrsted with his public fuctions, tang into

account his position;

(b) any unexplained sources of wealth or income (i.e. value of assets owned

not in line with the PEP's income level);

(c) expected receipts of large sums from governental bodies or state-
owned entities;

(d) source of wealth described as commission eared on governent
contracts;

(e) request by the PEP to associate any form of secrecy with a transaction;

and

(t) use of accounts at a governent-owned ban or of governent
accounts as the source of fuds in a transaction.

11. Correspondent banking

11.1 Ths is a new section not curently covered in the Guideline.

11.2 Correspondent banng is defined as the provision by one ban (the

correspondent) to another ban (the respondent) of credit, deposit, collection,
clearng, payment or other similar services (IN 35).

11.3 An AI providing correspondent banng services should gather sufficient
information about its respondent bans to understand the latter's business. This
basic level of due diligence should be pedormed regardless of whether a credit
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facilty is granted to a respondent ban. AIs should obtain approval from
senior management (IN 36) before establishing new correspondent banng
relationships and document the respective responsibilities of each institution.

11.4 The inormation to be collected (IN 37) should include details about the
respondent ban's management, major business activities, where it is located,
its money launderig prevention efforts (IN 38), the system of ban reguation
and supervision in the respondent ban's countr and the purose of the

account etc.

11.5 An AI should in general establish or continue a correspondent relationship with
a foreign ban only if it is satisfied that the ban is effectively supervised by
the relevant authority.

11.6 In paricular, an AI should not establish or continue a correspondent banng
relationship with a ban incorporated in a jursdiction in which the ban has no
presence and which is unaffliated with a regulated financial group (i.e. a shell
ban).

11.7 An AI should pay paricular attention when maintaining a correspondent
banng relationship with bans incorporated in jursdictions that do not meet
international stadads for the prevention of money laundering. Enhanced due
dilgence will generally be required in such cases, including obtanig details of

the beneficial ownership of such bans and more extensive information about
their policies and procedures to prevent money launderig. There should also
be enhanced procedures in respect of the on-going monitoring of activities
conducted though such correspondent accounts, such as development of
transaction reports for review by the compliance offcer, close monitoring of
suspicious fud transfers etc.

11.8 Paricular care should also be exercised where the AI's respondent bans allow

direct use of the correspondent account by their customers to transact business
on their own behalf (i.e. payable-though accounts). An AI should therefore
establish whether the customers of the respondent ban will be allowed to use
the correspondent banng service and, if so, it should tae steps to require
verification of the identity of such customers. The procedures set out in section
6 should be used in such cases.

11.9 An AI should take appropriate measures to ensure that it does not enter into or
continue a correspondent banng relationship with a ban which is known to
permit its accounts to be used by a shell ban.

12. Existing accounts

12.1 Ths section supersedes paragraph 5.3 of the Guideline.

12.2 .An AI should tae steps to ensure that the records of existing customers remain
up-to-date and relevant. Where necessar, additional evidence of the identity
of existing customers should be obtained to ensure that these comply with the
AI's curent standards.
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12.3 To achieve this, an AI should underte periodic reviews of existing records of
customers. An appropriate time to do so is upon certain trgger events. These
include:

(a) when a signficant (IN 39) transaction is to tae place;

(b) when there is a material change in the way the account is operated;

(c) when the AI's customer documentation stadards change substatially;
or

(d) when the AI is aware that it lacks sufficient information about the
customer.

12.4 "&..ea .tVhere thre is BO specific trgger e'eat, an AI should coasider whether to
requir additioaal iBfrmatioii iii liae witl cUfeat stdads frm those ædstiag
customers that are coasidered to be of highr risk. li doiag so, tle AI should

tae iato accoun tle factors meatioaed ia pargraph 2.3 a-ove. An additioBa
coasideratioa is 'tvhether tle customer was iiiduced by an iatermediar tlat
.....ould BOt have met tl criera specified in paragaphs 6.3 an 6.4 above. For
the avoidance of doubt, even in the absence of an intervening trgger event. an

AI should stil conduct a review at least anualy (IN 39a) on all high-risk
customers to ensure that the customers' records it maintains are kept up-to-date
and relevant. The frequency of such reviews should be documented in the AI's
policies and procedures.

13. On-going monitoring

13.1 This is an area not specifically covered in the Guideline. This section should
however be read in conjunction with sections 8 and 9 of the Guideline.

13.2 In order to satisfy its legal and regulatory obligations, an AI needs to have

systems to enable it to identify and report suspicious transactions. However, it
is not enough to rely simply on the initiative of front-line staff to make ad hoc
reports. An AI should also have management inormation systems (MIS) to
provide managers and compliance officers with timely information on a regular
basis to enable them to detect patterns of unusual or suspicious activity,
paricularly in relation to higher risk accounts.

13.3 Ths also requires the AI to have a good understanding of what is normal and
reasonable activity for paricular tyes of customer, tang into account the
natue of the customer's business. Among other thigs, an AI should tae
appropriate measures to satisfy itself about the source and legitimacy of fuds
to be credited to a customer's account. This is paricularly the case where large
amounts and/or higher risk customers are involved.

13.4 A fuher relevant consideration in respect of fuds derived from outside Hong
Kong is whether the transfer of such fuds may have breached the exchange
controls of the country of origin.
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13.5 MIS reports used for monitoring puroses should be capable of identifying
transactions that are unusual either in terms of amount (for example, by
reference to predetermined limits for the customer in question or to

comparative figures for similar customers) or tye of transaction or other

relevant risk factors. High account activity in relation to the size of the balance
on an account or unusual activity in an account (such as early settlement of
instaent loans by way of cash repayment) may, for example, indicate that

fuds are being "washed" though the account and may trgger fuer

investigation. The AI should tae appropriate follow-up actions on any

unusual activities identified in the MIS reports. The findings and any follow-
up actions taen should be properly documented and the relevant documents

should be maintained for a period not less than six years following the date
when the unusual activity is identified.

13.6 Whle a focus on cash transactions is importt, it should not be exclusive. An
AI should not lose sight of non-cash transactions, e.g. inter-account transfers or
inter-ban transfers. The MIS reports referred to above should therefore
captue not only cash transactions but also those in other forms. The aim
should be to obtain a comprehensive pictue of the customer's transactions and
overall relationship with the AI. In ths regard the overall relationship should

also cover, to the extent possible and using a risk-based approach, the

customer's accounts and transactions with the AI's overseas operations.

14. Jurisdictions which do not or insufficiently apply the FATF
Recommendations

14.1 This is anew section not curently covered in the Guideline.

14.2 Repealed.

14.3 Repealed.

14.4 An AI should apply Recommendation 21 of the FATF revised Fort

Recommendations to jursdictions which do not or insufciently apply the
F ATF Recommendations. This states that:

"Financial institutions should give special attention to business relationships

and transactions with persons, including companies and financial institutions,
from countres which do not or insuffciently apply the F ATF
Recommendations. Whenever these transactions have no apparent economic or
visible lawfl purose, their background and purose should, as far as possible,
be examed, the findings established in wrting, and be available to help
competent authorities."

14.5 Extra care should therefore be exercised by an AI in respect of customers

(including beneficial owners (IN 40)) connected with jursdictions which do
not or insufficiently apply the F ATF Recommendations (IN 3 & 41) or
otherwise pose a higher risk to an AI. In addition to ascertining and

documenting the business rationale for opening an account or applying for
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banng services as required under paragraph 3.2(da) above, an AI should be
fully satisfied with the legitimacy of the source of fuds (IN 21) of such
customers.

14.5a Factors that should be taen into account in determinig whether jursdictions

do not or insuffciently apply the F ATF Recommendations or otherwse pose a
higher risk to an AI include:-

(a) whether the jursdiction is or a signficant number of persons or entities

in that jursdiction are, subject to sanctions, embargoes or similar

measures issued by, for example, the United Nations (U. In addition,

in some circumstaces, a jursdiction subject to sanctions or measures
similar to those issued by bodies such as the UN, but which may not be
unversally recognzed, may be given credence by an AI because of the
stading of the issuer and the natue of the measures;

(b) whether the jursdiction is identified by credible sources as lackig
appropriate AML/CFT laws, reguations and other measures;

( c) whether the jursdiction is identified by credible sources as providing

fuding or support for terrorist activities and has designated terrorist
organsations operating within it; and

(d) whether the jurisdiction is identified by credible sources as having
significant levels of corrption, or other criminal activity.

"Credible sources" refers to information that is produced by well-known bodies
that generally are regarded as reputable and that make such information
publicly and widely available. In addition to the F ATF and F ATF -style

regional bodies, such sources may include, but are not limited to, supra':
national or international bodies such as the International Moneta Fund, and
the Egmont Group of Financial Intellgence Units, as well as relevant national
governent bodies and non-governent organisations. The inormation
provided by these credible sources does not have the effect of law or regulation
and should not be viewed as an automatic determnation that something is of
higher risk.

14.6 For jursdictions with serious deficiencies in applying the. FATF

Recommendations and where inadequate progress has been made to improve
their position, the F ATF may recommend the application of fuer counter-
measures. The specific counter-measures, to be determned by the HKMA in
each case, would be gradual and proportionate to the specific problem of the
jursdiction concerned. The measures will generally focus on more strngent
customer due diligence and enhanced sureilance / reporting of transactions.
An AI should apply the counter-measures determined by HKM from time to
time.

14.7 An AI should be aware of the potential reputation risk of conducting business
in jursdictions which do not or insufficiently apply the F ATF

Recommendations or other jursdictions known to apply inferior standards for
the prevention of money laundering and terrorist financing.
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14.8 If an AI incorporated in Hong Kong has operating unts in such jursdictions,
care should be taken to ensure that effective controls on prevention of money
laundering and terrorist financing are implemented in these unts. In paricular,

the AI should ensure that the policies and procedures adopted in such overseas
unts are equivalent to those adopted in Hong Kong. There should also be
compliance and internal audit checks by staff from the head offce in Hong
Kong. In extreme cases the AI should consider withdrawing from such

jursdictions.

15. Terrorist financing

15.1 This is a new area not curently covered in the Guideline.

15 .2 Terrorist financing generally refers to the caring out of transactions involving

fuds that are owned by terrorists, or that have been, or are intended to be, used
to assist the commission of terrorist acts. Ths has not previously been
explicitly covered under the money laundering regime where the focus is on the
handling of crial proceeds, i.e. the source of fuds is what matters. In

terrorist financing, the focus is on the destination or use of fuds, which may
have derived from legitimate sources.

15.3 Since 9/11 the F ATF has expanded its scope of work to cover matters relating
to terrorist financing. In this context, it has produced nine Special

Recommendations on Terrorist Financing. A list of these can be found on the
F ATF website (htt://www.fatfgafiorg).

15.4 The United Nations Securty Council (USC) has passed varous resolutions to
require sanctions against certn designated terrorists and terrorist organsations.
In Hong Kong, Reguations issued under the United Nations (Sanctions)
Ordinance give effect to these UNSC resolutions. In paricular, the United
Nations Sanctions (Afghansta) Regulation provides, among other thgs, for a

prohibition on makng fuds available to designated terrorists. The list of
designated terrorists is published in the Gazette from time to time.

15.5 In addition, the United Nations (Anti-Terrorism Measures) Ordinance was

enacted on 12 July 2002. This implements the mandatory elements of the

UNSC Resolution 1373. The latter is aimed at combating international
terrorism on varous fronts, including the introduction of measures against
terrorism financing. The Ordinance also implements the most pressing

elements of the FATF's nine Special Recommendations.

15.6 The Ordinance, among other thngs, prohibits the supply of fuds or makng of
fuds available to terrorists or terrorist associates as defined. It also makes it a
statutory requirement for a person to report his knowledge or suspicion that any
property is terrorist property. As with the above mentioned Regulations, a list
of terrorist names will be published in the Gazette from time to time for this
purose.
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15.7 An AI should tae measures to ensure compliance with the relevant reguations
and legislation on terrorist financing. The legal obligations of the AI and those
of its staf should be well understood and adequate guidance and training

should be provided to the latter. The systems and mechansms for identification
of suspicious transactions should cover terrorist financing as well as money
laundering.

15.8 It is paricularly vita that an AI should be able to identify and report

transactions with terronst suspects. To this end, an AI should ensure that it
maintans a database of names and pariculars of terrorist suspects which
consolidates the varous lists that have been made known to it. Alternatively,
an AI may make arangements to secure access to such a database maintained
by third par service providers.

15.9 Such database should, in paricular, include the lists published in the Gazette
and those designated under the US Executive Order of 23 September 2001.
The database should also be subject to timely update whenever there are

changes, and should be made easily accessible by staf for the purose of

identifying suspicious transactions.

15.10 An AI should check the names of both existing customers and new applicants
for business against the names in the database. It should be paricularly alert

I for suspicious remItewire transfers and should bear in mid the role which
non-profit organisations are known to have played in terrorist financing.
Enhanced checks should be conducted before processing a transaction, where
possible, if there are circumstaces giving rise to suspicion.

15.11 The F ATF issued in Apnl 2002 a paper on guidance for financial institutions in
detecting terrorist financing. The document describes the general
characteristics of terrorist financing with case studies ilustrating the maner in
which law enforcement agencies were able to establish a terrorist financing link
based on information reported by financial institutions. Anex 1 of the
document contas a senes of characteristics of financial transactions that have
been lined to terrorist activity in the past.

15.12 An AI should acquaint itself with the PATP paper and should use it as par of
its training material for staff. The paper is available on the F ATF website
(htt://www.fatfgafiorg).

15.13 It should be noted that the list of characteristics only serves to show the tyes
of transaction that could be a cause for additional scrutiny if one or more of the
characteristics is present. The paries involved in the transaction should also be
taen into account, paricularly when the individuals or entities appear on a list
of suspected terrorists.

15.14 Where an AI suspects that a transaction is terrorist-related, it should make a
report to the JFIU and to the HKM. Even if there is no evidence of a direct
terrorist connection, the transaction should stil be reported to the JFIU if it
looks suspicious for other reasons. It may emerge subsequently that there is a
terrorist link.
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16. Risk management

16.1 Ths section should be read in conjunction with section 9 of the Guideline in
relation to the role of the compliance officer.

16.2 The senior management of an AI should be fully committed to establishing
appropriate policies and procedures for the prevention of money laundering and
ensurng their effectiveness. Explicit responsibilty should be allocated withn
an AI for this purose.

16.3 An AI should appoint a compliance offcer as a central reference point for
reporting suspicious transactions. The role of the compliance officer should
not be simply that of a passive recipient of ad hoc reports of suspicious

transactions. Rather, the compliance offcer should play an active role in the
identification and reporting of suspicious transactions. Ths should involve
regular review of exception reports of large or ireguar transactions generated
by the AI's MIS as well as ad hoc reports made by front-line staf. Depending
on the organzation strctue of the AI, the specific tak of reviewing reports
may be delegated to other staf but the compliance offcer should maintain
oversight of the review process.

16.4 The compliance offcer should form' a considered view whether unusual or
suspicious transactions should be reported to the JFIU. In reporting to the JFIU,
the compliance offcer should ensure that all relevant detals are provided in the
report and cooperate fully with the JFIU for the purose of investigation. If a

decision is made not to report an apparently suspicious transaction to the JFIU,
the reasons for ths should be fuly documented by the compliance officer. The
fact that a report may already have been filed with the JFIU in relation to
previous transactions of the customer in question should not necessarly
preclude the makng of a fresh report if new suspicions are aroused.

16.5 More generally, the compliance offcer should have the responsibilty of
checking on an ongoing basis that the AI has policies and procedures to ensure
compliance with legal and regulatory requirements and of testing such
compliance.

16.6 It follows from this that the AI should ensure that the compliance offcer is of
suffcient status withi the organsation, and has adequate resources, to enable

him to pedorm his fuctions.

16.7 Internal audit also has an importt role to play in independently evaluating on

a periodic basis an AI's policies and procedures on money laundering. This
should include checking the effectiveness of the compliance officer fuction,

the adequacy of MIS reports of large or irregular transactions and the quality of
reporting of suspicious transactions. The level of awareness of front line sta

of their responsibilities in relation to the prevention of money laundering
should also be reviewed. As in the case of the compliance officer, the internal
audit fuction should have sufficient expertise and resources to enable it to
car out its responsibilities.
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Annex

INTERMEDIARY CERTIFICATE

I/ e wish to apply for opening an account on behalf of the following

*person( s )/company:

Customer Name

Address

1. I/e confrm that Vwe have verified the customer's identity and address and

enclose herewith *a sumar sheet contaning the following identification data /
the followig identity documents (or copies of such documents duly certified), in
accordance with the requirements set out in the HKM's Guideline on Prevention
of Money Laundering (including its Supplement and the accompanying

Interpretative Notes):

(a) Identity card(s)/passport(s) of *the customer / all authorized signatories,

directors (at least 2 including the managing director) and all principal
shareholders of the company;

(b) Resolution of the board of directors to open account and confer authority on
those who will operate the account;

(c) Certificate of Incorporation;

(d) Business Registration Certificate;

(e) Memorandum and Aricles of Association;

(f) Search record at the Company Registr;

(g) Evidence of address;

(h) Other relevant documents.

2. V We confirm that the *occupation / business activities of the customer is/are

3. I ar e are satisfied as to the source of fuds being used to open the account. The

detals are set out below:
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4. I/e enclose the account opening documents duly completed, and confrm that the

signatue(s) contained in the account opening documents is/are signed by the
customer( s).

5. I/e enclose herewith the evidence of authority for me / us to act on behalf of the
customer in the application for opening and / or operating the account.

* Please delete as appropriate

Signed:

Name:

Position held: at (name of company / firm)

Date:
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INTERPRETATIVE NOTES

General guidance

The revised FATF Forty Recommendations and the Basel CDD requirements: Both the

F ATF and Basel requirements are relevant to the bang sector in Hong Kong. The

former sets out the basic framework for both financial institutions and non-financial

institutions, while the latter (which is recognised to be more rigorous than the FATF

requirements in some respects) is specifically directed towards the prudential

regulation of bans and tailored towards the risks to which bans. are exposed. It is

considered appropriate for the banng industr to adopt enhanced customer due

dilgence (CDD) standards because of the natue of their business. However, some

flexibility is appropriate given the practicalities of implementing the measures and the

fact that not all elements of the requirements are yet fuly developed and may tae

some time to put in place (e.g. regulatory regime for professional intermediares).

Accordingly, where the risk of money laundering is low, the F ATF approach may be

adopted and simplified CDD procedures 'used.

Risk-based approach: AIs should adopt more extensive due diligence for higher risk

customers. Conversely, it is acceptable for AIs to apply a simplified CDD process for

lower risk customers. In general, AIs may apply a simplified CDD process in respect

of a customer or a paricular type of customers where there is no suspicion 1 of money

laundering, and (Para. 2.2):

o the risk2 of money laundering is assessed to be low; or

o there is adequate public disclosure in relation to the customers.

Overriding principle: The guiding principle for the purose of compliance with the

Guideline on Prevention of Money Laundering and its Supplement is that AIs should

be able to justify that they have taen reasonable steps to satisfy themselves as to the

tre identity of their customers including beneficial owners. These measures should be

i There may be instances where the circumstances lead one to be suspicious even though the inherent

risk may be low.
2 This refers to the intrinsic or inerent risk relating to a tye of customer.
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objectively reasonable in the eyes of a third par. In paricular, where an AI is

satisfied as to any matter it should be able to justify its assessment to the HKM or

any other relevant authority. Among other things, ths would require the AI to

document its assessment and the reasons for it.

Terminology

The term "customer" refers to a person who maitains an account with or cares out a

transaction with an AI (i.e. the direct customer3), or a person on whose behalf an

account is maintained or a transaction is cared out (i.e. the beneficial owner). In the

context of cross-border transactions:

(J if a local office has only a marketing relationship with a person who

maintains an account in its overseas offce, the local offce will be

regarded as an intermediar and the person a "customer" of its overseas

office4; and

(J if a local offce cares out transactions for a person with an account

which is domiciled in its overseas office, that person should be regarded

as the "customer" of the local offce as well as its overseas offces.

The term "beneficial owner" refers to the natual person(s) who ultimately owns or

controls a customer and/or the person on whose behalf a transaction is being conducted.

It also incorporates those persons who exercise ultimate effective control over a legal

person or arangement.!!

3 This generally excludes the third paries of a transaction. For example, an ordering AI in an outward

remitteewire transfer transaction does not regard the beneficiar (who has no other relationship with
the AI) as its customer.

4 The overseas offce wil be responsible for the CDD review and on-going monitoring of that customer

in accordance with the group KYC policy and the regulatory requirements in the respective countries.
The local offce may, however, be requested by its overseas offce to perform these on its behalf.

5 A local offce may rely on the CDD review and on-going monitoring caried out by its overseas offce

as an intermediar, provided that a common set of CDD stadards consistent with the F ATF stadards
applies on a bangroup-wide basis. Customer identity information must, nonetheless, be obtained as
a minimum by the local offce (some local offces may have an unfettered nght to access and retreve
all the relevant customer identity information from the group database maintained) although the local
offce may choose not to obtain copies of the identity documentation and records of transactions
performed by the local offce on the customer's behalf as long as the customer documentation and
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Specific guidance

Group customer due dilgence requirements

1. The general priciple is that a common set ofCDD stadards should be applied

on a consolidated basis throughout a banng group. Simplified CDD

procedures might, however, be used by a group company on a paricular tye

of customer where the area of business in question is considered to be of a low

risk in natue. In addition, the use of simplified CDD should be fuly justified,

well documented and properly approved by senior management. Such risk-

based approach should also be clearly set out in the group policies. Where

group standards canot be applied for good reason, e.g. due to legal or
reguatory reasons, deviations should be documented and risk mitigating

measures applied. (Para 1.7)

Customer due diligence

I 2. Repealed.:

3. AIs should adopt a balanced and common sense approach with regard to

customers connected with jursdictions which do not or insuffciently apply the

F ATF Recommendations. Whle extra care may well be justified in such cases,

it is not a requirement that AIs should refuse to do any business with such

customers or automatically classify them as high risk and subject them to

enhanced CDD process. Rather, AIs should weigh all the circumstances of the

paricular situation and assess whether there is a higher than normal risk of

money laundering. (Para 2.3(a) & 14.5)

4. For customers from countres where the citizens do not have any official

identity documents, AIs should adopt a common sense approach to decide what

other unque identification documents can be accepted as a substitute. (Para

3.2(b))

these transaction records kept by the overseas offce wil be made available upon request without
delay.
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5. For domestic (defiaed, for tle purose of tle 81:plemeat, as resideats witl a

right of abode ia Hong Kong permanent residents 6) retail customers, tleir

ideatit may be simplified to ioolude tle four basic elemeats: (i) aare, (ii)

HUer of Heag Koag identty card, (iii) date of birh and (iy) resideatial

address.. For other customers +-, Als shuld also ideatify and Yerify tlir

aatioaalit (through iaspeetiag or obtaag a copy of tlir passport or otlr

forms of trayel documeats), AIs should verify an individual's name, date of

birh and identity card number by reference to his!her identity card. For

nonpermanent residents, AI should additionally verify the individual's

nationality though an inspection of his!her travel document.

AIs should verify the identity of non-residents by reference to their travel

documents (IN 9b ).

When identifying a non-resident who is not physically present in Hong Kong,

AIs should verify the individual's identity by reference to (i) a valid travel

document; (ii) a relevant national identity card bearng the individual's

photograph; or (iii) a valid national drving licence bearing the individual's

photograph issued by a competent national authoritY that verifies the holder's

identity before issuance. (Para 3.3)

6. Geaerally, a "resideBtial address" refes to an addrss vihee a customer

OOatly resides i.vhile a "permaneat address" refers to an address INhere a

customer iateas to stay permaaeatly.Throughout these guidelines reference to

"address" for a natural person means residential address (and permanent

address if different).

AIs should use a common sense approach to handle cases where the- customers

(e.g. students and housewives) are unable to provide address proof.

6 These customers wil have a Hong Kong Permanent Identity Card, wit a leter "A" to indieate that

they ha'le a righ of abode in Hong Kong. The identity card of a permanent resident (i.e. a Hong Kong
Permanent Identity Card) wil have on the front of the card a capital letter "A" underneath the
individual's date of birh. The reverse of the card wil state the holder has the right of abode in Hong
Kong.
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Apar from the methods suggested in paragraph 5.7 of the Guideline (e.g. by

requesting sight of a recent utility or rates bil), AIs may use other appropriate

means, such as home visits, to verify the residential address of a customer, as is

the case for some private banng customers. (Para 3.3)

7. Information about occupation or employer is a relevant piece of information

about a customer but does not form par of the customer's identity requirig

verification. (para 3.3)

8. Exceptions may be made to allow payments to third paries subject to the

following conditions:

o there is no suspicion of money launderig;

o the risk of money laundering is assessed to be low;

o the transaction is approved by senior management, who should tae

account of the natue of the business of the customer before approving

the transaction;

o the names of recipients do not match with watch lists such as those for

terrorist suspects and PEPs; and

o the verification process should be completed within one month tt

moatls for tle first year of implemeatatioa of tle 8upplemeat, i.e. tle

year of 2005) from the date the business relationship was established.

(Para 3.6)

9. The fuds should generally be retued to the account holders. It is up to

individual AIs to decide the means to repay the fuds but AIs must gud

against the risk of money laundering since this is a possible means by which

fuds can be "transformed", e.g. from cash into a cashier order. It is therefore

important for AIs to ensure that they only open accounts with customers where

they have reasonable grounds to believe that the relevant CDD process can be

satisfactorily completed within a reasonable timeframe. (Para 3.7)

" The verificatiofl of natioflalíty is not mandatory tòr an individual viho is a holder of Hong Kong
Permanent Identity Card.
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9a. Transactions underten for non-account holders may include for example wire

transfer or curency exchange transactions, the purchase of a cashier order or

gift cheque. (Para 3.10)

9b. "Travel docmnent" means a passport fumished with a photograph of the holder.

or some other docmneiits establislúng to the satisfaction of an immigration

officer or immigration assistant the identity and nationalitv, domicile or place

of pemianent residence of the holder. The following documents constitute

travel documents for the purose of identity verification:

a Permanent Resident Identity Card of Macau Special Administrative

Region;

a Mainland Travel Permt for Taiwan Residents:

a Seaman's Identity Document (issued under and in accordance with the

International Labour Organisation Convention / Seafarers Identity

Document Convention 1958);

a Taiwan Travel Perniit for Mainland Residents;

a Pennit for residents of Macau issued by Director of Immigration.

a Exit-entry Permit for Travellng to and from Hong Kong and Macau for

Offcial Puroses;

a Exit-entry Permit for Travellng to and from Hong Kong and Macau.

(Para 3.14,3.15 & 3.16)

Corporate customers

10. A recognsed stock exchange is a stock exchange of a jursdiction which is a

member of the F ATF or a specified stock exchange as defined under Schedule

1 to the Securties and Futues Ordinance, but it does not include a stock

exchange of jursdictions which do not or insuffciently apply the F ATF

Recommendations (Anex 2 of the Guideline is superseded). (Para 4.2)

11. A simplified CDn process may be applied to~

(a) state-owned enterprises and their subsidiaries in a jursdiction where the

risk of money laundering is assessed to be low and where the AI has no

doubt as regards the ownership of the enterprise';,; (Par 4.2) or
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(b) companies listed on a recognised stock exchange and their subsidiaries.

AIs should identify and verify the identity of at least 2 account signatories of

such companies and may adopt a risk based approach to determine whether or

not it is necessary to identify and verify the identity of fuer account

signatories. (Para 4.2)

12. Repealed.Obtainiag the Memorandu an P.Jicles of Associatioa of a

corporate customer is BOt a maaatory requiremeat for puroses of pr~leatioa

of moaey lawiering. It is l:p to iooividial Als to decide whetr tley 'NÌll

Heed to hav-e a copy of thse doc1:eats for otl p1:oses. (Par 4.2 & 4.5)

13. A person entitled to exercise or coatrl the exercisecontrol or exercise the

control of 10% or more of the voting rights of a company should be regarded as

a pricipal shareholder of the company. (Para 4.i~)

I 14. ComparbleEquivalent jursdictions are jursdictions (other than F ATF
members) that in the view of the institution sufciently apply stadards of

prevention of money laundering and terrorist financing equivalent to those of

the FA TF. These can be taea to iaclude j1:sdietioas previol:sly ideatified by

tle HKMA: as comparble j1:sdietons, aamely members of th Euopean

Uaioa (iBCliing Gibratar), Neterlands Anlles and Aruba, Isle of Man,

Guersey an Jersey.

In determining whether or not a jursdiction sufciently applies F ATF

stadards in combating money laundering and terrorist financing and meets the

criteria for an comparableequivalent jursdiction, AIs should:

( a) car out their own assessment of the stadards of prevention of money

laundering and terrorist financing adopted by the jurisdiction concerned.

The assessment can be made based on the AI's knowledge and

experience of the jursdiction or market intellgence. The higher the

risk, the greater the due diligence measures that should be applied when

undertakng business with a customer from the jurisdiction concerned;
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(b) pay attention to assessments that have been underten by stadard

setting bodies such as the F ATF and by international financial

institutions such as the International Moneta Fund (lMF). In addition

to the mutual evaluations cared out by the FATF and FATF-style

regional bodies, the IMF and the World Ban, as par of their financial

stabilty assessments of countries and terrtories, have cared out

countr assessments in relation to compliance with prevention of

money launderig and terrorist financing stadards based on the F ATF

Recommendations; and

(c) maita an appropriate degree of ongoing vigilance concernng money

laundering risks and tae into account inormation that is reasonably

available to them about the stadards of anti-money launderig/terrorist

financing systems and controls that operate in the jursdiction with

which any of their customers are associated. (Para 4.4& 6.4)

15. In the case of offshore investment vehicles owned by high net worth

individuas (i.e. the ultimate beneficial owners) who use such vehicles as the

contractual pary to establish a private baning relationship with AIs,

exceptions to the requirement to obtan indepèndent evidence about the
:

ownership, directors and account signatories of the corporate customer may be

made. This means that self-declarations in wrting about the identity of, and

the relationship with, the above paries from the ultimate beneficial owners or

the contractual paries may be accepted, provided that the investment vehicles

are incorporated in a jurisdiction where company searches or certificates of

incumbency (or equivalent) are not available or canot provide meanngful

inormation about their directors and principal shareholders and AIs are

satisfied that:

o they know the identity of the ultimate beneficial owners; and

o there is no suspicion of money laundering.

Such exceptions are allowed on the basis that a comprehensive CDD process

had been cared out in respect of the ultimate beneficial owners. A
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comprehensive CDD process for such customers should generally comprise the

procedures as set out in Anex 2.

Exceptions made should be approved by senior management and properly

documented. (Para 4.5)

16. AIs may rely on the documentation provided by professional thrd paries (such

as lawyers, notaes, actuares, accountats and corporate secretaal service

providers) in Hong Kong on behalf of a corporate customer incorporated in a

countr where company searches are not available, provided that there is no

suspicion arsing from other information collected and these professional third

paries can meet the criteria set out in paragraphs 6.1 a and 6.3 an 6.4 of the

Supplement and IN 28 below. (Para 4.5)

17. AIs may adopt a risk-based approach to decide whether the residential address

of individuals who are connected with a legal person or legal arangement

corporate customers (&;i.e. principal shareholders, directors~ and aecooot

signatories, settlor/grantor/founder, protector(s) or known beneficiar of a legal

arangement) should be verified, provided that the risk-based process is clearly

set out in the AI's policy, the waivers given are in accordance with the policy~

aathe decisions made for such waivers are adequately documented and the

money laundering risk of the customer is low. A waiver should not be given

because of practical diffculties in the verification process. An express tmst

cannot form a business relationship or carry out a one-off transaction itself. It

is the tmstee of the trust who 'wil enter into a business relationship or carr out

the one-off transaction on behalf of the trst and who wil be considered to be

the customer. The address of the trstee in a direct customer relationship

should therefore always be verified. (Para 4.5)

18. il case of one director compaaes, Als are only req1red to verify tl ideatity

of tht director. (para 4.5)Repealed.

19. Als should record the identity (see (IN 5)) of all account signatories (this

obligation does not apply to the staff of an AI acting in their official capacity).

AIs may adopt a risk-based approach to decide whether ththis information
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ideatity of all account sigaatories (including users designated to approve fud

transfers or other e-baning transactions on behalf of the corporate customer)

should be verified, provided that the risk-based process is clearly set out in the

AI's policy, the waivers given are in accordance with the policy and the

decisions made for such waivers are adequately documented. In any case, the

identity of at least two account signatories should be verified. A waiver should

not be given because of practical diffculties in the'verification process. (Para

4.5)

20. For corporate customers with a multi-layer ownership strctue, AIs are only

requied to identify each stage in the ownership chain to obtain a full

understading of the corporate strctue, but it is the natual person at the tòp

of the chain (i.e. not the intermediate owners) whose identity needs to be

verified. (Para 4.6)

21. Apar from those customers specified in the Supplement, AIs should also adopt

a risk-based approach to determine the categories of customers whose source of

fuds should also be ascertined. (Para 4.7,- & 14.5)

22. Where it is not practical to immobilse the bearer shares, AIs should obtain a

declaration from each beneficial owner (i.e. who holds 5% or more of the total

shares) of the corporate customer on the percentage of shareholding. Such

owners should also provide a fuer declaration on anua basis and notify the

AI immediately if the shares are sold, assigned or transferred. (Para 4.9)

Trust and nominee accounts

23. For trsts that are managed by trst companes which are subsidiares (or

afliate companes) of an AI, that AI may rely on its trust subsidiares to

pedorm the CDD process, provided that:

o a wrtten assurance from the trst subsidiar is obtained, confrmng

that evidence of the underlying principals has been obtained, recorded

and retained and that it is satisfied as to the source of fuds;
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(J the trst subsidiar complies with a group Know- Your-Customer (KYC)

policy that is consistent with the F ATF stadards; and

(J the documentation can be made available upon request without delay.

(Para 5.2)

24. AIs may adopt a risk-based approach to determine whether it is necessar to

verify the identity ofprotectors8. (Para 5.3)

25. To the extent that the CDD process on the settlors/asset contrbutors has been

adequately performed, AIs may accept a declaration from the trstee or other

contractual pary to confrm the link or relationship with the settlors/asset

contributors. (Para 5.3)

26. AIs should tr as far as possible to obtain inormation about the identity of

beneficiares but a broad description of the beneficiares such as family

members ofMr XYZ may be accepted. (Para 5.3)

27. Where the identity of beneficiares has not previously been verified, AIs should

assess the need to underte verification when they become aware that any

payment out of the trst account is made to the beneficiares or on their behalf.

In makng ths assessment, AIs should adopt a risk-based approach which

should tae into account the amount(s) involved and any suspicion of money

launderig. A decision not to underte verification should be approved by

senior management. (Para 5.3)

Reliance on intermediaries for customer due diligence

28. AIs should tae reasonable steps to satisfy themselves with regard to the

adequacy of the CDD procedures and systems of intermediares, but may adopt

a risk-based approach to determine the extent of the measures to be taken.

Relevant factors for the purose of assessing the CDD stadards of

intermediares include the extent to which the intermediares are regulated in

accordance with the FA TF requirements and .the legal requirements in the

8 The identity of the "protectors" is relevant information which has to be verified because these persons

can, under certain circumstaces, exercise their powers to replace the existing trstees.
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relevant jursdiction to requie the intermediares to report suspicious

transactions. (Para 6.3)

29. AIs may choose not to obtain, immediately, copies of documentation pertainig

to the customer's identity, provided that they have taen adequate steps to

satisfy themselves that the intermediares will provide these copies upon

request without delay. All the relevant identification data or inormation

should nonetheless be obtaned. (Para 6.6)

Client accounts

30. Examples of professional intermediares include lawyers, accountats, fud

managers, custodians and trstees. (Para 7.1)

31. In certain types of businesses (such as custodian, securties dealing or fud

management), it may be common to have a series of vertically connected single

client accounts or sub-accounts which ultimately lead to a co-mingled client

fud account. AIs may regard such accounts as a co-mingled account to which

the provisions of para 7.3 apply. (Para 7.3)

RemiteeWire transfer messages

32a. It is acceptable for an AI - to include the "correspondence address" of the

originating customer in the remittewire transfer message provided that the

AI is satisfied that the address inormatioa is accute an meæiiagfulhas been

verified. (Para 9.2)

I 32b. In the case of a domestic remItlcewie transfer transaction, the additional
information relating to the originating customer need not be included in the

message provided that the information can be made available to the beneficiar

AI and appropriate authorities by the ordering AI within 3 business days upon

request. For the retrieval of information of earlier transactions (i.e. beyond 6
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months), AIs should make such information available as soon as is practicable.

(Para 9.2)

32bb. National identity number means Hong Kong identity card number or travel

document number. (Para 9.2)

32c. In considering whether to apply the theshold of HK$8,000, AIs should tae

into account the business and operational characteristics of their remItcewie

transfer activities. AIs are encouraged to include, as far as practicable, the

relevant originator information in the remitane messages accompanying efall

reitacewire transfer transactions. The H~MA vAll re'lÎe'li tle applieatioa

ofthe tlieshold at a later date. (Para 9.3)

I 33. The relevant originator information should be recorded and retained in respect
of both account holders and non-account holders. (Para 9.3)

Politically exposed persons

34. AIs should determiae and documeat tleir own crria (iBOluing makag

refereace to publicly a'lailable iBfrmatioH or commercially available databases)

to ideafy PEPs. A risk based approach may be adopted for ideiiifying PEPs

and focus may àe put oa perSOHS from counries th are higher risk from a

corrptioa poiat of. 'fie'll (refereace can be made to puàlicly available

iiûormatioa such as the Corrptioa Perceptioas Inex). (Par 2.3(b) &

WARepealed.

34a. Connected paries to a direct customer include the beneficial owner and any

natual person having power to direct the activities of the customer. For the

avoidance of doubt the term connected pary will include any director, principal

shareholder, beneficial owner, signatory, trustee, settlor/grantor/founder,

protector(s), or dèfined"beneficiar of a legal arangement. (Para 10.4)
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34b. AIs should also consider whether it is appropriate to take measures to verify a

PEP's source of fuds and wealth, in line with its assessment of the risks. (Para

10.5a)

Correspondent banking'

35. This includes the relationships established for securties transactions or fuds
transfers, whether for the respondent ban as a pricipal or for its customers.

(Para 11.2)

36. As long as there is a formal delegation of authority and proper documentation,

AIs may use a risk-based approach to determine the appropriate level of

approval withn the institution that is required for establishing new

correspondent banng relationships. (para 11.3)

37. Information on the authorization status and other details of a respondent ban,

including the system of ban regulation and supervision in its countr, may be

obtaned through publicly available inormation (e.g. public website and anual

reports). (Para 11.4)

38. In assessing the anti-money laundering efforts of a respondent ban in a foreign

countr, AIs should pay attention to whether the respondent ban is permitted

to open accounts for or car out transactions with shell bans. (Para 11.4)

Existing accounts

39. The word "signficant" is not necessarly linked to moneta value. It may

include transactions that are unusual or not in line with an AI's knowledge of

the customer. (Para 12.3(a))

39a. An AI is not required to re-verify the identity or address of an existing

individual customer or connected paries of an existing corporate customer that

are individuals unless there is doubt as to the veracity of the evidence

previously obtained. (Para 12.4)
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Jurisdictions which do not or insuffciently apply the FATF Recommendations

40. Where a customer has one or more (pricipal) beneficial owners connected

with jursdictions which do not or insuffciently apply the F ATF

Recommendations, the general priciple is that the exercise of extra care

should be extended to cases where the beneficial owner(s) has/have a dominant

infuence over the customer concerned. (Para 14.5)

41. AIs may regard F ATF members as jursdictions which have suffciently applied

the FATF Recommendations. (Para 14.5)
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ANEX 1: Repealed
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ANEX 2: Comprehensive CDD Process on Private Banking Customers

A comprehensive CDD process adopted for private banng customers generally

covers the following areas:

o Customer profile

(a) In addition .to the basic information relating to a customer's identity

(see IN.5 and IN.6 above), AIs also obtan the following client profile

information on each of their private bang customers:

purose and reasons for opening the account;

business or employment background;

estimated net worth;

source of wealth;

family background, e.g. information on spouse, parents (in the

case of inherited wealth);

source of fuds (i.e. description of the origin and the means of

transfer for monies that are acceptable for the account opening);

anticipated account activity; and

references (e.g. introduced by whom and when and the lengt

of relationship) or other sources to corroborate reputation

information where available.

All the above information relating to the private banng customer are

to be properly documented in the customer file.

o Global KYC policy

(b) To faciltate customers' referral from overseas offices, AIs are to
maintain global KYC policies to ensure that the same CDD stadards

are applied for all private banng customers on a group-wide basis.
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o Client acceptance

(c) Generally, AIs do not accept customers without a referraL. Walk-in

customers are therefore not generally accepted uness they have at least

a baner's reference.

(d) AIs also do not open private banng accounts without a face-to-face

meeting with the customers, except in rare staces where the visitation

policy set out in (h) below applies.

(e) Acceptance of private bang customers requires approval by senior

management. For high risk or sensitive customers 9, additional

approval from senior management andl the Compliance Deparment

or an independent control fuction (in the context of foreign

subsidiares or branches operating in Hong Kong, the parent ban or

head offce) may be required.

o Dedicated relationship management

(f) Each private banng customer is served by a designated relationship

manager who bears the responsibiiity for CDD and on-going

monitoring.

(g) . AIs are to make sure that the relationship managers have suffcient

time and resources to perform the enhanced CDD process and on-

going monitoring of their private banng customers.

9 Sensitive clients in private baning may include:

o PEPs;

o persons engaged in tyes of business activities or sectors known to be susceptible to money
launderig such as gambling, night clubs, casinos, foreign exchange firms, money changers, ar
dealing, precious stone traders, etc.;

o persons residing in or having funds sourced from countres identified as NCCTs insuffciently

applying the F ATF Recommendations or representing high risk for crie and corrption; and

o any other persons considered by individual AIs to be sensitive.
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o Monitoring

(h) AIs conduct face-to-face meetings with their private banng

customers as far as possible on a reguar basis.

(i) Regular CDD reviews are_conducted for each private banng

customer. For high risk or sensitive customers, such reviews are

pedormed anually or at a more frequent interval and may requie

senior management's involvement. Exceptions may, however, be

allowed for inactive accounts for which CDD reviews should be

conducted immediately prior to a transaction takng place.

G) An effective monitoring system (e.g. based on asset size, asset tuover,

client sensitivity or other relevant criteria) is in place to help identify

any unusual or suspicious transaction on a timely basis.
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1. Introduction

1.1 The curent HKM Guideline on Prevention of Money Laundering (Guideline)
was issued in 1997. Amendments were made in 2000, mainly to take into
account the provisions of the Organzed and Serious Cries (Amendment)
Ordinance 2000.

1.2 A number of signficant developments have taen place since then, which call
for enhanced stadards in the effective prevention of money launderig. These
include, in paricular, the issuace by the Basel Committee on Banng
Supervision of the paper "Customer Due Diligence for Bans" in October 2001
and the revised Fort Recommendations issued by the Financial Action Task
Force on Money Laundering (FATF) in June 2003. Moreover, the 9/11 event
has expanded the scope of the effort on prevention of money laundering to
include the fight against terrorist financing.

1.3 The HK considers it necessar to revise its regulatory requirements to tae
into account recent developments and the initiatives underten by
international bod~es. It is considered appropriate to reflect the changes, for the
time being, in a Supplement to the Guideline pending revision of the Guideline
to consolidate all changes issued since 2000 and achieve greater haronisation
with the requirements of the other financial reguators.

1.4 This Supplement mainly reflects the regulatory stadards recommended in the

Basel Committee paper on customer due diligence and taes into account the
relevant requirements in the FATF revised Fort Recommendations. The
Supplement also incorporates additional gudance issued by the HKMA since
2000 and recommendations related to terrorist financing, including the recently
enacted anti-terrorism legislation in Hong Kong.

1.5 Unless indicated otherwise, provisions in this Supplement should be read or

interpreted in conjunction with the relevant pars of the Guideline (July 2010
version as curently posted in the HK website
(htt//www.info.gov.hklkmo/eng/guide/indexhtm at Guideline 3.3) and the
accompanying interpretative notes (IN).

1.6 Unless otherwse stated, the requirements in ths Supplement apply to all new
customers and existing customers when they are due for review in accordance
with section 12 of this Supplement.

1.7 For Hong Kong incorporated authorized institutions (AIs), the requirements
also apply to their overseas branches or subsidiares (IN 1). Where the local
requirements differ from these requirements, the overseas operations should
apply the higher standard to the extent that local laws permt. Where an
overseas branch or subsidiar is unable to observe group stadards, the HKM
should be informed.

1.8 This revised Supplement will supersede the last version issued on 17 July 2009

with effect from 1 November 2010.
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"1.

2. Customer acceptance policy

2.1 Ths is a new section not curently covered in the Guideline.

2.2 An AI should develop customer acceptace policies and procedures that aim to
identify the types of customer that are likely to pose a higher than average risk
of money laundering (see risk-based approach under the General Guidance
Section of IN). A more extensive customer due diligence process should be

adopted for higher risk customers. There should also be clear internal
guidelines on which level of management is able to approve a business
relationship with such customers.

2.3 In determng the risk profie of a paricular customer or tye of customer, an
AI should tae into account factors such as the following:

(a) the customer's nationality, citizenship and resident status (in the case of

a corporate customer, the customer's place of incorporation), the place
where its business is established, the location of the counterparies with
whom it conducts business, and whether the customer is otherwse
connected with higher risk jursdictions or jursdictions which do not or

insufciently apply the FATF Recommendations (see section 14 below),
or which are known to the AI to lack proper stadards in the prevention
of money laundering or customer due dilgence process (IN 3);

(b) background or profile of the customer such as being, or linked to, a
politically exposed person (see section 10 below) or otherwse being an
individual with high net worth whose source of fuds to be credited to
an account (both initially and thereafer) is unclear;

(c) natue of the customer's business, which may be paricularly
susceptible to money laundering risk, such as money changers or
casinos that handle large amounts of cash;

(d) for a corporate customer, unduly complex strcture of ownership for no
good reason; and

(e) any other information that may suggest that the customer is of higher
risk (e.g. knowledge that the customer has been refused a banng
relationship by another institution).

2.4 Following the initial acceptace of the customer, a pattern of account activity
that does not fit in with the AI's knowledge of the customer may lead the AI to
reclassify the customer as higher risk.

3. Customer due dilgence

3.1 This section reinforces paragraphs 5.1 and 5.2 of the Guideline and introduces

new requirements.

3.2 The customer due diligence process should comprise the following:
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(a) identify the direct customer, i.e. know who the individual or legal entity

is;

(b) verify the customer's identity using reliable, independent source
documents, data or information (IN 4);

(c) identify beneficial ownership and control, i.e. determe which
individual(s) ultimately own(s) or control(s) the direct customer, and/or
the person on whose behalf a transaction is being conducted;

(d) tae reasonable measures to verify the identity of the beneficial owner

of the customer and/or the person on whose behalf a transaction is being
conducted, corroborating the inormation provided in relation to (c);

(da) obtain information on the purose and reason for opening the account or

establishing the relationship, uness it is self-evident; and

(e) conduct on-going due diligence and scrutiny i.e. perform on-going
scrutiny of the transactions and account throughout the course of the
business relationship to ensure that the transactions being conducted are
consistent with the AI's knowledge of the customer, its business and
risk profie, including, where necessar, identifying the source offuds.

3.3 The identity of an individual includes the individual's name (including former
or other name(s)), date of birth, nationality and Hong Kong identity card
number (IN 5). To faciltate on-going due diligence and s"cutiny, information
on the individual's occupation (IN 7) or business should also be obtaned. AIs
should also record and verify the address (IN 6) of a direct customer with

whom it establishes business relations. For connected paries (i.e. account
signatories, directors, principal shareholders, etc.) and transactions undertaken
by nonaccount holders, AIs should determine the need to verify the address of
these paries on the basis of risk and materiality.

3.4 Unwillngness of the customer, for no good reason, to provide the information
requested and to cooperate with the AI's customer due dilgence process may
itself be a factor that should trgger suspicion.

3.5 Where an AI allows confdential numbered accounts (i.e. where the name of
the account holder is known to the AI but is substituted by an account number
or code name in subsequent documentation) the same customer due dilgence
process should apply even if this is conducted by selected staff. The identity of
the account holder should be known to a suffcient number of staff to operate
proper due diligence. Such accounts should in no circumstaces be used to
hide the customer identity from an AI's compliance fuction or from the
HKM.

3.6 An AI should not in general establish a business relationship with a new
customer until the due diligence process is satisfactorily completed. However,
it may be acceptable to allow an account to be opened pending completion of
the verification of identity provided that the necessar evidence of identity is
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promptly obtained. In such a case an AI should not allow fuds to be paid out

of the' account to a third par before the identity of the customer is

satisfactorily verified (IN 8).

3.7 If an account has been opened but the process of verification of identity canot

be successfully completed, the AI should close the account and retu any
fuds to the source from which they were received (IN 9). Consideration

should also be given to whether a report should be made to the Joint Financial
Intellgence Unit (JFIU). The retu of fuds should be subject to any request

from the JFIU to freeze the relevant fuds.

3.8 Afer a business relationship is established, an AI should underte regular

reviews of the existing records relating to the customer to ensure that they
remain up-to-date and relevant. As indicated in paragraph 12.3 an appropriate
time to do so is upon certin trigger events.

Transactions undertaken bv non-account holders

3.9 This section supplements paragraph 5.26 of the Guideline.

3.10 An AI should also conduct the followig when carng out transactions (IN 9a)
exceeding HK$120,000 on behalf of a customer who has not otherwse

established a business relationship with the AI (i.e. a non-account holder)

regardless of whether the transaction is cared out in a single or multiple

operations between which there is an obvious connection:

(i) identify and verify the direct customer;

(ii) identify and verify any natual persons representing the customer,
including the authority such persons have to act;

(ii) enquire if any beneficial owner exists and tae reasonable measures to
verify the identity of any such beneficial owner;

(iv) take reasonable measures to understad the ownership strctue if the
customer is a corporate; and

(v) ascertain the intended natue and purose of the transaction, uness
obvious.

3.11 If there is any suspicion of money laundering or terrorist financing, an AI

should perform the measures detailed in paragraph 3.10 (i) to (v) when caring
out any transaction for a non-account holder regardless of the $120,000

threshold.

Additional requirements for wire transfèr & currency exchange transactions
performed by non-account holders

3.12 Ths section supersedes paragraph 5.27 of the Guideline.

3.13 Irrespective of the threshold mentioned in paragraph 3.10 above, the following
requirements apply for wire transfer and curency exchange transactions:

Wire transfers
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3.14 When acting as the ordering institution for a wire transfer of any value the AI
should record the identity and address of the originator. For wie transfers
equal to or exceeding HK$8,000, an AI should verify the originator's identity
by reference to his identity card or travel document (IN 9b).

3.15 When acting as the beneficiar institution for a wire transfer of any value for a
beneficiar who is not an account holder, the AI should record the identity and
address of the recipient. For wire transfers equal to or exceeding HK$8,000, an
AI should verify the recipient's identity by reference to his identity card or
travel document (IN 9b)).

Currency exchange transactions

3.16 When performing a curency exchange transaction equivalent to HK$8,000 or
more on behalf of a non-account holder, the AI must record the identity and
address of the individual and verify his identity by reference to his identity card
or travel document (IN 9b).

4. Corporate customers

4.1 Ths section supersedes paragraphs 5.12 and 5.13 of the Guideline and does not
apply to customers that are bans (covered in section 11 below).

4.2 Where a customer is a company which is listed on a recognsed stock exchange
(IN 10) or is a state-owned enterprise or is a subsidiar of a listed company or
state-owned enterprise, the customer itself can be regarded as the person whose
identity is to be verified. It will therefore generally be suffcient for an AI to
obtan and retain sufficient information to effectively identify and verify the
identity of the customer (which will include proof of its listed status on a
recognsed stock exchange), the natual persons appointed to act on behalf of
the customer and their authority to do so (IN 11).

4.3 Where a listed company is effectively controlled by an individual or a small
group of individuals, an AI should consider whether it is necessar to verify the
identity of such individual(s).

4.4 Where a non-ban financial institution is authorized and supervised by the
Securties and Futues Commssion ("SFC"), Insurance Authority ("OCI") or
an equivalent authority in a jursdiction that is a F ATF member or an
equivalent jursdiction (IN 14), it will generally be suffcient for an AI to verify
that the institution is on the list of authorized (and supervised) financial

institutions in the jursdiction concerned. Evidence that any individual
representing the institution has the necessar authority to do so should be
sought and retained.

4.5 In relation to a company which is not listed (IN 15) on a recognsed stock

exchange (or is not a subsidiar of such a listed company) or not a state-owned
enterprise or is a non-ban financial institution other than those mentioned

above in paragraph 4.4, an AI should look behind the company (IN 16) to
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identify the beneficial owners and those who have control over the fuds. This
means that, in addition to obtaning the documents specified in paragraph 5.11
of the Guideline, the AI should verify the identity (IN 17) of all the principal
shareholders (IN 13), at least one director of the company and all its account
signatories (IN 19). Als should consider the need to verify the identity of
additional directors on the basis of risk and materiality.

4.6 Where the direct customer of an AI is a non-listed company which has a
number of layers of companes in its ownership structue, the AI is not required,
as a matter of course, to check the detals of each of the intermediate companes
(including their directors) in the ownership chain. The objective should be to
follow the chain of ownership to the individuas who are the ultimate principal
beneficial owners of the direct customer of the AI and to verify the identity of
those individuals (IN 20). Where a customer häs in its ownership chain an
entity which is
(a) a company listed on a recognsed stock exchange or a subsidiar of such a

listed company;
(b) a state-owned enterprise or a subsidiar of a state-owned enterprise;

(c) a financial institution regulated by the HKM, SFC or OCI; or
(d) a financial institution supervised and regulated by an authority that

performs fuctions equivalent to those of the HK, SFC or OCI for anti-
money laundering and counter terrorist financing (AMLlCFT) puroses in
a jursdiction that is a FA TF member or an equivalent jursdiction,

it should generally be sufficient for the AI to verify the identity of that entity in
accordance with paragraphs 4.2 and 4.4 above. However, Als should stil

verify the identity of the beneficial owners in the ownership chai that are not
connected with the above entity.

4.7 An AI should understad the ownership strctue of non-listed corporate
customers and determne the source of fuds (IN 21). As indicated in
paragraph 2.3( d), an unduly complex ownership strctue for no good reason is
a risk factor to be taen into account.

4.8 An AI should exercise special care in initiating business transactions with
companes that have nominee shareholders. Satisfactory evidence of the
identity of beneficial owners of such companes should be obtained.

4.9 An AI should also exercise special care in dealing with companes which have
a significant proportion of capital in the form of bearer shares. The AI should
have procedures to monitor the identity of all principal shareholders. Ths may
require the AI to consider whether to immobilize the shares, such as by holding
the bearer shares in custody (IN 22).

5. Trust and nominee accounts

5.1 Ths section should be read in conjunction with paragraph 5.17 to 5.20 of theGuideline. '
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5.2 An AI should understand the relationship among the relevant paries in
handling a trst or nominee account. There should be satisfactory evidence (IN

23) of the identity of the trstees or nominees, and the persons on whose behalf
they are acting, as well as the details of the natue of the trst or other similar
arangements in place.

5.3 Specifically, in relation to trsts, an AI should obtain satisfactory evidence of
the identity of trstees, protectors (IN 24), settlors/grantors (IN 25) and

beneficiares. Beneficiares should be identified as far as possible where
defined (IN 26 & 27).

5.4 As with other tyes of customer, an AI should adopt a risk-based approach in

relation to trsts and the persons connected with them. The extent of the due
dilgence process should therefore depend on such factors as the natue and
complexity of the trst arangement.

6. Reliance on intermediaries for customer due dilgence

6.1 Ths section supersedes paragraphs 5.21 and 5.22 of the Guideline. It refers to
intermediares which introduce customers to an AI. This however does not
cover outsourcing or agency relationships (i.e. where the agent is acting under a
contractual arangement to car out customer due diligence for the AI) and
business relationships, accounts or transactions between financial institutions
(as defined by F ATF) for their clients.

6.1a For the purose of this section, intermediar is defined as:

(i) a financial institution regulated by the HK, SFC or OCI;

(ii) a person who is professionally or legally registered in Hong Kong as a
lawyer, auditor, accountant, trust company or charered secreta and
who cares on business in Hong Kong as such; or

(iii) a person who caries on business in an equivalent jursdiction being

(A) a financial institution, lawyer, nota public, auditor, accountat,
ta advisor, trst company or charered secreta;

(B) subject to mandatory professional registration, licensing or
regulation recognsed by law;

(C) subject to requirements consistent with the FATF standards; and

(D) supervised for compliance with those requiements.

6.2 An AI may rely on such intermediares to perform customer due diligence
procedures. However, the ultimate responsibility for knowing the customer
always remains with the AI.

6.3 An AI should assess whether the intermediares they use are "fit and proper"
and are exercising adequate due diligence procedures. In this regard the
following criteria should be used to identify whether an intermediar can be
relied upon (IN 28):
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(a) the customer due diligence procedures of the intermediar should be as

rigorous as those which the AI would have conducted itself for the
customer;

(b) the AI must satisfy itself as to the reliability of the systems put in place
by the intermediar to verify the identity of the customer; and

(c) the AI must reach agreement with the intermediar that it will be
permitted to verify the due diligence underten by the intermediar at
any stage.

6.4 Repealed.

6.5 An AI should conduct periodic reviews to ensure that an intermediar upon
which it relies continues to conform to the criteria set out above. This may
involve review of the relevant policies and procedures of the intermediar and
sample checks of the due dilgence conducted.

6.6 An Intermediar Certificate (see Anex) duly signed by the intermediar
should be obtained by AIs, together with all relevant identification data and
other documentation pertning to the customer's identity (IN 29). Relevant
documentation should consist of either the original documentation (which is
preferable) or copies that have been certified by a suitable certifier.

6.7 The purose of obtaining the underlying documentation is to ensure that it is
imediately available on file for reference puroses by the AI or relevant
authorities such as the HKM and the JFIU, and for on-going monitoring of
the customer. It will also enable the AI to verify that the intermediar is doing
its job properly. It is not the intention that the AI should use the documentation,
as a matter of course, to repeat the due dilgence conducted by the intermediar.

Non face-to-face Document.Verification

6.8 A suitable certifier will certify that he has seen the original documentation and
that the copy document which has been, certified is a complete and accurate
copy of that originaL. The signatue and offcial stamp of the certifier should be
placed on the first page of the copy document and the number of pages should
be recorded. A suitable certifier will either be the intermediar itself or:

(a) an embassy, consulate or high commission of the countr of issue of the
documentar evidence of identity;

(b) a member of the judiciar, a senior civil servant or serving police or
customs offcer in a jursdiction that is a FA TF member or an
equivalent jursdiction;

(c) a lawyer, nota public, actuar, accountant or a charered secretar in a
jursdiction that is a F ATF member or an equivalent jursdiction; or
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(d) a director, officer or manager of a regulated financial institution
incorporated in, or operating from, a jursdiction that is a F ATF member
or an equivalent jursdiction.

7. Client accounts

7.1 This section supersedes paragraph 5.23 of the Guideline. It refers to accounts

opened in the name of a professional intermediar (IN 30) or of a unt trust,
mutual fud, or any other investment scheme (including staff provident fud
and retirement scheme) managed or administered by a professional
intermediar as an agent.

7.2 If a client account is opened on behalf of a single client or there are sub-

accounts for each individual client where fuds are not co-mingled at the AI,
the AI should establish the identity of the underlying client(s) in addition to that
of the intennediar opening the account.

7.3 For a client account in which fuds for individual clients are co-mingled (IN

31), the AI is not required, as a matter of course, to identify the individual

clients. This is however subject to the following (see also paragraph 6.1a

above):

(a) the AI is satisfied that the intermediar has put in place reliable systems

to verify customer identity; and

(b) the AI is satisfied that the intermediar has proper systems and controls

to allocate fuds in the pooled account to the individual underlying

clients.

7.4 Where an intermediar canot satisfy the above conditions and refuses to
provide information about the identity of underlying clients by claiming, for
example, reliance on professional secrecy, an AI should not permit the
intermediar to open a client account.

7.5 An AI should not be precluded from makng reasonable enquines about
transactions passing through client accounts that give cause for concern or from
reporting those transactions if any suspicion is aroused.

8. Non-face-to-face customers

8.1 This section supersedes paragraphs 5.24 and 5.25 of the Guideline.

8.2 An AI should whenever possible conduct a face-to-face interview with a new
customer to ascertain the latter's identity and background information, as par
of the due diligence process. This can be performed either by the AI itself or
by an intermediar that can be relied upon to conduct proper customer due

diligence (see section 6 above).
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8.3 This is paricularly importt for higher risk customers. For the latter, the AI

should ask the customer to make himself available for a face-to-face interview.

8.4 Where face-to-face interview is not conducted, for example where the account
is opened via the internet, an AI should apply equally effective customer

identification procedures and on-going monitoring stadards as for face-to-face
customers.

8.5 Examples of specific measures that AIs can use to mitigate the risk posed by
such non-face-to-face customers include:

(a) certification of identity documents presented by suitable certifiers (see

paragraph 6.8 above);

(b) requisition of additional documents to complement those requied for
face-to-face customers;

(c) completion of on-line questionnaires for account openig applications
that requie a wide range of information capable of independent

verification (such as confirmation with a governent deparent);

(d) independent contact with the customer by the AI;

(e) thrd par introduction through an intermediar which satisfies the
criteria in paragraphs 6.1a and 6.3 above;

(f) requiring the first payment from the account to be made though an
account in the customer's name with another AI or foreign ban which
the AI is satisfied has similar customer due dilgence stadards to its
own;

(g) more frequent update of the information on non-face-to-face customers;
or

(h) in the extreme, refusal of business relationship without face-to-face

contact for higher risk customers.

9. Wire transfer messages

9.1 This section supersedes paragraphs 6.1 to 6.3 of the Guideline. The

requirements are based on the FATF Special Recommendation on Terrorist
Financing (see paragraph 15.3) that relates to wire transfer and the associated
Interpretative Note.

9.2 An ordering AI must ensure that any wire transfer ofHK$8,000 or more (or its
foreign curency equivalent) is accompaned by the followig inormation: the
originator's name, account number (or unique reference number if no account
exists) and (i) address (IN 32a); or (ii) national identity number (IN32bb); or
(iii) date and place of birth. Als should ensure that only verified information
accompanes such transfers (IN 32b).
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9.3 An ordering AI may choose not to include all the above information in the wire
transfer message accompanying a wire transfer of less than HK$8,000 or its
equivalent in foreign curencies (IN 32c). The relevant information about the
originator should nevertheless (and notwithstading paragraph 5.27 of the
Guideline (IN 33)) be recorded and retaed by the orderig AI and should be

made available withi 3 business days upon request from either the beneficiar
financial institution or appropriate authorities.

9.4 An ordering AI should adopt a risk-based approach to check whether certin
wie transfers may be suspicious tang into account such factors as the name
of the beneficiar, the destination and amount of the wie transfer etc.

9.5 In paricular, an ordering AI should exercise care if there is suspicion that a

customer may be effecting a wire transfer transaction on behalf of a thrd par.

If a wie transfer cares the name of a third par as the ordering person or

otherwse does not appear to be consistent with the usual business 1 activity of
the customer, the customer should be asked to provide fuher explanation of

the natue of the wire transfer.

9.6 An AI acting as an intermediar in a chain of wire transfers should ensure that
the inormation in paragraph 9.2 remains with the wire transfer message

thoughout the payment chain.

9.7 An AI handling incoming wire transfers for a beneficiar should conduct
enhanced scrutiny of, and monitor for, wire transfer messages which do not
contan complete originator information. Ths can be done though risk-based
methods tang into account factors that may arouse suspicion (e.g. country of
origin of the wire transfer). If necessar, this may be done after effecting the
transaction paricularly for items handled by straight-though processing.

9.8 The beneficiar AI should consider whether unusua wire transfer transactions

should be reported to the JFIU. It may also need to consider restricting or
terminating its business with a remitting ban that fails to meet the F ATF
stadards.

10. Politically exposed persons

10.1 This is a new section not curently covered in the Guideline.

10.2 Business relationships with individuals holding importt public positions as
well as persons or companes clearly related to them (i.e. families, close
associates etc) expose an AI to paricularly signficant reputation or legal risks.
There should be enhanced due diligence in respect of such politically exposed
persons (PEPs). Whle ths is paricularly relevant to private banng business,
the same enhanced due diligence should apply to PEPs in all business areas.

10.3 PEPs are defined as individuals being, or who have been, entrusted with
prominent public fuctions, such as heads of state or of governent, senior
politicians, senior governent, judicial or militar officials, senior executives
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of public organisations and senior political par offcials. The concern is that
there is a possibility, especially in countries where corrption is widespread,
that such PEPs may abuse their public powers for their own ilicit enrchment
through the receipt of bribes etc.

10.4 An AI should have appropriate systems and controls in place to determine, as
far as practicable, whether a potential customer, customer or a connected pary
of a potential customer or direct customer (IN 34a) is a PEP. This could be
achieved for example, by screening the name of the customer and connected
paries agaist publicly available information or a commercial electronic

database to determine whether the customer or connected paries are politically
exposed, before establishing a business relationship, or performing anyone off
transaction equivalent to HK$120,000 or more for a non account holder, and on
a periodic basis thereafter.

10.5 AIs must obtain senior management approval before establishing a business
relationship with a customer or a beneficial owner identified as a PEP. An AI
must also obtain senior management approval to continue the relationship as
soon as practicable after an existing customer or a beneficial owner is identified
as a PEP.

10.5a An AI should tae reasonable measures to identify the source of wealth and
fuds of a customer identified as a PEP (IN 34b); and ensure increased ongoing

monitoring of the customer and his business with the AI throughout the

relationship. This will include a periodic review on at least an anual basis of
the relationship (and account activities).

10.6 Risk factors an AI should consider in handling a business relationship (or
potential relationship) with a PEP include:

(a) any paricular concern over the countr where the PEP holds his public
office or has been entrusted with his public fuctions, tang into

account his position;

(b) any unexplained sources of wealth or income (i.e. value of assets owned

not in line with the PEP's income level);

( c) expected receipts of large sums from governental bodies or state-
owned entities;

(d) source of wealth described as commission eared on governent
contracts;

(e) request by the PEP to associate any form of secrecy with a transaction;

and

(t) use of accounts at a governent-owned ban or of governent
accounts as the source of fuds in a transaction.
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11. Correspondent banking

11.1 This is a new section not curently covered in the Guideline.

11.2 Correspondent banng is defined as the provision by one ban (the
correspondent) to another ban (the respondent) of credit, deposit, collection,
clearng, payment or other similar services (IN 35).

11.3 An AI providing correspondent banng services should gather sufcient
information about its respondent bans to understand the latter's business. Ths
basic level of due dilgence should be performed regardless of whether a credit
facility is granted to a respondent ban. Als should obtan approval from
senior management (IN 36) before establishing new correspondent bang
relationships and document the respective responsibilities of each institution.

11.4 The information to be collected (IN 37) should include details about the
respondent ban's management, major business activities, where it is located,
its money laundering prevention efforts (IN 38), the system of ban reguation
and supervision in the respondent ban's countr and the purose of the

account etc.

11.5 An AI should in general establish or continue a correspondent relationship with
a foreign ban only if it is satisfied that the ban is effectively supervised by
the relevant authority.

11.6 In paricular, an AI should not establish or continue a correspondent banng
relationship with a ban incorporated in a jursdiction in which the ban has no
presence and which is unaffiliated with a regulated financial' group (i.e. a shell
ban).

11.7 An AI should pay paricular attention when maitang a correspondent

bang relationship with bans incorporated in jursdictions that do not meet
international stadards for the prevention of money launderig. Enhanced due
diligence will generally be required in such cases, including obtag details of

the beneficial ownership of such bans and more extensive information about
their policies and procedures to prevent money launderig. There should also
be enhanced procedures in respect of the on-going monitorig of activities
conducted through such correspondent accounts, such as development of
transaction reports for review by the compliance offcer, close monitoring of
suspicious fud transfers etc.

11.8 Paricular care should also be exercised where the AI's respondent bans allow

direct use of the correspondent account by their customers to transact business
on their own behalf (i.e. payable-through accounts). An AI should therefore
establish whether the customers of the respondent ban will be allowed to use
the correspondent banng service and, if so, it should tae steps to require
verification of the identity of such customers. The procedures set out in section
6 should be used in such cases.
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11.9 An AI should tae appropriate measures to ensure that it does not enter into or
continue a correspondent banng relationship with a ban which is known to
permit its accounts to be used by a shell ban.

12. Existing accounts

12.1 Ths section supersedes paragraph 5.3 of the Guideline.

12.2 An AI should tae steps to ensure that the records of existing customers remairi
up-to-date and relevant. Where necessar, additional evidence of the identity
of existing customers should be obtaned to ensure that these comply with the
AI's curent stadards.

12.3 To achieve ths, an AI should underte periodic reviews of existing records of
customers. An appropriate time to do so is upon certin trgger events. These
include:

(a) when a signficant (IN 39) transaction is to tae place;

(b) when there is a material change in the way the account is operated;

(c) when the AI's customer docunentation stadards change substatially;
or

(d) when the AI is aware that it lacks sufficient information about the
customer.

12.4 For the avoidance of doubt, even in the absence of an intervening trgger event,
an AI should stil conduct a review at least anualy (IN 39a) on all high-risk
customers to ensure that the customers' records it maintains are kept up-to-date
and relevant. The frequency of such reviews should be documented in the AI's
policies and procedures.

13. On-going monitoring

13.1 This is an area not specifically covered in the Guideline. This section should
however be read in conjunction with sections 8 and 9 of the Guideline.

13.2 In order to satisfy its legal and regulatory obligations, an AI needs to have

systems to enable it to identify and report suspicious transactions. However, it
is not enough to rely simply on the initiative of front-line sta to make ad hoc
reports. An AI should also have management information systems (MIS) to

provide managers and compliance officers with timely inormation on a regular
basis to enable them to detect patterns of unusual or suspicious activity,
paricularly in relation to higher risk accounts.

13.3 This also requires the AI to have a good understanding of what is normal and

reasonable activity for paricular types of customer, tang into account the
natue of the customer's business. Among other things, an AI should tae
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appropriate measures to satisfy itself about the source and legitimacy of fuds
to be credited to a customer's account. This is paricularly the case where large
amounts and/or higher risk customers are involved.

13.4 A fuher relevant consideration in respect of fuds derived from outside Hong
Kong is whether the transfer of such fuds may have breached the exchange
controls of the countr of origin.

13.5 MIS reports used for monitorig puroses should be capable of identifying
transactions that are unusua either in terms of amount (for example, by
reference to predetermined limits for the customer in question or to

comparative figues for similar customers) or tye of transaction or other
relevant risk factors. High account activity in relation to the size of the balance
on an account or unusual activity in an account (such as early settlement of
instament loans by way of cash repayment) may, for example, indicate that
fuds are being "washed" through the account and may trgger fuher

investigation. The AI should tae appropriate follow-up actions on any

unusual activities identified in the MIS reports. The findings and any follow-
up actions taen should be properly documented and the relevant documents

should be maintained for a period not less than six years following the date
when the unusual activity is identified.

13.6 Whle a focus on cash transactions is importt, it should not be exclusive. An
AI should not lose sight of non-cash transactions, e.g. inter-account transfers or
inter-ban transfers. The MIS reports referred to above should therefore
captue not only cash transactions but also those in other forms. The aim
should be to obtan a comprehensive pictue of the customer's transactions and
overall relationship with the AI. In ths regard the overall relationship should

also cover, to the extent possible and using a risk-based approach, the

customer's accounts and transactions with the AI's overseas operations.

14. Jurisdictions which do not or insuffciently apply the FATF
Recommendations

14.1 This is a new section not curently covered in the Guideline.

14.2 Repealed.

14.3 Repealed.

14.4 An AI should apply Recommendation 21 of the FATF revised Forty
Recommendations to jursdictions which do not or insuffciently apply the
F ATF Recommendations. Ths states that:

"Financial institutions should give special attention to business relationships

and transactions with persons, including companies and financial institutions,
from countres which do not or insufficiently apply the F ATF
Recommendations. Whenever these transactions have no apparent economic or
visible lawfl purose, their background and purose should, as far as possible,
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be examined, the findings established in wrting, and be available to help
competent authorities."

14.5 Extra care should therefore be exercised by an AI in respect of customers

(including beneficial owners (IN 40)) connected with jursdictions which do
not or insuffciently apply the FA TF Recommendations (IN 3 & 41) or
otherwse pose a higher risk to an AI. In addition to ascertnig and

documenting the business rationale for opening an account or applying for
bang services as required under paragraph 3.2(da) above, an AI should be
fully satisfied with the legitimacy of the source of fuds (IN 211 of such
customers.

14.5a Factors that should be taen into account in determinng whether jursdictions
do not or insufciently apply the F ATF Recommendations or otherwse pose a
higher risk to an AI include:

(a) whether the jursdiction is or a signficant number of persons or entities
in that jursdiction are, subject to sanctions, embargoes or similar

measures issued by, for example, the United Nations (U). In addition,

in some circumstaces, a jursdiction subject to sanctions or measures
similar to those issued by bodies such as the UN, but which may not be
unversally recognzed, may be given credence by an AI because of the
stading of the issuer and the natue of the measures;

(b) whether the jursdiction is identified by credible sources as lacking
appropriate AML/CFT laws, reguations and other measures;

(c) whether the jursdiction is identified by credible sources as providing

fuding or support for terrorist activities and has designated terrorist
organsations operating withn it; and

(d) whether the jursdiction is identified by credible sources as having
signficant levels of corrption, or other criminal activity.

"Credible sources" refers to information that is produced by well-known bodies
that generally are regarded as reputable and that make such inormation
publicly and widely available. In addition to the FATF and FATF-style
regional bodies, such sources may include, but are not limited to, supra-
national or international bodies such as the International Monetar Fund, and
the Egmont Group of Financial Intellgence Units, as well as relevant national
governent bodies and non-governent organisations. The information
provided by these credible sources does not have the effect of law or reguation
and should not be viewed as an automatic determation that somethng is of

higher risk.

14.6 For jursdictions with serious deficiencies in applying the FATF
Recommendations and where inadequate progress has been made to improve
their position, the F ATF may recommend the application of fuher counter-
measures. The specific counter-measures, to be determined by the HKMA in
each case, would be gradual and proportionate to the specific problem of the
jursdiction concerned. The measures will generally focus on more stringent

16



customer due diligence and enhanced sureilance 1 reporting of transactions.
An AI should apply the counter-measures determined by HK from time to
time.

14.7 An AI should be aware of the potential reputation risk of conducting business
in jursdictions which do not or insuffciently apply the F ATF

Recommendations or other jursdictions known to apply inerior standards for
the prevention of money launderig and terrorist financing.

14.8 If an AI incorporated in Hong Kong has operating unts in such jursdictions,
care should be taen to ensure that effective controls on prevention of money
laundering and terrorist financing are implemented in these unts. In paricular,

the AI should ensure that the policies and procedures adopted in such overseas
unts are equivalent to those adopted in Hong Kong. There should also be
compliance and internal audit checks by staff from the head offce in Hong
Kong. In extreme cases the AI should consider withdrawing from such

jursdictions.

15. Terrorist financing

15.1 Ths is a new area not currently covered in the Guideline.

15.2 Terrorist financing generally refers to the caring out of transactions involving
fuds that are owned by terrorists, or that have been, or are intended to be, used
to assist the commission of terrorist acts. This has not previously been

explicitly covered under the money laundering regime where the focus is on the
handling of criminal proceeds, i.e. the source of fuds is what matters. In
terrorist financing, the focus is on the destination or use of fuds, which may
have derived from legitimate sources.

15.3 Since 9/11 the FATF has expanded its scope of work to cover matters relating
to terrorist financing. In ths context, it has produced nie Special

Recommendations on Terrorist Financing. A list of these can be found on the
F ATF website (htt://www.fatfgafiorg).

15.4 The United Nations Security Council (USC) has passed varous resolutions to
require sanctions against certin designated terrorists and terrorist organsations.
In Hong Kong, Reguations issued under the United Nations (Sanctions)
Ordinance give effect to these UNSC resolutions. In paricular, the United
Nations Sanctions (Afghansta) Regulation provides, among other things, for a
prohibition on makng fuds available to designated terrorists. The list of
designated terrorists is published in the Gazette from time to time.

15.5 In addition, the United Nations (Anti-Terrorism Measures) Ordinance was

enacted on 12 July 2002. This implements the mandatory elements of the

UNSC Resolution 1373. The latter is aimed at combating international
terrorism on varous fronts, including the introduction of measures against
terrorism financing. The Ordinance also implements the most pressing

elements of the FATF's nine Special Recommendations.
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15.6 The Ordinance, among other thngs, prohibits the supply of fuds or making of
fuds available to terrorists or terrorist associates as defined. It also makes it a
statutory requirement for a person to report his knowledge or suspicion that any
propert is terrorist property. As with the above mentioned Regulations, a list

of terrorist names will be published in the Gazette from time to time for this
purose.

15.7 An AI should take measures to ensure compliance with the relevant regulations
and legislation on terrorist financing. The legal obligations of the AI and those
of its sta should be well understood and adequate gudance and training

should be provided to the latter. The systems and mechansms for identification
of suspicious transactions should cover terrorist financing as well as money
laundering.

15.8 It is paricularly vita that an AI should be able to identify and report

transactions with terrorist suspects. To this end, an AI should ensure that it
maintains a database of names and pariculars of terrorist suspects which
consolidates the varous lists that have been made known to it. Alternatively,
an AI may make arangements to secure access to such a database maintained
by thid par service providers.

15.9 Such database should, in paricular, include the lists published in the Gazette
and those designated under the US Executive Order of 23 September 2001.
The database should also be subject to timely update whenever there are

changes, and should be made easily accessible by staff for the purose of
identifying suspicious transactions.

15.10 An AI should check the names of both existing customers and new applicants
for business against the names in the database. It should be paricularly alert
for suspicious wire transfers and should bear in mind the role which non"'profit
organsations are known to have played in terrorist financing. Enhanced
checks should be conducted before processing a transaction, where possible, if
there are circumstances giving rise to suspicion.

15.11 The F ATF issued in April 2002 a paper on guidance for financial institutions in
detecting terrorist financing. The document describes the general
characteristics of terrorist financing with case studies ilustrating the maner in
which law enforcement agencies were able to establish a terrorist financing link
based on information reported by financial institutions. Anex 1 of the
document contans a series of characteristics of financial transactions that have
been linked to terrorist activity in the past.

15.12 An AI should acquaint Itselfwith the FATF paper and should use it as par of
its training material for staff. The paper is available on the F ATF website
(htt://www.fatfgafiorg).

15.13 It should be noted that the list of characteristics only serves to show the tyes
of transaction that could be a cause for additional scrutiny if one or more of the
characteristics is present. The paries involved in the transaction should also be
taen into account, paricularly when the individuals or entities appear on a list
of suspected terrorists.
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15.14 Where an AI suspects that a transaction is terrorist-related, it should make a
report to the JFIU and to the HKM. Even if there is no evidence of a direct
terrorist connection, the transaction should stil be reported to the JFIU if it
looks suspicious for other reasons. It may emerge subsequently that there is a
terrorist link.

16. Risk management

16.1 This section should be read in conjunction with section 9 of the Guideline in
relation to the role of the compliance officer.

16.2 The senior management of an AI should be fuly committed to establishing
appropriate policies and procedures for the prevention of money laundering and
ensurg their effectiveness. Explicit responsibilty should be allocated withn
an AI for this purose.

16.3 An AI should appoint a compliance offcer as a central reference point for
reporting suspicious transactions. The role of the compliance offcer should
not be simply that of a passive recipient of ad hoc reports of suspicious

transactions. Rather, the compliance officer should play an active role in the
identification and reporting of suspicious transactions. Ths should involve
regular review of exception reports of large or irregular transactions generated
by the AI's MIS as well as ad hoc reports made by front-line staf. Depending
on the organzation structue of the AI, the specific task of reviewig reports
may be delegated to other staff but the compliance offcer should maintain
oversight of the review process.

16.4 The compliance offcer should form a considered view whether unusual or
suspicious transactions should be reported to the JFIU. In reporting to the JFIU,
the compliance officer should ensure that all relevant details are provided in the
report and cooperate fully with the JFIU for the purose of investigation. If a

decision is made not to report an apparently suspicious transaction to the JFIU,
the reasons for this should be fuly documented by the compliance offcer. The
fact that a report may already have been filed with the JFIU in relation to
previous transactions of the customer in question should not necessarly
preclude the makg of a fresh report if new suspicions are aroused.

16.5 More generally, the compliance offcer should have the responsibility of
checking on an ongoing basis that the AI has policies and procedures to ensure
compliance with legal and regulatory requirements and of testing such
compliance.

16.6 It follows from this that the AI should ensure that the compliance offcer is of
suffcient status within the organisation, and has adequate resources, to enable
him to perform his fuctions.

16.7 Internal audit also has an importt role to play in independently evaluating on

a periodic basis an AI's policies and procedures on money laundering. This
should include checking the effectiveness of the compliance officer fuction,
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the adequacy of MIS reports of large or irregular transactions and the quality of
reporting of suspicious transactions. The level of awareness of front line sta

of their responsibilities in relation to the prevention of money laundering
should also be reviewed. As in the case of the compliance offcer, the internal
audit fuction should have sufficient expertise and resources to enable it to
car out its responsibilities.

Hong Kong Moneta Authority
July 2010
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Annex

INTERMEDIARY CERTIFICATE

I/ e wish to apply for opemng an account on behalf of the following

*person( s )/company:

Customer Name

Address

1. I/ e confrm that I1we have verified the customer's identity and address and

enclose herewith *a sumar sheet containing the following identification data 1
the following identity documents (or copies of such documents duly certified), in
accordance with the requirements set out in the HKM's Guideline on Prevention
of Money Launderig (including its Supplement and the accompanying

Interpretative Notes):

(a) Identity card(s)/passport(s) of *the customer 1 all authorized signatories,

directors (at least 2 including the managing director) and all principal
shareholders of the company;

(b) Resolution of the board of directors to open account and confer authority on
those who will operate the account;

(c) Certificate of Incorporation;

(d) Business Registration Certificate;

(e) Memorandum and Aricles of Association;

(f) Search record at the Company Registry;

(g) Evidence of address;

(h) Other relevant documents.

2. II We confirm that the *occupation 1 business activities ofthe customer islare

3. I am e are satisfied as to the source of fuds being used to open the account. The

detals are set out below:
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4. I/We enclose the account openig documents duly completed, and confrm that the
signatue(s) contained in the account opening documents islare signed by the
customer( s).

5. I/ e enclose herewith the evidence of authority for me 1 us to act on behalf of the

customer in the application for opening and 1 or operating the account.

* Please delete as appropriate

Signed:

Name:

Position held: at (name of company 1 firm)

Date:
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INTERPRETATIVE NOTES

General guidance

The revised FATF Forty Recommendations and the Basel CDD requirements: Both the

F ATF and Basel requirements are relevant to the bang sector in Hong Kong. The

former sets out the basic framework for both financial institutions and non-financial

institutions, while the latter (which is recognsed to be more rigorous than the FATF

requirements in some respects) is specifically directed towards the prudential

regulation of ban and talored towards the risks to which bans are exposed. It is

considered appropriate for the banng industr to adopt enhanced customer due

diligence (CDD) standards because of the natue of their business. However, some

flexibilty is appropriate given the practicalities of implementing the measures and the

fact that not all elements of the requirements are yet fully developed and may tae

some time to put in place (e.g. reguatory regime for professional intermediaries).

Accordingly, where the risk of money laundering is low, the F ATF approach may be

adopted and simplified CDD procedures used.

Risk-based approach: Als should adopt more extensive due diligence for higher risk

customers. Conversely, it is acceptable for AIs to apply a simplified CDD process for

lower risk customers. In general, AIs may apply a simplified CDD process in respect

of a customer or a paricular tye of customers where there is no suspicion i of money

laundering, and (Para. 2.2):

i: the risie of money laundering is assessed to be low; or

i: there is adequate public disclosure in relation to the customers.

Overriding principle: The guiding priciple for the purose of compliance with the

Guideline on Prevention of Money Laundering and its Supplement is that Als should

be able to justify that they have taen reasonable steps to satisfy themselves as to the

true identity of their customers including beneficial owners. These measures should be

i There may be instaces where the circumstaces lead one to be suspicious even though the inherent

risk may be low.
2 This refers to the intrinsic or inerent risk relating to a tye of customer.
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objectively reasonable in the eyes of a thrd pary. In paricular, where an AI is

satisfied as to any matter it should be able to justify its assessment to the HKM or

any other relevant authority. Among other things, this would require the AI to

document its assessment and the reasons for it.

Terminology

The term "customer" refers to a person who maintans an account with or cares out a

transaction with an AI (i.e. the direct customer3), or a person on whose behalf an

account is maintained or a transaction is cared out (i.e. the beneficial owner). In the

context of cross-border transactions:

i: if a local office has only a marketing relationship with a person who

maintains an account in its overseas offce, the local office will be

regarded as an intermediar and the person a "customer" of its overseas

offce4. and,

i: if a local office caries out transactions for a person with an account

which is domiciled in its overseas office, that person should be regarded

as the "customer" of the local offce as well as its overseas officeS.

The term "beneficial owner" refers to the natual person(s) who ultimately owns or

controls a customer and/or the person on whose behalf a transaction is being conducted.

It also incorporates those persons who exercise ultimate effective control over a legal

person or arangement.

3 This generally excludes the third paries of a transaction. For example, an orderig AI in an outward

wire transfer transaction does not regard the beneficiar (who has no other relationship with the AI) as
its customer.

4 The overseas offce wil be responsible for the CDD review and on-going monitoring of that customer

in accordance with the group KYC policy and the regulatory requirements in the respective countries.
The local offce may, however, be requested by its overseas offce to perform these on its behalf.

5 A local office may rely on the CDD review and on-going monitorig cared out by its overseas offce

as an intermediar, provided that a common set of CDD standards consistent with the FA TF stadards
applies on a bangroup-wide basis. Customer identity information must, nonetheless, be obtained as
a minimum by the local offce (some local offces may have an unfettered right to access and retrieve
all the relevant customer identity information from the group database maintained) although the local
offce may choose not to obtain copies of the identity documentation and records of transactions
performed by the local office on the customer's behalf as long as the customer documentation and

24



Specific guidance

Group customer due diligence requirements

1. The general principle is that a common set of CDD stadards should be applied

on a consolidated basis thoughout a bang group. Simplified CDn
procedures might, however, be used by a group company on a paricular tye

of customer where the area of business in question is considered to be of a low

risk in natue. In addition, the use of simplified CDD should be fuly justified,

well documented and properly approved by senior management. Such risk-

based approach should also be clearly set out in the group policies. Where

group stadards canot be applied for good reason, e.g. due to legal or
reguatory reasons, deviations should be documented and risk mitigating

measures applied. (Para 1.7)

Customer due diligence

2. Repealed.

3. Als should adopt a balanced and common sense approach with regard to

customers connected with jursdictions which do not or insufficiently apply the

F ATF Recommendations. Whle extra care may well be justified in such cases,

it is not a requirement that Als should refuse to do any business with such

customers or automatically classify them as high risk and subject them to

enhanced CDD process. Rather, AIs should weigh all the circumstaces of the

paricular situation and assess whether there is a higher than normal risk of

money laundering. (Para 2.3(a) & 14.5)

4. For customers from countres where the citizens do not have any official

identity documents, Als should adopt a common sense approach to decide what

other unque identification documents can be accepted as a substitute. (Para

3.2(b))

these transaction records kept by the overseas offce wil be made available upon request without
delay.
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5. For Hong Kong permanent residents 6, Als should verify an individual's name,

date of birth and identity card number by reference to his!her identity card. For

nonpermanent residents, AI should additionally verify the individual's

nationality though an inspection of his!her travel document.

AIs should verify the identity of non-residents by reference to their travel

documents (IN 9b).

When identifying a non-resident who is not physically present in Hong Kong,

AIs should verify the individual's identity by reference to (i) a valid travel

document; (ii) a relevant national identity card bearng the individua's

photograph; or (iii) a valid national drving licence bearng the individua's

photograph issued by a competent national authority that verifies the holder's

identity before issuace. (Para 3.3)

6. Throughout these guidelines reference to "address" for a natual person means

residential address (and permanent address if different).

Als should use a common sense approach to handle cases where the customers

(e.g. students and housewives) are unable to provide address proof.

Apar from the methods suggested in paragraph 5.7 of the Guideline (e.g. by

requesting sight of a recent utility or rates bil), Als may use other appropriate

means, such as home visits, to verify the residential address of a customer, as is

the case for some private banng customers. (Para 3.3)

7. Information about occupation or employer is a relevant piece of information

about a customer but does not form par of the customer's identity requirng

verification. (Para 3.3)

8. Exceptions may be made to allow payments to third paries subject to the

following conditions:

6 These customers wil have a Hong Kong Permanent Identity Card. The identity card of a permanent

resident (i.e. a Hong Kong Permanent Identity Card) wil have on the front of the card a capital letter
"A" underneath the individual's date of birh. The reverse of the card wil state the holder has the
right of abode in Hong Kong.
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° there is no suspicion of money laundering;

° the risk of money launderig is assessed to be low;

° the transaction is approved by senior management, who should take

account of the natue of the business of the customer before approving

the transaction;

° the names of recipients do not match with watch lists such as those for

terrorist suspects and PEPs; and

° the verification process should be completed with one month from the

date the business relationship was established. (Para 3.6)

9. The fuds should generally be retued to the account holders. It is up to

individual Als to decide the means to repay the fuds but AIs must guard

against the risk of money laundering since this is a possible means by which

fuds can be "transformed", e.g. from cash into a cashier order. It is therefore

important for Als to ensure that they only open accounts with customers where

they have reasonable grounds to believe that the relevant CDD process can be

satisfactorily completed within a reasonable timeframe. (Para 3.7)

9a. Transactions underten for non-account holders may include for example wire

transfer or curency exchange transactions, the purchase of a cashier order or

gift cheque. (Para 3.10)

9b. "Travel document" means a passport fushed with a photograph of the holder,

or some other documents establishing to the satisfaction of an immgration

offcer or immigration assistant the identity and nationality, domicile or place

of permanent residence of the holder. The following documents constitute

travel documents for the purose of identity verification:

0, Permanent Resident Identity Card of Macau Special Administrative

Region;

° Mainland Travel Permt for Taiwan Residents;

° Seaman's Identity Document (issued under and in accordance with the

International Labour Organisation Convention 1 Seafarers Identity

Document Convention 1958);
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o Taiwan Travel Permit for Mainland Residents;

o Permt for residents of Macau issued by Director of Imigration.

o Exit-entr Permit for Travelling to and from Hong Kong and Macau for

Offcial Puroses;

o Exit-entr Permit for Travelling to and from Hong Kong and Macau.

(Para 3.14,3.15 & 3.16)

Corporate customers

10. A recognised stock exchange is a stock exchange of a jurisdiction which is a

member of the F ATF or a specified stock exchange as defined under Schedule

1 to the Securties, and Futues Ordinance, but it does not include a stock

exchange of jursdictions which do not or insuffciently apply the F ATF

Recommendations (Anex 2 of the Guideline is superseded). (Para 4.2)

11. A simplified CDD process may be applied to:

(a) state-owned enterprises and their subsidiares in a jursdiction where the

risk of money laundering is assessed to be low and where the AI has no

doubt as regards the ownership of the enterprise; or

(b) companes listed on a recognsed stock exchange and their subsidiares.

Als should identify and verify the identity of at least 2 account signatories of

such companes and may adopt a risk based approach to determine whether or

not it is necessar to identify and verify the identity of fuher account

signatories. (Para 4.2)

12. Repealed.

13. A person entitled to control or exercise the control of 10% or more of the

voting rights of a company should be regarded as a pricipal shareholder of the

company. (Para 4.5)

14. Equivalent jursdictions are jursdictions (other than FATF members) that in

the view of the institution suffciently apply standards of prevention of money

laundering and terrorist financing equivalent to those of the FATF.
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In determning whether or not a jursdiction suffciently applies F ATF

stadards in combating money laundering and terrorist financing and meets the

criteria for an equivalent jursdiction, AIs should:

(a) car out their own assessment of the stadards of prevention of money

laundering and terrorist financing adopted by the jursdiction concerned.

The assessment can be made based on the AI's knowledge and

experience of the jursdiction or market intellgence. The higher the

risk, the greater the due dilgence measures that should be applied when

undertng business with a customer from the jurisdiction concerned;

(b) pay attention to assessments that have been underten by stadard

setting bodies such as the F ATF and by international financial

institutions such as the International Moneta Fund (IMF). In addition

to the mutual evaluations cared out by the F ATF and F ATF -style

regional bodies, the IMF and the Wodd Ban, as par of their financial

stabilty assessments of countres and terrtories, have cared out

countr assessments in relation to compliance with prevention of

money laundering and terrorist financing stadards based on the F ATF

Recommendations; and

(c) maintan an appropriate degree of ongoing vigilance concerng money

laundering risks and tae into account information that is reasonably

available to them about the standards of anti-money laundering/terrorist

financing systems and controls that operate in the jursdiction with

which any of their customers are associated. (Para 4.4)

15. In the case of offshore investment vehicles owned by high net worth

individuals (i.e. the ultimate beneficial owners) who use such vehicles as the

contractual pary to establish a private banng relationship with Als,

exceptions to the requirement to obtain independent evidence about the

ownership, directors and account signatories of the corporate customer may be

made. Ths means that self-declarations in wrting about the identity of, and

the relationship with, the above paries from the ultimate beneficial owners or
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the contractual paries may be accepted, provided that the investment vehicles

are incorporated in a jursdiction where company searches or certificates of

incumbency (or equivalent) are not available or canot provide meanngful

information about their directors and pricipal shareholders and AIs are

satisfied that:

o they know the identity of the ultimate beneficial owners; and

o there is no suspicion of money laundering.

Such exceptions are allowed on the basis that a comprehensive CDD process

had been cared out in respect of the ultimate beneficial owners. A

comprehensive CDD process for such customers should generally comprise the

procedures as set out in Anex 2.

Exceptions made should be approved by senior management and properly

documented. (Para 4.5)

16. AIs may rely on the documentation provided by professional third paries (such

as lawyers, notaies, actuares, accountats and corporate secretaal service

providers) in Hong Kong on behalf of a corporate customer incorporated in a

countr where company searches are not available, provided that there is no

suspicion arsing from other information collected and these professional third

paries can meet the criteria set out in paragraphs 6.1a and 6.3 of the

Supplement and IN 28 below. (Para 4.5)

17. Als may adopt a risk-based approach to decide whether the residential address

of individuals who are connected with a legal person or legal arangement (i.e.

principal shareholders, directors, signatories, settlorlgrantorlfounder,

protector(s) or known beneficiar of a legal arangement) should be verified,

provided that the risk-based process is clearly set out in the AI's policy, the

waivers given are in accordance with the policy, the decisions made for such

waivers are adequately documented and the money laundering risk of the

customer is low. A waiver should not be given because of practical diffculties

in the verification process. An express trst canot form a business relationship

or car out a one-off transaction itself. It is the trstee of the trust who will
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enter into a business relationship or car out the one-off transaction on behalf

of the trust and who will be considered to be the customer. The address of the

trstee in a direct customer relationship should therefore always be verified.

(Para 4.5)

18. Repealed.

19. AIs should record the identity (see (IN 5)) of all account signatories (ths

obligation does not apply to the staff of an AI acting in their offcial capacity).

AIs may adopt a risk-based approach to decide whether this information

(including users designated to approve fud transfers or other e-banng

transactions on behalf of the corporate customer) should be verified, provided

that the risk-based process is clearly set out in the AI's policy, the waivers

given are in accordance with the policy and the decisions made for such

waivers are adequately documented. In any case, the identity of at least two

account signatories should be verified. A waiver should not be given because

of practical difficulties in the verification process. (Para 4.5)

20. For corporate customers with a multi-layer ownership structue, Als are only

required to identify each stage in the ownership chain to obtain a full

understading of the corporate strctue, but it is the natual person at the top

of the chain (i.e. not the intermediate owners) whose identity needs to be

verified. (Para 4.6)

21. Apar from those customers specified in the Supplement, Als should also adopt

a risk-based approach to determine the categories of customers whose source of

fuds should also be ascertined. (Para 4.7 & 14.5)

22. Where it is not practical to immobilise the bearer shares, Als should obtain a

declaration from each beneficial owner (i.e. who holds 5% or more of the total

shares) of the corporate customer on the percentage of shareholding. Such

owners should' also provide a fuer declaration on anual basis and notify the

AI immediately if the shares are sold, assigned or transferred. (Para 4.9)
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Trust and nominee accounts

23. For trsts that are managed by trst companes which are subsidiares (or

afliate companes) of an AI, that AI may rely on its trust subsidiares to

perform the CDD process, provided that:

o a wrtten assurance from the trst subsidiar is obtained, confrming

that evidence of the underlying principals has been obtaed, recorded

and retained and that it is satisfied as to the source of fuds;

o the trst subsidiar complies with a group Know- Your-Customer (KYC)

policy that is consistent with the F ATF stadards; and

o the documentation can be made available upon request without delay.

(Para 5.2)

24. Als may adopt a risk-based approach to determine whether it is necessar to

verify the identity of protectors 7. (Para 5.3)

25. To the extent that the CDD process on the settlorslasset contrbutors has been

adequately performed, Als may accept a declaration from the trstee or other

contractual par to confrm the link or relationship with the settlorslasset

contrbutors. (Para 5.3)

26. AIs should tr as far as possible to obtain inormation about the identity of

beneficiaries but a broad description of the beneficiares such as family

members ofMr XYZ may be accepted. (Para 5.3)

27. Where the identity of beneficiares has not previously been verified, Als should

assess the need to undertake verification when they become aware that any

payment out of the trst account is made to the beneficiares or on their behalf.

In makng this assessment, Als should adopt a risk-based approach which

should tae into account the amount(s) involved and any suspicion of money

laundering. A decision not to underte verification should be approved by

senior management. (Para 5.3)

7 The identity of the "protectors" is relevant information which has to be verified because these persons

can, under certin circumstances, exercise their powers to replace the existing trstees.
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Reliance on intermediaries for customer due diligence

28. Als should tae reasonable steps to satisfy themselves with regard to the

adequacy of the CDD procedures and systems of intermediares, but may adopt

a risk-based approach to determine the extent of the measures to be taken.

Relevant factors for the purose of assessing the CDD stadards of

intermediares include the extent to which the intermediares are regulated in

accordance with the F ATF requirements and the legal requiements in the

relevant jursdiction to require the intermediares to report suspicious

transactions. (Para 6.3)

29. Als may choose not to obtain, immediately, copies of documentation pertining

to the customer's identity, provided that they have taen adequate steps to

satisfy themselves that the intermediares will provide these copies upon

request without delay. All the relevant identification data or information

should nonetheless be obtained. (Para 6.6)

Client accounts

30. Examples of professional intermediares include lawyers, accountats, fud

managers, custodians and trstees. (Para 7.1)

31. In certn types of businesses (such as custodian, securties dealing or fud

management), it may be common to have a series of vertically connected single

client accounts or sub-accounts which ultimately lead to a co-mingled client

fud account. AIs may regard such accounts as a co-mingled account to which

the provisions of para 7.3 apply. (Para 7.3)
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Wire transfer messages

32a. It is acceptable for an AI to include the "correspondence address" of the

originating customer in the wire transfer message provided that the AI is

satisfied that the address has been verified. (Para 9.2)

32b. In the case of a domestic wire transfer transaction, the additional information

relating to the originating customer need not be included in the message

provided that the information can be made available to the beneficiar AI and

appropriate authorities by the ordering AI withn 3 business days upon request.

For the retrieval of inormation of earlier transactions (i.e. beyond 6 months),

Als should make such information available as soon as is practicable. (Para 9.2)

32bb. National identity number means Hong Kong identity card number or travel

document number. (Para 9.2)

32c. In considering whether to apply the threshold of HK$8,000, Als should take

into account the business and operational characteristics of their wire transfer

activities. Als are encouraged to include, as far as practicable, the relevant

originator information in the messages accompanying all wire transfer

transactions. (Para 9.3)

33. The relevant originator information should be recorded and retaned in respect

of both account holders and non-account holders. (Para 9.3)

Politically exposed persons

34. Repealed.

34a. Connected paries to a direct customer include the beneficial owner and any

natual person having power to direct the activities of the customer. For the

avoidance of doubt the term connected pary wil include any director, principal

shareholder, beneficial owner, signatory, trustee, settlorlgrantorlfounder,

protector(s), or defined beneficiary of a legal arangement. (Para 10.4)
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34b. Als should also consider whether it is appropriate to tae measures to verify a

PEP's source of fuds and wealth, in line with its assessment of the risks. (Para

10.5 a)

Correspondent banking

35. Ths includes the relationships established for securties transactions or fuds

transfers, whether for the respondent ban as a principal or for its customers.

(Para 11.2)

36. As long as there is a formal delegation of authority and proper documentation,

Als may use a risk-based approach to determine the appropriate level of

approval within the institution that is required for establishing new

correspondent banng relationships. (Para 11.3)

37. Information on the authorization status and other details of a respondent ban,

including the system of ban regulation and supervision in its countr, may be

obtained through publicly available information (e.g. public website and anual

reports). (Para 11.4)

38. In assessing the anti-money laundering efforts of a respondent ban in a foreign

countr, Als should pay attention to whether the respondent ban is permitted

to open accounts for or car out transactions with shell bans. (Para 11.4)

Existing accounts

39. The word "signficant" is not necessarly linked to moneta value. It may

include transactions that are unusua or not in line with an AI's knowledge of

the customer. (Para 12.3(a))

39a. An AI is not required to re-verify the identity or address of an existing

individual customer or connected paries of an existing corporate customer that
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are individuals uness there is doubt as to the veracity of the evidence

previously obtained. (Para 12.4)

Jurisdictions which do not or insuffciently apply the FATF Recommendations

40. Where a customer has one or more (principal) beneficial owners connected

with jursdictions which do not or insuffciently apply the F ATF

Recommendations, the general priciple is that the exercise of extra care

should be extended to cases where the beneficial owner(s) has/have a dominant

infuence over the customer concerned. (Para 14.5)

41. Als may regard F ATF members as jursdictions which have suffciently applied

the F ATF Recommendations. (Para 14.5)
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ANEX 1: Repealed
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ANEX 2: Comprehensive CDD Process on Private Banking Customers

A comprehensive CDD process adopted for private banng customers generally

covers the followig areas:

o Customer profie

(a) In addition to the basic inormation relating to a customer's identity

(see IN.5 and IN.6 above), Als also obtan the following client profile

information on each of their private bang customers:

purose and reasons for openig the account;

business or employment background;

estimated net wort;

source of wealth;

family background, e.g. inormation on spouse, parents (in the

case of inherited wealth);

source of fuds (i.e. description of the origin and the means of

transfer for monies that are acceptable for the account opening);

anticipated account activity; and

references (e.g. introduced by whom and when and the length

of relationship) or other sources to corroborate reputation

information where available.

All the above information relating to the private banng customer are

to be properly documented in the customer fie.

o Global KYC policy

(b) To facilitate customers' referral from overseas offices, AIs are to
maintain global KYC policies to ensure that the same CDD stadards

are applied for all private banng customers on a group-wide basis.
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o Client acceptance

(c) Generally, Als do not accept customers without a referraL. Walk-in

customers are therefore not generally accepted uness they have at least

a baner's reference.

(d) AIs also do not open private banng accounts without a face-to-face

meeting with the customers, except in rare staces where the visitation

policy set out in (h) below applies.

(e) Acceptance of private banng customers requies approval by senior

management. For high risk or sensitive customers 8, additional

approval from senior management and the Compliance Deparment or

an independent control fuction (in the context of foreign subsidiares

or branches operating in Hong Kong, the parent ban or head office)

may be required.

o Dedicated relationship management

(t) Each private banng customer is served by a designated relationship

manager who bears the responsibility for CDD and on-going

monitoring.

(g) AIs are to make sure that the relationship managers have suffcient

time and resources to perform the enhanced CDD process and on-

going monitoring of their private banng customers.

8 Sensitive clients in private baning may include:

o PEPs;

o persons engaged in tyes of business activities or sectors known to be susceptible to money
laundenng such as gambling, night clubs, casinos, foreign exchange firms, money changers, ar
dealing, precious stone traders, etc.;

o persons residing in or having funds sourced from countries identified as insuffciently applying
the FA TF Recommendations or representing high risk for crime and corrption; and

o any other persons considered by individual AIs to be sensitive.
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o Monitoring

(h) Als conduct face-to-face meetings with their private banng

customers as far as possible on a regular basis.

(i) Regular CDD reviews are conducted for each private banng

customer. For high risk or sensitive customers, such reviews are

performed anually or at a more frequent interval and may require

senior management's involvement. Exceptions may, however, be

allowed for inactive accounts for which CDD reviews should be

conducted immediately prior to a transaction tang place.

(j) An effective monitorig system (e.g. based on asset size, asset tuover,

client sensitivity or other relevant criteria) is in place to help identify

any unusual or suspicious transaction on a timely basis.
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