Annex 2

Three Levels of Supervisory Measures for Addressing AIs’ Serious AML Deficiencies
	Section1
	Examples of Possible Supervisory Measures2
	Nature/Characteristics of Supervisory Concern

	“Level I” measures for addressing AML deficiencies of “emerging” concern

	N/A
	· Issue a letter (or examination report) with a statement of caution/warning to the AI, expressing concern over the AML deficiencies identified and setting out possible supervisory measures to be taken if these deficiencies are not timely rectified
	· Though not to the extent of posing immediate risks to the AI having regard to its existing nature and scale of operations, the system and control weaknesses identified reflect an unsatisfactory or unacceptable level of AML compliance
· Deficiencies identified reveal the need for the AI to devote more resources and efforts (e.g. in terms of increasing manpower or expertise, or enhance training or transaction monitoring systems etc.) to its AML compliance programme
· Senior management’s oversight of the AI’s AML systems and controls is lacking in some respects, which may also reflect their insufficient awareness of AML issues or commitment to address such issues
· Overall AML systems and controls are only marginally effective in fending off money laundering or terrorist financing activity 

· More serious deficiencies could be developed if appropriate remedial actions are not promptly taken by the AI

	N/A
	· Write to or meet with the Board of Directors directly (in the case of a locally incorporated AI), informing the Board of the AML deficiencies identified in the AI (with copy of examination report provided where appropriate) and requesting the Board’s close attention to and oversight of the AI’s AML system and controls
	· 

	N/A
	· Write to the head office/parent bank or home supervisor directly (in the case of a foreign AI), informing them of the AML deficiencies identified in the AI (with copy of examination report provided where appropriate), setting out possible supervisory measures to be taken if the situation does not improve, and urging them to take necessary steps to address the issues existing in the AI
	· 

	59(2)
	· Require the AI to commission an external auditors’ report to be submitted to the HKMA on a review of all or particular aspects of the AI’s AML policies, system and controls
	· 

	N/A
	· Where necessary, require the AI to take specific remedial actions to address the deficiencies (e.g. recruit more qualified compliance staff or upgrade transaction monitoring systems)
	· 

	N/A
	· Require the AI to submit to the HKMA a comprehensive remedial action plan and thereafter regular (e.g. monthly or quarterly) status reports on remedial actions taken to address its AML deficiencies
	· 

	N/A
	· Conduct a follow-up examination as soon as possible (e.g. within 6 to 12 months) on the AI to ascertain that the AML deficiencies have been properly rectified 
	· 

	N/A
	· Where applicable, require the AI to investigate into specific accounts, transactions or matters which may be associated with money laundering or terrorist financing activity and submit a report to the HKMA
	· 

	N/A
	· Take any other measure(s) appropriate to the circumstances
	· 

	“Level II” measures for addressing AML deficiencies of “significant” concern

	N/A
	· Require the AI to commit adequate manpower and resources to revamping its overall AML systems and controls within a reasonable period (including replacement of management or staff where necessary)
	· Overall AML systems and controls of the AI are lacking in some important ways, thus warranting a high degree of supervisory attention and a definitive remedial action plan to be implemented by the AI

· Deficiencies identified exhibit a combination of weaknesses in the AI’s AML compliance programme ranging from unsatisfactory to moderately severe, making the AI potentially vulnerable to money laundering and terrorist financing activity
· A general lack of oversight, guidance or commitment on the part of senior management is evident in respect of implementing the HKMA’s AML guidelines within the AI

· Effectiveness of AML systems and controls maintained by the AI is in doubt.  Unless immediate action is taken to rectify the situation, it is likely that conditions will further deteriorate to the extent of impairing the AI’s financial or business viability



	N/A
	· Put on hold any branch expansion plan or new business initiatives submitted by the AI until its enhanced AML systems and controls are, in the view of the HKMA, adequate to support such expansion or new initiative
	· 

	N/A
	· Consider downgrading the CAMEL ratings (overall or individual components) of the AI, having regard to the impact of the AML deficiencies on the ratings (in particular the management rating)
	· 

	101
	· Consider increasing the minimum capital adequacy ratio of the AI, having regard to the impact of the AML deficiencies on its minimum capital adequacy ratio (to be assessed under the Pillar 2 framework as from January 2007)
	· 

	N/A
	· Refer any alleged violations with the provisions in the Drug Trafficking (Recovery of Proceeds) Ordinance, the Organized and Serious Crimes Ordinance or the United Nations (Anti-Terrorism Measures) Ordinance, identified in the course of the HKMA’s on-site examinations or from other sources, to the law enforcement authorities for investigation or prosecution
	· 

	N/A
	· Consider imposing ring-fencing measures on the AI (in the case of a foreign AI) if its head office/parent bank is involved in a money laundering scandal and face sanctions from its home supervisor (obtain relevant information and confirmation from the home supervisor where necessary)
	· 

	N/A
	· Adjust the supervisory plan and priorities for the AI, taking into account the seriousness of its AML deficiencies (e.g. increase the scope and frequency of on-site examinations to be conducted on the AI)
	· 

	58A(5)
	· Where the AI is a registered institution (“RI”) under the Securities and Futures Ordinance (“SFO”) and the AML deficiencies relate to its securities business, recommend the SFC to exercise the power under section 196 or 197 of the SFO (e.g. reprimand and/or fine) as considered appropriate by the MA in respect of any relevant individual of the RI associated with the AML deficiencies
	· 

	71C(8)
	· Where the AI is a RI under the SFO and the AML deficiencies relate to its securities business, recommend the SFC to exercise the power under section 196 or 197 of the SFO (e.g. reprimand and/or fine) as considered appropriate by the MA in respect of any executive officer of the RI associated with the AML deficiencies
	· 

	N/A
	· Where the AI is a RI under the SFO and the AML deficiencies relate to its securities business, recommend the SFC to exercise the power under section 196 or 197 of the SFO to discipline (e.g. reprimand and/or fine) the RI in the light of the AML deficiencies or any former relevant individual or executive officer of the RI associated with the AML deficiencies, as considered appropriate by the MA
	· 

	N/A
	· Take any other measure(s) appropriate to the circumstances, including any of those measures set out under the “Level I’’ measures
	· 

	“Level III” measures for addressing AML deficiencies of “severe” concern

	16(5)
	· Attach condition(s) to the AI’s authorization, after giving the AI an opportunity to be heard (e.g. restricting its business activity)
	· AML deficiencies identified are large-scale and pervasive, reflecting a critical absence of effective AML systems and controls which may seriously affect the continued viability of the AI and may also have systemic implications on the safety and soundness of the banking system
· Wilful disregard of previous supervisory warnings is evident from the existing state of affairs in the AI.  Immediate supervisory attention or intervention is required to prevent conditions from further worsening

· The fitness and propriety of the AI’s chief executive, directors and controller(s) is called into question, given that they have demonstrated neither the capacity to implement an effective AML compliance programme nor the willingness to address the AML deficiencies

· Senior management of the AI can no longer be trusted to implement remedial measures

· Business practices of the AI, as revealed from its AML deficiencies, would likely prejudice Hong Kong’s reputation as an international financial centre, and the AI could be regarded as carrying on its business in a manner detrimental to the interests of deposits, potential depositors and creditors

· In the absence of urgent and decisive remedial actions to be taken by the AI, the MA’s power to revoke the AI’s authorization may become exercisable, given that the AI could have breached one or more minimum authorization criteria in the Seventh Schedule to the Banking Ordinance

	22(1)
	· Propose to revoke the AI’s authorization, after consultation with the Financial Secretary, if the MA’s power to revoke the AI’s authorization becomes exercisable
	· 

	24(1) & 25(1)
	· Suspend or temporarily suspend the AI’s authorization, after consultation with the Financial Secretary
	· 

	52(1)
	· Exercise the MA’s powers under this section, subject to conditions set out in section 52(1) and after consultation with the Financial Secretary, to –

· require the AI to take any action or to do any act or thing in relation to its affairs, business and property (including imposing restrictions on its business);

· direct the AI to seek advice on the management of its affairs, business and property from an Advisor appointed by the MA; or

· appoint a Manager to manage the affairs, business and property of the AI
	· 

	58A(1)
	· Where the AI is a RI under the SFO and the AML deficiencies relate to its securities business, exercise the MA’s disciplinary powers (i.e. removal or suspension of registration) in respect of any relevant individual of the RI associated with the AML deficiencies if that individual is guilty of misconduct or is considered by the MA as no longer fit and proper to be such an individual, after consultation with the SFC and giving the individual an opportunity of being heard
	· 

	70A(3)
	· Serve a notice of objection on any existing controller of the AI who is considered by the MA as no longer fit and proper to be such a controller, after taking into account the person’s written representations
	· 

	71(4)
	· Withdraw prior consent given by the MA for the appointment of a person as a director or chief executive of the AI if the person is considered by the MA as no longer fit and proper to be such a director or chief executive, after taking into account the person’s written representations
	· 

	71C(4)
	· Where the AI is a RI under the SFO and the AML deficiencies relate to its securities business, withdraw or suspend the consent given by the MA for the appointment of any individual as an executive officer of the RI if that officer, who is associated with the AML deficiencies, is guilty of misconduct or is considered by the MA as no longer fit and proper to be such an officer, after consultation with the SFC and giving the individual an opportunity of being heard
	· 

	N/A
	· Where the AI is a RI under the SFO and the AML deficiencies relate to its securities business, recommend the SFC to exercise the power under section 196 or 197 of the SFO to discipline the RI (e.g. revocation or suspension of registration) in the light of the AML deficiencies or any former relevant individual or executive officer of the RI associated with the AML deficiencies (e.g. prohibition from applying to be a relevant individual or executive officer), as considered appropriate by the MA
	· 

	117(1)
	· Make a report to the Financial Secretary to appoint a person to make an enquiry into the state and conduct of affairs, business or property of the AI, if it is in the interests of depositors that such an enquiry should be made
	· 

	N/A
	· Any other measures appropriate to the circumstances, including any of those measures set out in the “Level I” and “Level II” measures
	· 


PAGE  
5


This refers to the relevant section of the Banking Ordinance.

2
The supervisory measures listed in this Annex are for reference only and are by no means exhaustive.  The HKMA will determine the appropriate supervisory measures to be taken based on the circumstances of each and every case.

