
Annex 2

Examples of advice on security precautions

This Annex provides AIs with some examples of possible advice on security precautions that could be given to their customers. Please note that some of the following good security practices are also applicable to AIs’ internal personnel

a) Customers should not disclose their customer IDs (e.g., account numbers) or passwords to anyone else.  In particular, they should destroy the original printed copy of the password and they should not write down or record the IDs/password without disguising it;
b) AIs should provide specific guidance to their customers on the types of passwords that should not be used, such as any particular names or dates, and previously chosen passwords.  Customers should be advised to use passwords that may be difficult to guess and could not be found in the dictionary;
c) Customers should be advised to change their initial passwords when they first access the system;
d) AIs should advise their customers to periodically change their passwords (say every 60 days), and prevent their customers from reusing.  Customers should also notify AIs as soon as practicable if they think that the passwords have been compromised;
e) Customers should not leave their e-banking devices (e.g., computers or mobile phones) unattended if they are in the middle of a session;
f) Once the customers have finished using the e-banking service, they should promptly log out from the service;
g) If the computer used to access e-banking services is likely to be shared with others, customers should exercise care in using their e-banking devices. For instance, AIs could advise their customers to remove the temporary files
 stored in the memory or in the hard disks of the customers' personal computers during usage of e-banking services, as the temporary files may contain sensitive information of the customers such as account numbers; 
h) AIs should provide guidance to customers to help avoid any unauthorized capturing of customer passwords by attackers.  For instance, customers may be advised to exercise extra care in handling doubtful e-mails received or accessing suspicious websites because attackers may make use of these channels to secretly install "sniffers"
 in the customers' devices to capture customers' keystrokes about the passwords; 
i) AIs should provide guidance to customers as to what types and versions of web browsers should be installed, and specify the security requirements that the security settings of their customers' browsers should meet.  For instance, AIs should remind customers to install the appropriate version of their web browsers or apply the appropriate related patches to avoid known security loopholes.

j) AIs should provide guidance to customers to safeguard against attack using "social engineering" techniques (see Annex 1 for further details).  For instance, guidance should be given to customers to avoid any disclosure of their passwords to attackers impersonating the institution's staff; and
k) Customers should regularly check their account balances and statements to identify unusual transactions. 
� 	Depending on the browser software used by the customers, it may be possible to remove the temporary files by specifying certain parameters of the browser.





� 	Sniffers are programs that monitor and record all information sent over the networks
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