
Annex 1

Examples of common types of online attacks and possible preventive and detective measures
Different types of attackers (e.g., serious hackers, interested computer novices, dishonest vendors, disgruntled current or former employees) could pose a potential threat to an institution's information security.  The internet provides different sources of information on known security flaws in hardware and software.  Using almost any search engine on the internet, average internet users can quickly find information describing how to break into various systems by exploiting known security weaknesses.  Attackers may also breach security by using automated tools to probe network systems, then exploiting any identified security weaknesses to gain unauthorized access to the network.  Apart from attacks originated from external parties, many break-ins occur due to poor information security policies and procedures, or internal misuse of information systems.  Also, new security risks could arise from evolving attack methods or newly detected holes and bugs in existing software and hardware.

AIs should therefore stay abreast of new security threats and vulnerabilities, and the latest security patches and version upgrades that are available to fix security flaws and bugs.   The following table summarises for AIs' reference some common examples of online attacks and the possible preventive and detection measures to guard against these attacks.

Types of
online attacks

Brief description of attacks

Examples of possible preventive
and detection measures







Back doors

Back doors are also known as trap doors.  These are pieces of program code written into applications or operating systems to grant programmers access to programs without the need to go through the normal security controls.  The back door can either recognise some special sequence of input, or is triggered by being run from a certain user ID which is then granted special access rights accordingly.  Programmers typically use back doors to achieve faster access to facilitate debugging or monitoring of the programs that they are developing.

Back doors become a problem when the programmer forgets to remove a back door after debugging.  Further, an attacker can create a back door for his future access after gaining access to an account (see "Brute force" attack).



· Obtain certification from vendors that the products contain no undocumented back doors and accept systems only from trusted sources;
· Put in place stringent system development and change control procedures such that systems can normally be put into production use only after thorough testing to confirm that no back doors have been included in the systems;
· Regular integrity checks on programs used in production to ensure that the programs have not been altered.


Brute force 

Brute force attack is a technique to capture encrypted messages, and then use software to break the code and gain access to messages, user IDs, or passwords.  If the attacker gains access to a user ID that has sufficient privileges, he can create a back door (see above) for future access, even if the password of the user ID is subsequently changed.



· Deploy strong encryption technology and effective key management practices to protect confidentiality of messages, user IDs and passwords;

· Enforce sound password policies (e.g., mandating minimum length of passwords, or periodic changes in passwords);

· Perform penetration testing to identify vulnerability to unauthorized interception and assess the strength of encryption;

· Provide adequate education to customers on security precautions (particularly on setting passwords).



Denial of service
 

Denial of service ("DoS") is an attack that is not targeted at gaining access to a network or system.  Instead, it aims at disrupting the service of the network or system under attack by flooding it with more information or service requests than it can handle.
DoS attack can be initiated at one or multiple sources.   In a distributed denial of service ("DDoS") attack, a single attacker deliberately introduces DoS attack programs into dozens or even hundreds of other systems by various techniques of online attack.  The attacker then simultaneously initiates all those DoS attack programs to bombard the target network or system.


· Implement adequate network security to block unnecessary network traffic to the systems;

· Arrange with internet service providers ("ISPs") to accept traffic from authorized sources only;
· Prepare adequate standby system capacity;
· Put in place adequate backup and recovery arrangements;
· Use scanning tools
 or perform penetration testing to assess the ability of the network and system to withstand DoS or DDoS attacks.


Exploiting known security vulnerabilities

Attackers may exploit known security flaws to gain unauthorized access to a particular system.  The internet provides various sources of such information.  Alternatively, attackers may make use of automated tools to probe particular systems to identify security weaknesses.  Security vulnerabilities can be related to the hardware or software of web servers, firewalls or development tools used for developing applications of web servers.  For instance, certain security vulnerabilities would allow intruders to modify the content of web pages.

 

· Remove or disable any unused programs and computer processes of the servers and firewalls;
· Apply the latest security patches and updates  to the operating systems and applications of the systems;
· Select hardware and software vendors who are able to keep abreast of the latest technology developments to protect from the latest attack techniques;
· Use scanning tools or perform penetration testing to identify known security vulnerabilities such as program bugs or protocol flaws. 



Guessing passwords



Guessing passwords is a technique using software to test all possible combinations to gain entry into a system or network.  Some attacks speed up this process by trying commonly used combinations first (e.g., words in dictionaries).



· Enforce sound password policies (e.g., mandating minimum length of passwords, or periodic changes in passwords);

· Enforce stringent access controls (e.g. disable user IDs after multiple unsuccessful logon attempts);

· Meticulously change all default passwords on critical network components;
· Provide adequate guidance to customers on security precautions (particularly on setting passwords).



Hijacking

Hijacking is an attack in which a connection is stolen after a victim has authenticated himself or herself to the system.  Hijacking attacks generally take place on a remote computer (e.g., a customer’s personal computer), although it is sometimes possible to hijack a connection from a computer on the route between the remote computer and the banks’ internal systems.  The victim may be aware that the connection is affected.


· Implement adequate network security to ensure strong authentication techniques for remote access, e.g. require periodic re-authentication for the continuation of highly sensitive sessions to limit hijacker’s access to sensitive information;

· Install properly configured firewalls at appropriate locations;

· Perform monitoring of network traffic or potential intrusions on an ongoing basis;

· Use scanning tools or perform penetration testing to identify vulnerability to hijacking attacks;
· Deploy strong end-to-end encryption of highly sensitive data (as a mitigation measure).


Random dialling or 

war dialling

Random dialling or war dialling is a technique where an attacker sequentially or randomly dials every number on a known telephone exchange with the objective of detecting modems that bypass network firewalls and other security measures so that the attacker can gain access to the networks through the modems.



· Implement adequate network security to ensure that all modems have been authorized and controlled, e.g. periodically “war dial” all the numbers on the institution’s telephone exchange to detect unauthorized modems;

· Centralise all modems in physically secure locations and  separate the  network segment connected to the modems from other important segments of the internal network so that even if attackers can gain unauthorized access to the internal networks through the modems, they would not be able to access other critical network segments;

· Configure the modems or other similar devices in a “dial-back” mode such that remote network connections through these modems can be initiated only from the modems to pre-approved remote parties but not the other way round;

· Use scanning tools or perform penetration testing to identify vulnerability to war dialling risk.



Sniffers

Sniffers, also known as network monitors, are software used to capture keystrokes from a particular PC, or are similar to a wiretap device that plugs into computer networks to eavesdrop and intercept information in transit over networks.


· Implement adequate network security to prevent unauthorized interception of messages (e.g. separate internal networks into segments so that dissemination of sensitive data is restricted to a controlled subset of users by using firewalls or routers etc.);

· Perform monitoring of network traffic or potential intrusions on an ongoing basis;

· Use scanning tools or perform penetration testing to identify vulnerability to interception of messages transmitted over networks;

· Provide adequate guidance to customers on security precautions (particularly on avoiding loading sniffers into their devices);
· Deploy strong end-to-end encryption of highly sensitive data and strong authentication techniques (as mitigation measures).



Social engineering

Social engineering is a scheme using social techniques to attempt to gain information or access.  An attacker may claim to be someone authorized to access the system such as a help desk technician, vendor or contractor and attempt to get the victim to reveal his user ID or passwords, or even request the set up of a new account for the attacker himself. An attacker may also call the organisation's help desk impersonating an authorized user to gain information about the system (e.g. requesting the help desk to change the original system password to one designated by the attacker). 



· Put in place adequate security measures against unauthorized access from external parties;

· Train relevant personnel such as helpdesk technicians to be alert about social engineering techniques and provide them with firm policies to follow regarding providing information that could result in unauthorized access to confidential information; 

· Provide adequate guidance to customers on security precautions to safeguard against "social engineering".


Spoofing

Spoofing aims at deceiving the network so that it recognises an unauthorized desktop system as if it were an authorized desktop system to gain access to networks and/or sensitive data.  For example, while a victim's device (e.g., a personal computer) is communicating with an organisation's web site within an authenticated session after the victim has properly entered his user ID and password, an attacker may intercept the transmissions, obtain the Internet Protocol ("IP") address of the victim's device and use the same IP address to impersonate the victim in an attempt to gain access to that system. In this case, the victim may not be aware of this attack as his connection is not affected. 


· Implement strong authentication techniques for authenticating messages transmitted within an authenticated session, which are based on not only the IP address but also on an encrypted identity that is unique to the session;
· Install properly configured firewalls at appropriate locations;

· Perform monitoring of network traffic or potential intrusions on an ongoing basis. 

Trojan horses

Trojan horses are programs that contain additional (hidden) functions that usually allow malicious or unintended activities such as gathering information or performing surreptitious acts to gain control of the system, without any disruption to normal transactions.  Trojan horses can be attached to e-mails (e.g., as a computer game) and may create a back door (see above) that allows unrestricted access to a system.  The programs may automatically exclude logging and other information that would allow the intruder to be traced.   One of the oldest forms of Trojan horse is software that displays a fake login screen of a system to capture the user IDs and passwords entered by users.



· Put in place stringent system development and change control procedures such that systems can normally be put into production only after thorough testing to confirm that no trojan horses have been introduced to the systems;

· Regular integrity checks on programs used in production;

· Formulate information security policies and provide adequate training to internal personnel on relevant security precautions to safeguard against trojan horses (e.g., stringent policy against improper use of internet or e-mail);
· Provide adequate guidance to customers on security precautions such as in opening e-mail attachments and in use of internet.


Viruses


Computer viruses are computer programs that may be embedded in other code and can self-replicate.  Once active, they may carry out unwanted and unexpected actions that can result in destructive outcomes in network or systems.  The virus program may also move into multiple platforms, data files, or devices on a system and spread through multiple systems in a network.  Virus programs may be contained in an e-mail attachment and become active when the attachment is opened.



· Obtain certification from vendors that products are virus-free;

· Use updated virus scanning tools;
· Formulate information security policies and provide adequate training to internal personnel on relevant security precautions to safeguard against computer viruses (e.g., stringent policy against improper use of internet or e-mail);
· Provide adequate guidance to customers on security precautions such as in opening e-mail attachments and in use of internet.


� 	Although the direct impact of "Denial of service" attacks may be disruptions to services, rather than immediate security breaches, their occurrence may affect the working of certain security measures and hence increase the probability of security breaches.


� 	Scanning tools are commercially available tools that can be used for identifying and analysing security vulnerabilities in network, operating systems and database.


� 	Although the direct impact of computer viruses may be disruptions to services or loss of data, rather than immediate security breaches, their occurrence may affect the working of certain security measures and hence increase the probability of security breaches.
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