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Important Notice

All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
may not use the materials other than for your personal learning

and in the course of your official duty.
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STR Statistics

Number of STRs received from 2019 to Oct 2023
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STR Statistics

Number of STRs received from 2019 to Oct 2023
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STR Statistics

‘ Sectoral Breakdown of STRs received by JFIU in 2023
(until Oct)
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STR Statistics

Number of STRs received from Banks and SVFs
between 2020-2023(Until Oct)

50000

40000

30000

20000

10000

63712512

2020

, inancial Intelligence 15
) ) 4 §
© Hong Kong Police Force® & &7 BARHF ‘and Investigation Bureau ..




STR Statistics

Means of Submission of STR in 2022

Manual
Submission
16.53%

Electronic O Encrypted

Submission . .
83.479% O Submission of multiple STRs

O Shorter processing time

O Proper record keeping
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STR Statistics

Dissemination of Financial Intelligence in 2022

Worldwide
Regulator Counterparts
1% 1%

Other LEA
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¢ Feedback on STRs
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Recommended Structure of STR

(5TR Summary ) ( Reporting Body "} Subject ) (( Organization "} {_ Phone ) (Address") (( Account ) (Transaction }

(Suspected Crimes ) (Suspidous Indicators ) (Open Source Info. ) (Enily Lists ) EDED
= |
Sequence No: 1 EE
English Mame: | Family Mame: |Ghron MName: Middie Name:
Chinose Name: Jeee [T DI IITOOTAO e OO0
Other ID Type: [] |rothers:
[EI5] o e Country: E|
DOB; |Gondet: Om OF [Fu |0¢wpatiorl;
Nature: El
Phone: (STR Summary ) (( Reporting Body )} ( Subject ) ( Organization ) Phone ) ( Address ) (_ Account }( Transaction )
Emal: ]2 ((Suspected Crimes ) (Suspldous Indicators ) ((Open Source Info. ) ( Enfity Lists ) [ Check | Save [ Print ]
Address:
Account
Sequence No: 1 EE
Additional
Information: Account Instution:
Account Number; Account Type: :I if Ofhers:
‘—
Opening Date: Closing Date:
Balance: Currency: HKD H Armount: Date:
Related Person; Role; EI if Others;
Related Company: Role: H if Ofhers:
Additional
Information;
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Recommended Structure of STR Narrative

1) Triggering Factors

2) Background of Subject(s)

3) Account and Transactions

4) Reporting Entity’s Enquiries & Open Source Information

5) Conclusion & Way Forward
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Recommended Structure of STR Narrative

1) Triggering Factors

» Involved crimes (fraud/corruption/sanctions/terrorist acts, etc.)

» Warrants/court orders received

Special Cases with Time Critical Nature:

* Report Related to Existing Investigation: Yes []Ne
Investigation Unit: DIT 1 XXDIST etc...
Case Reference: XX RN 20XXXXXX or ADCC XXXX/2020 etc...

Note: If no, please leave it blank
» Open source information (news/list of regulatory agencies, etc.)

» Pattern of suspicious transactions (large transactions/temporary repository of fund,
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Recommended Structure of STR Narrative

2) Background of Subject(s)

» Personal: Age, occupation, income, transaction history, etc.

» Corporate: Date of establishment, business nature, expected transaction

amount, etc.

3) Account and Transactions

» Reviewed period
» Fund movement pattern (sudden change?)
» Total amount deposited/withdrawn

» Suspicious transactions
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Account

Sequence No:

Account Institution:

Account Number:

Account Type:

E| if Others:

Opening Date:

Closing Date:

Balance:

Currency: HKD

E Amount:

Date:

Related Person:

Role:

if Others:

Related Company:

Role:

if Others:

[IE | |

Additional
Information:
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Recommended Structure of STR Narrative

3) Account and Transactions
O [P Address

O Geolocation

Q

Device ID O O Email Address
Device OS/ model O O Phone number
IMEI O
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Recommended Structure of STR Narrative

4) Reporting Entities’ Enquiries & Open Source Information

» Suspicious indicators (KYC queries, world check, etc.)

» Links of open source information

5) Conclusion & Way Forward

» Conclusion of the report

» Follow-up actions (Enhanced CDD measure, account closure, etc.)
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Recommended Structure of STR Narrative

Customer Background

Qibors
Triggering Factors —>| Oters: Fraud
ation
Tri . E t On 1?Au?jl 1, the Bank received a report of email hack that Ms. client was deceived into
I erin ven 9 remitting USD5,005 from her account Jin
99 g AUSTRALIA) to _'. The fund is held by the Bank.
é Details of Investigation
e aterted accournt i was onened by BAI on 08Sep16. BAI claimed to be
online salesman of . ) with monthly income between HKD10,000 to
HKD14,999. BAI provided address and contact in China. BAl maintains no other accounts with

the Bank.

Use Headmgs ﬁ Transaction Details L

The-accountactivities-were reviewed from Sep16 to Sep17. Upon review, USD account recorded
13 credit transactions with totaling over USD318K and 13 debit transactions with totaling over
USD313K. Counterparts were found companies engaged in trading of telephone &
communications equipment and constructional materials etc. and individuals including housewife
and manager. Account transactions showed temporary repository of fund pattern. Personal
account was believed to be used as business purpose.

HKD and EUR accounts were inactive with few and insignificant transactions.

Previous disclosure
» BAI was not the subjects of our previous disclosures.

World Check
* No exact match result was found.

é External Search

~—NoTsefanformation can be found online.

Conclusion
Condusions & Account review found that account transactions showed temporary repository of fund pattern.
Personal account was believed to be used as business purpose. This disclosure is filed to
Way FO r'wa rd JFIU" s review given the fraud allegation against BAI . The Bank will proceed to close
the account of BAI .
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STR - Points to note

» Triggered by Search Warrant/ enquiry from LEA

- Case Reference (eg. XX RN 22000100 or LM XXXXX) and OC Case

Section 50(7) Information No. ........cccmevcrecnvineneneee
Police Force Ordinance Wt NO. oot rner e cne s
(Cap. 232) mp Police Ref. JRN. 12000461

» Choose the correct Ordinance for Reason for Disclosure (esp. NS Law)

*Reason for Disclosure:

Drug Trafficking (ROP) Ordinance [Cap.405]:

|Organized and Serious Crimes Ordinance [Cap. 455]:

United Nations (Anti-Terrorism Measures) Ordinance [Cap. 575]:

% National Security Law:

0000
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STR - Points to note

» Timely suspension/ closure of account (esp. upon receiving NL)

» Attachment
- Avoid uploading narrative as attachment, especially scanned document

- Transaction record in Excel form

inancial Intelligence FT;B‘Q
L] L] :{ l ‘:I
© Hong Kong Police Forced &7 iR #FT7 - and Investigation Bureau “..




¢ Money Laundering Trend
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Laundering of Illicit Gambling Proceeds via Bank Accounts

FFEREER

lllegal gambling syndicate

:ga.‘.' Calluded with : 2

Mastermind Core members
HRiE R4
Recruited Controlled
F 7 EEERITIRS BEEd
Set up 11 virtual bank accounts Transfer funds

S

B BRETEO e IR
Money mules Bank accounts of money mules ﬁﬁﬂﬁﬂﬂﬁﬁ
m&E b
WHBE T s s lllicit gains were
Collect bets and immediately dissipated
distribute payouts to other bank accounts
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Encashment of Consumption Vouchers via Stored Value Facilities

. REZNIEBF
BEREECNREEZNTLEIRSE SVE merchants
MSEREEEREIHES

Consumption vouchers were distnbuted to “F
eligible Hong Kong residents through their 5

registered SVF accounts

85§ 4 sooo MM - X EE

1l

BEEHLITHEREREES L
FEEERE Merchants offered cash in exchange for EAXERINES
Hong Kong residents consumption vouchers at a discount Advertisement on social media
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Laundering of Crime Proceeds via Cryptocurrency Trading Platforms

1BE
Recruited
fﬂ%
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Scam syndicate Money mules
Ak B T136fERTEO
Controlled Set up 136 bank accounts
» - C:3
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ZEEESKNER EHEFEAZEFD RHEMEZBEE
Cryptocurrency trading

Proceeds generated from Intermingled within these accounts

various types of scams

BEEERIEE
Withdrawn in cash from ATMs
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Thank You!

jfiu@police.gov.hk

Website: www.jfiu.gov.hk
Email
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