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All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
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STR Statistics

Number of STRs received from 2019 to Nov 2022
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STR Statistics

Number of STRs received from 2019 to Nov 2022
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STR Statistics

‘ Sectoral Breakdown of STRs received by JFIU in 2022
(until Nov)
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STR Statistics

Number of STRs received from Banks and SVFs
between 2019-2022(Until Nov)
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STR Statistics

Dissemination of Financial Intelligence in 2022 (Until Nov)
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STR Statistics

Dissemination of Financial Intelligence in 2021
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& Feedback on STRs
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Recommended Structure of STR

(TR Summary ) (( Reporting Body "} {_ Subject ) (( Organization "} {_ Phone ) (( Address ") ( Account ) (Transaction )

(Suspected Crimes ) (Suspidous Indicators ) (Open Source Info. ) (Enily Lists ) EDED
= |
Sequence No: 1 EE
English Mame: | Family Mame: |GMn Name: Midde Mame:
Chinese Name: Jeee T MDIIITOOTOOI]#e:. OO,
Other ID Type: [ |rothers:
[EI5] o e Country: E|
DoB: |Genda: Om OF [FAu |Oou.|patiur|:
Mature: EI
Phane: (STR Summary ) ( Reporting Bady ) Subject ) (( Organization ) Phone ) ( Address ) (( Account ) (Transaction )
Emai:  [+]= ( Suspected Crimes ) (Suspicious Indicators ) ( Open Source Info. ) { Enfity Lists ) Check
i Check] save ] Print
Account
Sequence No: 1 EE
Additional
Information: Account Insttution:
T ———————————————————— Account Number: Account Type: EI if Oers:
Opening Date: Closing Date;
Balance: Currency: HKD H Amount Date:
Related Person; Role: EI if Others;
Related Company: Fole; H if Ofhers:
Additional
Information;
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Recommended Structure of STR Narrative

1) Triggering Factors

2) Background of Subject(s)

3) Account and Transactions

4) Reporting Entity’s Enquiries & Open Source Information

5) Conclusion & Way Forward
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Recommended Structure of STR Narrative

1) Triggering Factors

» Involved crimes (fraud/corruption/sanctions/terrorist acts, etc.)

» Warrants/court orders received

Special Cases with Time Critical Nature:

* Report Related to Existing Investigation:

{v] Yes []No

Investigation Unit:

DIT 1 XXDIST etc...

Case Reference:

XX RN 20XXXXXX or ADCC XXXX/2020 etc...

Note: If no, please leave it blank)

» Open source information (news/list of regulatory agencies, etc.)

» Pattern of suspicious transactions (large transactions/temporary repository of fund,

© Hong Kong Police Force BB L EEREFTA
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Recommended Structure of STR Narrative
2) Background of Subject(s)

» Personal: Age, occupation, income, transaction history, etc.

» Corporate: Date of establishment, business nature, expected transaction

amount, etc.

Account

Sequence No: 1

3) Account and Transactions

Account Number: Account Type: El if Others:
> Rev.i ewed pe r.iod Opening Date: Closing Date:

Balance: Currency: HKD E Amount: Date:
» Fund movement pattern (sudden change?)  [Z#drer=n el | oter:

Related Company: Role: El if Others:

Additional

» Total amount deposited/withdrawn Information:

» Suspicious transactions

Joint Financial 4
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Recommended Structure of STR Narrative

3) Account and Transactions
O |P Address

O Geolocation

Q

Device ID O F O Email Address
Device OS/ model O O Phone number
IMEI O
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Recommended Structure of STR Narrative

4) Reporting Entities’ Enquiries & Open Source Information

» Suspicious indicators (KYC queries, world check, etc.)

» Links of open source information

5) Conclusion & Way Forward

» Conclusion of the report

» Follow-up actions (Enhanced CDD measure, account closure, etc.)
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Recommended Structure of STR Narrative

Triggering Factors

Triggering Event

Customer Background

-) Others: Fraud l
tional Tnformation

On 17Aug17, the Bank received a report nf email hack that Ms client was deceiver jnto
9 remitting USD5,005 from her account _ Jin

AUSTRALIA) to _ _ _ 1. The fund is held by the Bank.

é Details of Investigation
€ alerted accoun L was nnened by BAI on 08Sep16. BAI claimed to be

online salesman of ) with monthly income between HKD10,000 to

HKD14,999. BAI provided address and contact in China. BAl maintains no other accounts with

the Bank.

Use Headings ——>{joreinbenie
e ere reviewed from Sep16 to Sep17. Upon review, USD account recorded

Conclusions &
Way Forward

) External Search

13 credit transactions with totaling over USD318K and 13 debit transactions with totaling over
USD313K. Counterparts were found companies engaged in trading of telephone &
communications equipment and constructional materials etc. and individuals including housewife
and manager. Account transactions showed temporary repository of fund pattern. Personal
account was believed to be used as business purpose.

HKD and EUR accounts were inactive with few and insignificant transactions.

Previous disclosure
* BAI was not the subjects of our previous disclosures.

World Check
* No exact match result was found.

NGO Userar mormation can be found online.

Conclusion

Account review found that account transactions showed temporary repository of fund pattern.
Personal account was believed to be used as business purpose. This disclosure is filed to
JFIU" s review given the fraud allegation against BAI . The Bank will proceed to close
the account of BAI

© Hong Kong Police Force BB L EEREFTA 17
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STR - Points to note

» Triggered by Search Warrant/ enquiry from LEA

- Case Reference (eg. XX RN 22000100 or LM XXXXX) and OC Case

- Role of subject (Suspect/ Victim)

Section 50(7) Information NO. ...ccoccecimernerecnricrcnnnnn,
Police Force Ordinance WL IND. iccsionnicmminmsmnamsenspionrunssumnansanass
(Cap. 232) = police Ref. MRN 12000461

» Choose the correct Ordinance for Reason for Disclosure (esp. NS Law)

*Reason for Disclosure:

Drug Trafficking (ROP) Ordinance [Cap.405]:

|Organized and Serious Crimes Ordinance [Cap. 455]:

United Nations (Anti-Terrorism Measures) Ordinance [Cap. 575]:

é National Security Law:

© Hong Kong Police Force BB L EEREFTA
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STR - Points to note

» Super STR
- dozens of individuals being reported
- lack of analysis details

- unknown linkage between entities

- any strong evidence of correlation (eg. shared phone/ email/ device)
» Timely suspension/ closure of account (esp. upon receiving NL)

» Avoid repetitive reporting
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STR - Points to note

» Lack of information
- bank account number of counterparties

- digital footprint
» Inconsistent information (eg. balance)

» Attachment

- Avoid uploading narrative as attachment, especially scanned document

- Transaction record in Excel form
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¢ Case Study
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Thank You!

Website: www.jfiu.gov.hk

Email : jfiu@police.gov.hk
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