SELF-ASSESSMENT OF COMPLIANCE WITH GUIDELINES ISSUED BY THE HKMA

RELATING TO PREVENTION OF MONEY LAUNDERING

 AND TERRORIST FINANCING

Name of authorized institution (AI): 

Date of submission: 
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Non-compliant
N.A
Observations / Remarks



(please tick as appropriate)


Part 1
Overview








1.1
General Policies and Principles








1.1.1
The AI should issue a clear statement of policies  that is consistent with the  principles and standards as embodied in  the Guideline, Supplement and Interpretative Notes issued by the HKMA in relation to the prevention of money laundering (including the fight against terrorist financing
 ). [Guideline 4.3 & 4.3(a) / Supplement 1.2 & 1.4]








1.1.2
The policy statement should subscribe to the following principles :

(i) Know your customer (KYC) – with the application of reasonable steps by the AI to satisfy itself as to the true identity of customers (including beneficial owners) [Guideline 4.1(a) & General Guidance of IN];

(ii) Compliance with laws – to ensure that business is conducted in conformity with high ethical standards and relevant legal and regulatory requirements [Guideline 4.1(b)];

(iii) Cooperation with law enforcement agencies – through taking appropriate measures which are consistent with the law (and within the constraints imposed by customer confidentiality rules)  where there are reasonable grounds for suspecting money laundering [Guideline 4.1(c)];

(iv) Policies, procedures and training – with the implementation of specific anti-money laundering (AML) procedures for account opening, customer identification, record-keeping and reporting of suspicious transactions [Guideline 4.3(b)].  Attention should also be given to internal audit arrangements (see Part 8) and staff training (see Part 9) for ensuring compliance with relevant policies and procedures [Guideline 4.1(d)].








1.1.3
The policy statement should be communicated in writing to all management and relevant staff and be subject to regular review. [Guideline 4.3(a)]







1.2
Board and Senior Management Oversight








1.2.1
Consistent with general risk management principles
, effective implementation of AML systems and controls requires appropriate board and senior management oversight.  In particular,

(i) senior management should be fully committed to establishing AML policies and procedures and ensuring their effectiveness, with allocation of explicit responsibility within the AI for this purpose;

(ii) the AML policies and procedures and subsequent amendments should be approved by the board of directors, a delegated committee or senior management as appropriate ; and

(iii) the board and senior management should be duly apprised of the AI’s level of risk management and compliance regarding AML matters.

[Supplement 16.2]








1.3
Application to overseas branches and subsidiaries [For Hong Kong incorporated AIs]







1.3.1
The AML requirements should also apply to the AI’s overseas branches and subsidiaries.  These overseas operations should be made aware of the AI’s group AML policies and, where appropriate, have been instructed of the local reference point for reporting suspicious transactions. [Guideline 4.3(f) & Supplement 1.7]








1.3.2
If the local AML requirements of an overseas operation differ from the group policies, such operation should apply the higher standard to the extent that local laws permit.  Where an overseas branch or subsidiary is unable to observe group standards for good reason (e.g. due to legal or regulatory reasons), deviations should be documented and risk mitigating measures applied.  The HKMA  must also be informed of the situation. [Supplement 1.7 & IN 1]








1.3.3
As a general principle, a common set of customer due diligence (CDD) standards (see also Part 2) should be applied on a consolidated basis throughout a banking group.  If simplified CDD procedures are used by a group company, this should be fully justified, well documented and properly approved by senior management. [IN 1]








1.4
Terminology








1.4.1
The definitions of various key terms stipulated in the AI’s AML policies and procedures should be consistent with those defined in the HKMA’s AML guidelines.  These terms include :

(i) Customer;

(ii) Beneficial owner;

(iii) Principal shareholder;

(iv) Client account;

(v) Politically exposed person;

(vi) Correspondent banking;

(vii) Shell bank;

(viii) Domestic retail customer; and

(ix) Residential / permanent address.

[Supplement & Terminology of IN]








Part 2
Customer Due Diligence








2.1
Customer acceptance policy








2.1.1
The AI should have customer acceptance policies and procedures in place to identify the types of customer that may pose a higher than average risk of money laundering.  These higher risk customers should be subject to a more extensive CDD process.  The level of management that can approve a business relationship with such customers should also be clearly specified.  [Supplement 2.2 & General Guidance of IN]








2.1.2
If the AI applies a simplified CDD process to any particular type of customer, there should be adequate justification that such customers are of lower risk
, and the decision should be properly documented and approved by senior management.  The adoption of this risk-based approach should also be clearly set out in the group policies.  [General Guidance of IN & IN 1]








2.1.3
In determining the risk profile of a customer or a particular type of customer, the AI should take into account various factors, including the following :

(i) origin of the customer (e.g. place of birth
, residency, place of business etc.);

(ii) background and profile (e.g. whether there is any linkage to a politically exposed person);

(iii) nature of business (e.g. whether large amounts of cash are handled);

(iv) complexity of ownership structure (for corporate customers); and

(v) any other information suggesting that the customer is of higher risk.

[Supplement 2.3(a)-(e)]








2.1.4
The AI should have clear procedures in place for reclassifying an accepted customer to higher risk if this is warranted by subsequent events (e.g. a pattern of account activity that does not fit in with the AI’s knowledge of the customer). [Supplement 2.4]








2.2
General CDD principles








2.2.1
The AI should obtain satisfactory evidence
 of the identity and legal existence of persons applying to do business with it (such as opening a deposit account) on the basis of reliable documents or other sources, and record that identity and other relevant information regarding the applicant in its files.  The AI should also establish that any applicant claiming to act on behalf of another person is authorized to do so. [Guideline 5.1 & 5.2]







2.2.2
The AI should develop specific guidance and procedures for carrying out the CDD process, i.e. identifying and verifying the identity of different types of customers and, where applicable, the beneficial owners.  The AI should also adopt a risk-based approach to determine the types of customers
 whose source of funds should be ascertained.  [Supplement 3.2(a)-(d) & IN 21]







2.2.3
The AI should conduct ongoing due diligence and scrutiny of customer accounts throughout the course of the business relationship to ensure that the account transactions are consistent with the AI’s knowledge of the customer, its business and risk profile. [Supplement 3.2(e)]







2.2.4
The AI should not keep anonymous accounts or accounts in obviously fictitious names. [Guideline 5.1]







2.2.5
If the AI allows confidential numbered accounts, the same CDD process should apply.  The identity of the account holder should also be known to a sufficient number of staff to operate proper CDD, and under no circumstances should such accounts be used to hide the customer identity from the AI’s compliance function or from the HKMA. [Supplement 3.5]







2.2.6
The AI should not generally establish a business relationship with a new customer until the CDD process is satisfactorily completed, unless there are reasonable grounds to believe that the relevant process can be completed within a reasonable timeframe. [Supplement 3.6 & IN 9]








2.2.7
The AI should not allow funds to be paid out of an account (pending completion of CDD) to a third party before the identity of the customer is satisfactorily verified [Supplement 3.6].  Exceptions may only be allowed subject to the conditions specified in IN 8.







2.2.8
If the verification of customer identity cannot be satisfactorily completed, the AI should close the account and return any funds to the source from which they were received (subject to item 2.2.9 below).  In deciding the means of repaying the funds, the AI should also guard against the risk of money laundering (e.g. enabling the funds to be “transformed” from cash into a cashier order”).  [Supplement 3.7 & IN 9]







2.2.9
The AI should consider whether a report should be made to the Joint Financial Intelligence Unit (JFIU) when a customer is unwilling to provide relevant CDD information without any good reason, or when the identity verification process cannot be satisfactorily completed.  If a JFIU report is made, the return of funds to the account holder should be subject to any request from the JFIU to freeze the relevant funds. [Supplement 3.4 & 3.7]







2.3
Individual customers







2.3.1
The AI should institute effective procedures to obtain satisfactory evidence of the identity of individual customers, including obtaining information to verify the individual’s name, residential address (and permanent address if different), date of birth and nationality
.  To facilitate ongoing due diligence and scrutiny, information on the individual’s occupation
 or business should also be obtained.  [Guideline 5.4 & Supplement 3.3]







2.3.2
The AI should have adequate guidance in place for accepting alternative identity documents or methods to verify customer information such as residential address for new immigrants, expatriates, retirees and those that are not financially independent (e.g. minors, students and housewives)
. [Supplement 3.3 & IN 4-6]







2.4
Corporate customers 








2.4.1
The AI should obtain satisfactory evidence of the legal existence of a corporate customer and the nature of its business through conducting a company search (and other commercial enquiries / checks where appropriate) and obtaining other relevant documents as set out in Guideline 5.11.  In addition, the AI should look behind the company to verify the identity of its principal shareholders
 (including beneficial owners), directors (including the managing director) and account signatories. [Guideline 5.9-5.11 & Supplement 4.5
]







2.4.2
Particularly for a non-listed company, the AI should understand the ownership structure of the company and determine the source of funds. [Supplement 4.7]







2.4.3
It is generally sufficient for the AI to obtain the documents set out in Guideline 5.11 for the following types of corporate customers :

(i)
those listed on a recognised stock exchange (see Annex 1 of IN) and their subsidiaries; and

(ii)
state-owned enterprises in those jurisdictions that are not designated by the FATF as non-cooperative countries and territories (NCCTs) where the risk of money laundering is assessed to be low and there is no doubt regarding the ownership of the enterprise.

However, evidence that any individual representing the company has the necessary authority to do so should be sought and retained. [Supplement 4.2 & IN 11]







2.4.4
Where a listed company is effectively controlled by an individual or a small group of individuals, the AI should consider verifying the identity of those individuals. [Supplement 4.3]







2.4.5
Where a non-bank financial institution is authorized and supervised by the Securities and Futures Commission (SFC), the Office of the Commissioner of Insurance or an equivalent authority in a jurisdiction that is a FATF member or that applies AML standards equivalent to those of the FATF (see IN 14), it is generally sufficient for the AI to verify that the institution is on the list of authorized (and supervised) financial institutions in the jurisdiction concerned.  However, evidence that any individual representing the institution has the necessary authority to do so should be sought and retained. [Supplement 4.4]







2.4.6
For a company having nominee shareholders, the AI should obtain satisfactory evidence of the identity of its beneficial owners. [Supplement 4.8]







2.4.7
For a company with capital in the form of bearer shares, the AI should have procedures to monitor the identity of all of its principal shareholders.  This may require the AI to consider whether to immobilise the bearer shares (e.g. by holding the shares in custody) or to obtain a declaration annually from each beneficial owner (holding 5% or more of the total shares) if the former is not practicable. [Supplement 4.9 & IN 22]







2.5
Clubs, societies and charities







2.5.1
The AI should satisfy itself as to the legitimate purpose of such organisations by, for example, requesting sight of the constitution and verifying the identity of all account signatories who are not already known to the AI in line with the requirements for individual customers. [Guideline 5.14]







2.6
Unincorporated businesses







2.6.1
The AI should verify the identity of at least two partners and all account signatories of such businesses in line with the requirements for individual customers. [Guideline 5.15]







2.6.2
If a formal partnership agreement exists, the AI should obtain a mandate for authorizing the opening of an account and conferring authority on those who will operate it. [Guideline 5.15]







2.7
Shell companies 








2.7.1
The AI should exercise additional due diligence on shell companies (e.g. understand the purpose of such accounts and the source of funds), and verify the identity of their beneficial owners, directors and account signatories in line with the requirements for individual customers. [Guideline 5.16]







2.8
Trust and nominee accounts 








2.8.1
When opening an account for a customer, the AI should always establish whether the customer is acting on behalf of another person as trustee, nominee or agent. [Guideline 5.17]






2.8.2
In relation to trusts or nominee accounts, the AI should understand the relationship among the relevant parties, and obtain satisfactory evidence of the identity of trustees, nominees, protectors, settlors/grantors and known beneficiaries and of the nature of their trustee or nominee capacity and duties by, for example, obtaining a copy of the trust deed. [Guideline 5.18 & 5.19 / Supplement 5.2 & 5.3
]







2.8.3
In adopting a risk-based approach in relation to trusts and the persons connected with them, the AI should ensure that the extent of the CDD process is in line with the nature and complexity of the trust arrangement. [Supplement 5.4]







2.8.4
When relying on a trust subsidiary to perform the CDD process, the AI should :

(i)
obtain a written assurance from the trust subsidiary confirming that evidence of the underlying principals has been obtained, recorded and retained and that it is satisfied as to the source of funds;

(ii) ensure that the trust subsidiary complies with the group KYC policy which is consistent with the FATF standards; and
(iii) satisfy itself that the documentation can be made available upon request without delay.

[IN 23]








2.8.5
The AI should take special care in relation to trusts created in jurisdictions with a weak AML regime (e.g. NCCTs). [Guideline 5.20]







2.9
Reliance on intermediaries
 








2.9.1
When relying on an intermediary to perform CDD, the AI should take reasonable steps to satisfy itself that the intermediary is “fit and proper” and exercises adequate CDD procedures
.  In this regard, the following criteria should be met :

(i) the intermediary adopts CDD procedures that are as rigorous as those of the AI;

(ii) the AI is satisfied with the reliability of the intermediary’s systems for verifying customer identity; and

(iii) the AI has entered into an agreement with the intermediary that it will be permitted to verify the CDD undertaken by the intermediary at any stage.

[Supplement 6.3(a)-(c) & IN 28]







2.9.2
It is advisable for the AI to rely, to the extent possible, on intermediaries which are under adequate AML regulation.  If not, the intermediary should be able to demonstrate that it has adequate AML procedures. [Supplement 6.4]







2.9.3
The AI should conduct periodic reviews (e.g. involving reviews of the relevant policies and procedures and sample checks of the due diligence conducted) to ensure that the intermediary upon which it relies continues to meet the above-mentioned criteria. [Supplement 6.5]







2.9.4
The AI should obtain an Intermediary Certificate (sample attached to Annex of Supplement) duly completed and signed by the intermediary, together with all relevant identification data and other documentation pertaining to the customer’s identity.  Relevant documentation should consist of either original documentation (which is preferable) or copies certified by a suitable certifier. [Supplement 6.6]






2.9.5
If the AI chooses not to obtain copies of identity documents immediately, it should take adequate steps to ensure that the intermediary will provide these copies upon request without delay. [IN 29]







2.9.6
When accepting third party professionals (e.g. lawyers and accountants) to certify copies of identity documents, the AI should ensure that these professionals are all suitable certifiers as cited in Supplement 6.8(a)-(d).







2.10
Client accounts
 








2.10.1
If a client account is opened on behalf of a single client or there are sub-accounts for individual clients under a client account (in which funds for individual clients are not co-mingled), the AI should establish the identity of the underlying client(s) in addition to that of the intermediary opening the account. [Supplement 7.2]







2.10.2
For a client account in which funds for individual clients are co-mingled, the AI is not required to identify the individual clients, provided that it is satisfied that the intermediary has reliable systems to verify customer identity and allocate funds to the individual underlying clients. [Supplement 7.3(a)-(b) & IN 31]







2.10.3
If an intermediary is unable to meet the required conditions and refuses to provide information about the identity of the underlying clients, the AI should prohibit the intermediary from opening a client account. [Supplement 7.4]







2.10.4
The AI should make reasonable enquiries about transactions passing through client accounts that are unusual or suspicious. [Supplement 7.5]






2.11
Private banking customers







2.11.1
The AI should adopt a comprehensive CDD process for private banking customers which generally includes the following elements :

(i) the AI should obtain detailed client profile information on each private banking customer, conduct regular CDD reviews with each customer (for high risk or sensitive customers, such reviews should be conducted at least once a year), and have the client profile properly documented and updated;

(ii) acceptance of private banking customers is subject to management approval, and approval from senior management and/or the Compliance Department is also required for customers of higher risk;

(iii) each private banking customer is served by a designated relationship manager who has sufficient time and resources to perform enhanced CDD and ongoing monitoring of the customer;

(iv) there is an effective monitoring system in place to help identify any unusual or suspicious transactions on a timely basis; and

(v) the AI maintains global KYC policies to ensure that the same CDD standards are applied to all private banking customers on a group-wide basis.

[Annex 2 of IN]







2.11.2
In the case of high net worth individuals who use offshore investment vehicles as the contractual party for establishing a private banking relationship with the AI, it may allow exceptions to the requirement to obtain independent evidence about the ownership, directors and account signatories of the investment vehicle (i.e. to accept written self-declarations about the identity of, and the relationship with, the above parties from the ultimate beneficial owners or the contractual parties), provided that :

(i)
the investment vehicles are incorporated in a jurisdiction where company searches or certificates of incumbency (or equivalent) are not available or cannot provide meaningful information about their directors and principal shareholders; and

(ii)
the AI is satisfied that it knows the identity of the ultimate beneficial owners (through a comprehensive CDD process stipulated in Annex 2 of IN) and there is no suspicion of money laundering.

Such exceptions should be approved by senior management and properly documented. [IN 15]







2.12
Non-face-to-face customers








2.12.1
The AI should conduct, whenever possible, a face-to-face interview with a new customer to verify his/her identity and obtain KYC information.  This is particularly important for higher risk customers. The interview can be performed either by the AI or by an intermediary that can be relied upon to conduct proper CDD. [Supplement 8.2 & 8.3]







2.12.2
Where a face-to-face interview is not conducted (e.g. for an account opened via the internet), the AI should apply equally effective CDD procedures (i.e. customer identification and ongoing monitoring of account transactions) as for face-to-face customers. [Supplement 8.4]







2.12.3
The AI should take specific measures to mitigate the risk posed by non-face-to-face customers.  Examples of such measures are set out in Supplement 8.5(a)(h).







2.13
Non-account holders (occasional customers)








2.13.1
The AI should exercise care and vigilance when dealing with transactions for non-account holders.  Where the transaction involves large sums of cash or is unusual, the applicant should be asked to produce evidence of identity and, in the case of a foreign national, have the nationality recorded.  Copies of the identification documents should be kept on file. [Guideline 5.26]








2.13.2
The AI should not undertake for a non-account holder any remittance or money changing transaction that is HK$20,000 or more (or equivalent in other currencies) unless the particulars of the transaction (i.e. information about customer identity and transaction details) as set out in Annex 8 of the Guideline are recorded. [Guideline 5.27]








2.13.3
Provision of safe deposit boxes and other safe custody services to non-account holders should be subject to the same customer identification procedures as those for customer accounts. [Guideline 5.28]








2.14
Existing accounts








2.14.1
The AI should take steps to ensure that the records of existing customers remain up-to-date and relevant.  Where necessary, additional evidence of the identity of existing customers should be obtained to ensure that these comply with the AI’s current standards. [Supplement 3.8 & 12.2]







2.14.2
The AI should undertake periodic reviews of existing customer records upon certain trigger events which include :

(i) when a significant
 transaction is to take place;

(ii) when there is a material change in the way the account is operated;

(iii) when the AI’s customer documentation standards change substantially; or

(iv) when the AI is aware that it lacks sufficient information about the customer.

[Supplement 12.3(a)-(d)]








2.14.3
Even where there is no specific trigger event, the AI should consider whether additional information should be required from those existing customers that are considered to be of higher risk. [Supplement 12.4]







2.15
Politically exposed persons (PEPs)

 






2.15.1
The AI should apply enhanced CDD to PEPs and persons / companies clearly related to them (i.e. families, close associates etc.) in all business areas, in particular the private banking business. [Supplement 10.2]








2.15.2
The AI should have a proper definition of PEPs in its AML policies which is consistent with that set out in Supplement 10.3
, and determine and document their own criteria (including making reference to publicly available information or commercially available databases) for identifying PEPs. [IN 34]







2.15.3
The AI should lay down the risk factors (e.g. any particular concern on the country where the PEP is from, any unexplained sources of wealth etc.) in its AML policies that should be considered when dealing with PEPs. [Supplement 10.6(a)-(f)]







2.15.4
The AI should have a mechanism in place for identifying whether any new customers are PEPs or PEP associates. [Supplement 10.4]








2.15.5


The AI should adopt a risk-based approach for identifying whether any existing customers are PEPs or PEP associates, with focus on customers from countries that are of higher risk from a corruption point of view or on those introduced by an intermediary that would not have met the criteria specified in Supplement 6.3 and 6.4.  [Supplement 12.4 & IN 34]

   






2.15.6
The AI should ascertain the source of funds before accepting a PEP as customer. [Supplement 10.5 & IN 21]








2.15.7
The approval of senior management should be obtained for opening an account for a PEP. [Supplement 10.5]








2.16
Non-cooperative countries and territories 








2.16.1
The AI should generally apply additional CDD to customers (including beneficial owners) from NCCTs or other jurisdictions known to have inferior AML standards.  The additional CDD includes obtaining and documenting information about the business rationale for opening an account or applying for banking services and being fully satisfied with the legitimacy of the source of funds of such customers. [Supplement 14.5 & 14.7 / IN 21 & 40]








2.16.2
The AI should apply specific measures (normally including stringent CDD and enhanced surveillance / reporting of transactions) determined by the HKMA to those NCCTs that the FATF has recommended the application of counter-measures. [Supplement 14.6]








2.16.3
If the AI has operating units in NCCTs or jurisdictions with weak AML regime, it should ensure that the AML policies and procedures adopted in such units are equivalent to those adopted in Hong Kong, with compliance and internal audit checks being conducted by staff from the head office.  In extreme circumstances, the AI should consider withdrawing from such jurisdictions. [Supplement 14.8]








Part 3
Correspondent Banking








3.1
The AI should obtain proper approval for establishing new correspondent banking relationships (a risk-based approach may be used for determining the appropriate level of approval for this purpose). [Supplement 11.3 & IN 36]








3.2
The AI should gather sufficient CDD information on respondent banks, including details of their management, business activities, the AML efforts of their jurisdiction and the purpose of maintaining the correspondent banking account.  Other information such as the authorization status and the systems of bank regulation and supervision in their jurisdiction may be obtained through publicly available information.  [Supplement 11.3 & 11.4 & IN 37]







3.3
The AI should in general establish or continue a correspondent relationship with a foreign bank only if it is satisfied that the bank is effectively supervised by the relevant authority. [Supplement 11.5]








3.4
The AI should not establish or continue a correspondent banking relationship with shell banks
, and should guard against establishing relationships with respondent banks that permit the opening of accounts for or the carrying out of transactions with shell banks. [Supplement 11.6 & IN 38]








3.5
The AI should require enhanced CDD (e.g. obtaining details of the beneficial ownership of such banks and more extensive information about their AML policies) on respondent banks incorporated in jurisdictions that do not meet international AML standards, such as NCCTs.  There should also be enhanced procedures for ongoing monitoring of activities conducted through such correspondent accounts (e.g. review of transaction reports and close monitoring of suspicious fund transfers).  [Supplement 11.7]







3.6
The AI should require enhanced CDD on respondent banks that allow direct use of the correspondent account by their customers to transact business on their own behalf (i.e. payable-through accounts), and verify the identity of customers of those respondent banks allowed to use such correspondent banking service. [Supplement 11.8] 








Part 4
Remittance








4.1
As an ordering AI








4.1.1
 The AI should include in the remittance message information about the originating customer, i.e. name and account number (if any).  If the customer does not have an account number (e.g. a walk-in customer), such additional information as the address or other unique reference (e.g. date of birth, number of identity document or other customer identification number) should be included in the remittance message.
 [Supplement 9.2 & 9.3 & IN 32]
[If the AI has already adopted best practice to include the customer’s address as standard information to be included in the remittance message, please specify so.]








4.1.2
Where the originating customer’s information is not included in the message of a domestic remittance transaction, the AI should be able to make available such information to the beneficiary AI and appropriate authorities within 3 business days upon request.  For the retrieval of information of earlier transactions (i.e. beyond 6 months), such information should be made available as soon as practicable. [IN 32]








4.1.3
Regardless of whether the originating customer’s information is included in the remittance message, the AI should record and retain such information in respect of both account holders and non-account holders and be able to provide such information within 3 business days upon request from either the beneficiary AI or appropriate authorities. [Supplement 9.3 & IN 33]








4.1.4
The AI should adopt a risk-based approach to check whether certain remittances may be suspicious, taking into account such factors as the name of the beneficiary, the destination and amount of the remittance etc. [Supplement 9.4]








4.1.5
The AI should exercise care if there is suspicion that the customer may be effecting a transaction on behalf of a third party.  If a remittance carries the name of a third party as the ordering person or otherwise does not appear to be consistent with the usual business / activity of the customer, the AI should obtain further explanation from the customer about the nature of the remittance. [Supplement 9.5]








4.2
As an intermediary or beneficiary AI








4.2.1
When acting as an intermediary in a chain of remittances, the AI should ensure that the information required under Supplement 9.2 remains with the remittance message throughout the payment chain. [Supplement 9.6]








4.2.2
The AI should conduct enhanced scrutiny of incoming remittances (including those handled by straight-through processing) if the remittance messages do not contain complete originator information or arouse suspicion (e.g. by taking into account such risk-based factors as the country of origin of the remittance). [Supplement 9.7]








4.2.3
The AI should consider whether unusual remittance transactions should be reported to the JFIU, and whether there is a need to restrict or terminate its business with a remitting bank that fails to meet the FATF standards. [Supplement 9.8]








Part 5
Terrorist Financing








5.1
The AI should take measures to ensure compliance with the relevant regulations and legislation on terrorist financing, including :

(i) ensuring that the legal obligations of the AI and those of its staff are well understood;

(ii) providing adequate guidance and training to all relevant staff; and

(iii) ensuring that the systems and mechanisms for identification of suspicious transactions cover terrorist financing as well as money laundering.

[Supplement 15.3-15.7 & 15.11-13]








5.2
The AI should have systems and procedures in place to identify and report transactions that may be linked with terrorist suspects. To this end, the AI should ensure that it maintains a database of names and particulars of terrorist suspects which consolidates the various lists that have been made known to it (including the lists published in the Gazette and those designated under the US Executive Order).
 [Supplement 15.8 & 15.9]








5.3
The AI should timely update the terrorist database whenever there are changes, and ensure that the database is made easily accessible by staff for the purpose of identifying suspicious transactions. [Supplement 15.9]








5.4
The AI should check the names of both existing customers and new applicants for business against the names in the terrorist database, and should be particularly alert for suspicious remittances and bear in mind the role which non-profit organisations are known to have played in terrorist financing. [Supplement 15.10]








5.5
The AI should conduct enhanced checks before processing a transaction, where possible, if there are circumstances giving rise to suspicion. [Supplement 15.10]








5.6
The AI should make reports to the JFIU and the HKMA for any suspected terrorist-related transactions. [Supplement 15.14]








Part 6
Record-keeping

 






6.1
The AI should have policies setting out the retention period and specific treatment (e.g. the form of storage such as original document, microfilm or electronic form) for various types of document. [Guideline 7.4]








6.2
Wherever practicable, the following minimum retention periods should be observed :

(i) Account opening records – copies of identification documents should be kept in file for 6 years following the closing of an account;

(ii) Account ledger records – 6 years from entering the transaction into the ledger;

(iii) Records in support of entries in the accounts (e.g. credit/debit slips and cheques and other forms of vouchers) – 6 years from when the records were created; and

(iv) Records in support of remittance and money changing transactions for non-account holders – 6 years from when the records were created.

[Guideline 7.4(a)-(d)]








6.3
The AI should ensure that the above documents are retained in forms that are acceptable as evidence under sections 20 to 22 of the Evidence Ordinance. [Guideline 7.5]

 






6.4
In situations where the records relate to ongoing investigations, or transactions which have been the subject of a disclosure, they should be retained until it is confirmed that the case has been closed. [Guideline 7.5]







6.5
The Compliance Officer (see also Part 8) should conduct regular checks to test whether customers’ account opening and transaction records can be retrieved within a reasonably short period of time. [Guideline 7.2-7.3 & Supplement 16.5]








Part 7
Suspicious Transactions








7.1
Recognition and reporting 








7.1.1
The AI should have systems in place to enable it to identify and report unusual or suspicious transactions. [Supplement 13.2]








7.1.2
The AI should ensure that staff responsible for dealing with customer accounts or reviewing customer transactions are familiar with examples of suspicious transactions as given in Annex 5 of the Guideline and characteristics of financial transactions relating to terrorist activity described in  Annex 1 of the FATF paper issued in April 2002.  Identification of any of the types of transactions listed in these documents should prompt further investigations and enquiries about the source/usage of funds (where appropriate) or the parties involved. [Guideline 8.2 & Supplement 15.11-13]








7.1.3
The AI should ensure that the statutory obligation to report suspicious transactions related to money laundering or terrorist activity is made known to all relevant staff. [Guideline 9.3 & 9.7 & Supplement 15.6]








7.1.4
The internal procedures for reporting suspicious transactions should entail :

(i)
the maintenance of a register by the Compliance Officer of all reports made to the JFIU and all reports to him/her by employees;

(ii)
the provision of written acknowledgement by the Compliance Officer of reports received from staff; and

(iii)
the use of a standard format for reporting.

[Guideline 9.4 & 9.8]








7.1.5
The AI should specify various circumstances under which staff should make suspicious transaction reports to the Compliance Officer.  These include :

(i) all cases where an employee knows that a customer has engaged in drug-trafficking or other indictable offences and where the customer deposits, transfers or seeks to invest funds or obtains credit against the security of such funds, or where the AI holds funds on behalf of such customer; and

(ii) all cases, where an employee suspects or has reasonable grounds to believe that a customer might have carried on drug trafficking or might have been engaged in indictable offences and where the customer deposits, transfers or seeks to invest funds or obtains credit credit against the security of such funds, or where the AI holds funds on behalf of such customer.

All such reports should be promptly made to the Compliance Officer who should then report the details to the JFIU (as soon as it is reasonable for him to do so) except for those cases under (ii) where he considers that there are no reasonable grounds for such belief. [Guideline 9.5-9.6 & 9.8]








7.1.6
The AI should refrain from carrying out any transaction that is suspected to be related to money laundering until consent to do so has been received from the JFIU.  Where it is impossible to refrain or if this is likely to frustrate efforts to pursue the beneficiaries of a suspected money laundering operation, the AI may on its own initiative carry out the transaction and notify the JFIU as soon as it is reasonable to do so. [Guideline 9.9]








7.1.7
Wherever possible, the AI should retain for reporting to the JFIU relevant information obtained from an applicant for business (i.e. potential customer) with whom the AI has decided not to establish business relationship because of concern about potential criminal activity. [Guideline 9.10]








7.1.8
If a suspected case has been reported to the JFIU and it becomes necessary to make further enquiries of the customer, the AI should exercise great care to ensure that the customer does not become aware that his/her name has been brought to the attention of the law enforcement agencies. [Guideline 9.11]








7.2
Ongoing monitoring 








7.2.1
The AI should maintain management information systems (MIS) to provide managers and compliance officers with timely information for detecting patterns of unusual or suspicious activity, particularly in relation to higher risk accounts. [Supplement 13.2]








7.2.2
MIS reports, which may be threshold based and trend based, should be capable of identifying unusual transactions by means of various parameters, such as amount and transaction types (e.g. cash, transfer etc.), frequency of account activity and other relevant risk factors (e.g. early repayment of instalment loans by way of cash repayment). [Supplement 13.5]








7.2.3
Staff responsible for reviewing customer transactions should have a good understanding of what is normal and reasonable activity for particular types of customer, taking into account the nature of the customer’s business.  [Guideline 8.1 & Supplement 13.3]







7.2.4
If a transaction involves a large amount (not only confined to cash transactions) and/or customers of higher risk, the AI should take appropriate measures to satisfy itself about the source and legitimacy of funds. [Supplement 13.3 & 13.6]








7.2.5
The AI should consider whether there is any doubt that the transfer of any funds derived from outside Hong Kong may have breached the exchange controls of the country of origin, and, if possible, seek clarification of such doubt on a best effort basis. [Supplement 13.4]








7.2.6
To the extent possible and using a risk-based approach, the AI should obtain a comprehensive picture of the customer’s transactions and overall relationship with it (e.g. including accounts and transactions with the AI’s overseas operations). [Supplement 13.6]








Part 8
Compliance and Internal Audit Functions








8.1
The AI should designate a Compliance Officer (or Compliance Officers) as a central reference point for the reporting of suspicious transactions to the JFIU and to whom all internal reports should be made.  The role and responsibilities of this reference point should be clearly defined. [Guideline 4.3(c) & 9.3 & Supplement 16.3]








8.2
The Compliance Officer should play an active role in identifying and reporting suspicious transactions, including, but not limited to, regular review of exception reports of large or irregular transactions generated through MIS and ad hoc reports made by front-line staff. [Supplement 16.3]








8.3
The Compliance Officer should maintain oversight of the review process if the task of reviewing reports are delegated to other staff / compliance units. [Supplement 16.3]








8.4
The Compliance Officer should form a considered view as to whether unusual or suspicious transactions should be reported to the JFIU. [Supplement 16.4]








8.5
The Compliance Officer should fully document the reasons for deciding not to report any suspicious transactions to the JFIU. [Supplement 16.4]








8.6
If new suspicious activities relating to a customer are aroused, the Compliance Officer should consider making a fresh report on that customer even though suspicious transactions concerning the customer have been disclosed to the JFIU previously. [Supplement 16.4]








8.7
The Compliance Officer should regularly review the AI’s AML policies and procedures to ensure compliance with legal and regulatory requirements and test such compliance, which may include: (i) review of adequacy and completeness of CDD records for newly opened high risk customers; (ii) sample checks on new customers for whom simplified CDD has been applied to ensure the laid down criteria have been adhered to; and (iii) checks as to whether PEP/terrorist databases have been consulted before accepting new customers. [Supplement 16.5]








8.8
The AI should ensure that the Compliance Officer is of sufficient status
 within the organisation and has adequate resources to enable him/her to perform the compliance function. [Supplement 16.6]








8.9
Internal audit should conduct a periodic and independent evaluation of the AI’s AML policies and procedures, and verify such compliance.    

[Guideline 4.3(e) & Supplement 16.7]








8.10
The scope of internal audit should include checking/assessing the effectiveness of the compliance officer function, the adequacy of MIS reports of large and irregular transactions, the quality of reporting of suspicious transactions, and the level of awareness of front-line staff of their AML-related responsibilities. [Supplement 16.7]








8.11
Internal audit should have sufficient expertise and resources to enable it to discharge its responsibilities.

[Supplement 16.7]








8.12
[For Hong Kong incorporated AIs]

The AI’s overseas operations, in particular those operating in NCCTs, should be subject to compliance and internal audit checks by staff from the head office in Hong Kong. [Supplement 14.8] 






Part 9
Staff Awareness and Training








9.1
The AI should have measures in place to ensure that staff have been advised of their own personal legal obligations under the relevant AML legislation (e.g. provisions requiring prompt reporting of suspicious transactions and prohibiting “tipping-off”) and the expected responsibilities relating to AML (e.g. full cooperation with law enforcement agencies). [Guideline 11.1 & 11.2] 








9.2
The AI should provide proper training to all staff of local and overseas operating units to equip them to effectively implement the current AML policies, CDD procedures and the procedures for reporting of suspicious transactions. [Guideline 4.3(d) & 11.3]








9.3
The timing and content of training packages for various sectors of staff (e.g. new staff, front-line staff, staff involved in account opening and review of customer transactions, and administration/operations supervisors and managers) should adapt to the AI’s specific needs.
 [Guideline 11.3(a)-(d)]








9.4
The AI should provide ongoing and refresher training to update staff of the latest statutory and regulatory requirements, industry best practices and their responsibilities. [Guideline 11.3(e)]








Part 10 – Details of “partial compliance” and “non-compliance” 

If the response to any requirement set out in the self-assessment framework is not “fully compliant”,

please provide the details of the partial compliance / non-compliance in this worksheet.



Item

Details of partial compliance / non-compliance 
Corrective action plan
Target completion date (MM/YYYY)








































































































































� 	The abbreviated references to requirements set out in this self-assessment framework have the following meanings:


“Guideline”: refers to the Guideline on Prevention of Money Laundering (last revised in December 2000);


“Supplement” refers to the Supplement to the Guideline on Prevention of Money Laundering (last revised in June 2004); and


“IN” refers to the set of Interpretative Notes (issued in June 2004) which provide practical guidance on implementing the requirements of the Supplement.


�	The scope of the effort on prevention of money laundering has been expanded to include the fight against terrorist financing after the 9/11 event (see Supplement 1.2).


� See sections 2 and 3 of “General Risk Management Controls (IC-1)” issued by the HKMA under the Supervisory Policy Manual.


� A customer or a particular type of customers may be considered to be of lower risk if there is no suspicion of money laundering, and


the inherent risk of money laundering is assessed to be low; or


(ii)	there is adequate public disclosure in relation to the customer(s).


� A customer’s place of birth is a relevant piece of information but does not form a part of the customer’s identity requiring verification. [IN 2]


� As prescribed in Guideline 5.2, evidence of identity can be regarded as satisfactory if:


it is reasonably capable of establishing that the applicant for business is whom he claims to be; and


the AI which obtains the evidence is satisfied, in accordance with its established procedures, that it does establish that fact.


� These could include non-listed corporate customers, politically exposed persons and customers from countries which do not or insufficiently apply the FATF Recommendations.


� In the case of a Hong Kong resident, his/her identity may be simplified to include name, number of Hong Kong identity card, date of birth and residential address. [IN 5]


� Information about occupation or employer is a relevant piece of information but does not form a part of the customer’s identity requiring verification. [IN 7]


� The AI should use a common sense approach to handle cases where the customers are unable to provide address proof. [IN 6]


� A person entitled to exercise or control the exercise of 10% or more of the voting rights of a company should be regarded as a principal shareholder. [IN 13]


� See also Supplement 4.6 & IN 12, 16, 17-20 for further guidance on the verification requirements.


� See also IN 24-27 for more guidance regarding the verification requirements for such accounts.


� Intermediaries are those that introduce customers to an AI.


� In assessing the CDD standards of the intermediary, the AI should consider relevant factors such as the extent to which the intermediary is regulated in accordance with the FATF requirements and the legal requirements in the relevant jurisdiction to require intermediaries to report suspicious transactions. [IN 28]


� Client accounts are accounts opened in the name of a professional intermediary (e.g. lawyer, accountant, fund manager, custodian or trustee) or of a unit trust, mutual fund, or any other investment scheme managed or administered by a professional intermediary as an agent. [Supplement 7.1 & IN 30]


� The word “significant” is not necessarily linked to monetary value.  It may include transactions that are unusual or not in line with the AI’s knowledge of the customer. [IN 39]


� Under Supplement 10.3, PEPs are defined as individuals being, or who have been, entrusted with prominent public functions, such as heads of state or of government, senior politicians, senior government, judicial or military officials, senior executives of public organisations and senior political party officials.


� These are countries and territories designated by the FATF to have inadequate rules and practices that impede international cooperation in the fight against money laundering.


� Correspondent Banking is defined as the provision by one bank (the correspondent) to another bank (the respondent) of credit, deposit, collection, clearing, payment or other similar services (which include relationship established for securities transactions or fund transfers, whether for the respondent bank as a principal or for its customers). [Supplement 11.2 & IN35]


� A shell bank refers to a bank incorporated in a jurisdiction in which the bank has no presence and which is unaffiliated with a regulated financial group.


� The AI may set a threshold of HK$20,000 (or its equivalent in foreign currencies) for not applying the requirement to remittances below this amount. [Supplement 9.3]


� Terrorist financing generally refers to the carrying out of transactions involving funds that are owned by terrorists, or that have been, or are intended to be, used to assist the commission of terrorist acts.  In terrorist financing, the focus is on the destination or use of funds, which may have derived from legitimate sources. [Supplement 15.2]


� Alternatively, the AI may make arrangements to secure access to such a database maintained by third party service providers.


� Having “sufficient status” should be construed as being able to access all available CCD information about customers and directly report to senior management on all AML issues.


� It is advisable for the Compliance Officer to be involved in designing staff training programmes and preparing training materials, as he/she is in a better position to understand the extent of money laundering risk that the AI is facing and the types of training needed to cope with this risk.


� The item numbers refer to those specified in the previous parts of this self-assessment framework (e.g. item no. 2.7.1 refers to a CDD requirement particularly relevant to “shell companies”). 
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